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Abstract
leanXMSS is a stateful hash-based signature scheme: two layers of XMSS [8] of height 16

over WOTS+C one-time keys [10, 5]. Each leaf of the top tree signs the root of one bottom tree,
so a key signs at 232 leaf indices.

• Target: NIST security level 1 [12], with 127 bits of classical security proved in Lean
(Section 6).

• Public key: 32 bytes.
• Signature: 2404 bytes (4 + 1200 + 1200: the leaf index and the two layers).
• Verification: 186 permutations of Keccak-f.
• Threshold friendly (Section 8).
• Grinding: ≈ 220 randomizer trials per signature on average, one permutation each.

1 Overview
A key is two layers of Merkle trees of height h = 16, whose leaves are WOTS+C one-time keys
(Figure 1). The top layer is one tree, and its root is the public key. The bottom layer is 216 trees,
and key b of the top tree signs the root of bottom tree b. A leaf index idx < 232 names bottom key
idx, in bottom tree b = ⌊idx/216⌋.

To sign a message m at idx, the signer signs m with bottom key idx and the root of bottom
tree b with top key b, and attaches each key’s authentication path. The verifier recovers the bottom
key’s leaf from m and the signature, follows its path to the root of bottom tree b, does the same on
the top layer, and accepts if it reaches the public key. The scheme is stateful: a leaf index may sign
only one message.

2 Hashing and parameters
Write ∥ for concatenation, 0r for r zero bits, LEr(z) for the r-bit little-endian encoding of an integer
z, and LE−1 for its inverse. Let H be Keccak-256 [2], Ethereum’s hash, which is the 256-bit hash of
FIPS 202 [11] but for its padding’s first byte, 0x01 where the standard has 0x06. Write H0, H1 for
the first and last 16 bytes of its output. With a 16-byte public parameter P and a 16-byte address
A (Section 7),

Th(P, A, M) = H0(P ∥ A ∥ M).

Symbol Value Meaning
v 58 chains per one-time key, of positions 0 to 3
T 106 sum of a codeword’s digits
h 16 height of each layer’s trees
Amax 232 randomizer trials per one-time signature
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Figure 1: A signature at leaf index idx , in bottom tree b = ⌊idx/216⌋, whose leaves are keys b 216 to
(b + 1)216 − 1. On each layer, the verifier recomputes the signing key (dark) and its path to the root
(bold) from the siblings the signature carries (shaded, one per level, the 14 middle levels dotted).

The secret key is a 32-byte seed S0. Every secret derives from S = H(leanXMSS ∥ S0), the hash
of the scheme’s 8-byte ASCII name then the seed, so that no other scheme derives from the same
bytes, and P = Th(0128, Aparam, S). A message m is 32 bytes. The layers are ℓ = 0 (bottom) and
ℓ = 1 (top). A leaf index idx < 232 uses key idx at the bottom, which signs M = m, and key
b = ⌊idx/2h⌋ at the top, which signs the 16-byte root M = X0

h,b of bottom tree b (Section 4).

3 WOTS+C
A one-time key is v hash chains of 4 positions. It signs a 16-byte digest that is a codeword, revealing
each chain at the position its digit names. The chains of key e on layer ℓ are, for i < v and µ < 3,

Ci,0 = Hi mod 2
(︁
P ∥ Aprf(ℓ, e, ⌊i/2⌋) ∥ S

)︁
, Ci,µ+1 = Th

(︁
P, Achain(ℓ, e, µ), Ci,µ ∥ LE128(i)

)︁
,

and its leaf is Xℓ
0,e = Th(P, Aleaf(ℓ, e), C0,3 ∥ · · · ∥ Cv−1,3).

Codewords. A 16-byte digest D has the digits xi = ⌊LE−1(D)/4i⌋ mod 4 for i < 64. It is a
codeword when xv = · · · = x63 = 0 and ∑︁

i<v xi = T . Distinct codewords are incomparable, each
having a digit smaller than the other’s, so the chain values revealed for one codeword never sign
another. This replaces the Winternitz checksum.

Signing. Ots.sign(ℓ, e, M) computes

R0 = Th
(︁
P, Arnd(ℓ, e), S ∥ M

)︁
, ρc = LE128

(︁
LE−1(R0) + c mod 2128)︁

,

Dc = Th
(︁
P, Amsg(ℓ, e), M ∥ ρc

)︁
,

takes the least c < Amax for which Dc is a codeword x, and returns ρ = ρc and the chain values
yi = Ci,xi , or ⊥ if no c < Amax does. It is deterministic. The layout is chosen so that every trial
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costs exactly one permutation: ρc is a sum rather than a hash, and the input is one block, 80 bytes
on the bottom layer and 64 on the top.

Recovering the leaf. Ots.leaf(ℓ, e, M, ρ, y) recomputes D, returns ⊥ unless it is a codeword x,
walks each yi from position xi to position 3, and hashes the ends into the leaf.

4 Trees
On layer ℓ, for 1 ≤ λ ≤ h,

Xℓ
λ,j = Th

(︁
P, Anode(ℓ, λ, j), Xℓ

λ−1,2j ∥ Xℓ
λ−1,2j+1

)︁
.

The top layer is one tree, with root X1
h,0. The bottom layer is 2h trees whose node indices are

global: level λ has 22h−λ nodes, bottom tree b holds those with ⌊j/2h−λ⌋ = b, and its root is X0
h,b

(Figure 1).
The path of key e is π = (π0, . . . , πh−1) with πλ = Xℓ

λ,⌊e/2λ⌋⊕1, where ⊕1 flips the low bit.
Tree.fold(ℓ, e, X, π) starts from V0 = X and sets Vλ+1 = Th(P, Anode(ℓ, λ + 1, ⌊e/2λ+1⌋), Vλ ∥ πλ), the
two children swapped when bit λ of e is one. It returns Vh.

5 The scheme
Key generation. Sample a uniform 32-byte S0 and return pk = (X1

h,0, P ) and sk = S0.

Signing. Sig(sk, idx, m), with b = ⌊idx/2h⌋:

1. bottom layer: (ρ0, y0) = Ots.sign(0, idx, m), and the path π0 of key idx;

2. top layer: (ρ1, y1) = Ots.sign(1, b, X0
h,b), and the path π1 of key b;

3. return σ = (idx, ρ0, y0, π0, ρ1, y1, π1), or ⊥ if either Ots.sign failed.

A leaf index must never sign two different messages: their two codewords would reveal every
chain at the smaller of their two positions. The top key b signs only X0

h,b, so it signs one message,
however many leaf indices of bottom tree b are used.

Serialization. The public key is root ∥ P . A layer’s signature is ρ ∥ y0 ∥ · · · ∥ yv−1 ∥ π0 ∥ · · · ∥ πh−1,
16(1 + v + h) = 1200 bytes. The signature is LE32(idx), the bottom layer’s, then the top layer’s:
4 + 1200 + 1200 = 2404 bytes.

Verification. Ver((root, P ), m, σ) rejects unless σ is 2404 bytes, parses it as idx, (ρ0, y0, π0) and
(ρ1, y1, π1), and computes

X = Tree.fold
(︁
0, idx, Ots.leaf(0, idx, m, ρ0, y0), π0)︁

,

X ′ = Tree.fold
(︁
1, b, Ots.leaf(1, b, X, ρ1, y1), π1)︁

.

It accepts exactly when neither Ots.leaf fails and X ′ = root.
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Verification cost. A k-byte input costs ⌊k/136⌋ + 1 permutations of Keccak-f[1600]. Verification
costs, per layer, 1 for the digest, 3v − T = 68 for the chains, 8 for the leaf and 16 for the path: 93
per layer, 186 in all.

Signing cost. Building a tree costs 212 · 2h − 1 permutations: per key, 29 for the chain starts,
3v = 174 chain steps and 8 for the leaf, then 2h − 1 nodes. Key generation builds the top tree, and
the signer builds each bottom tree when it first signs in it. A digest is a codeword with probability

p = [zT ](1 + z + z2 + z3)v/2128 ≈ 2−20,

so an encoding takes about 220 trials on average, one permutation each, and all Amax trials fail with
probability below exp(−211). A signature needs one encoding per layer, but the top layer’s depends
only on the bottom tree, so the signer grinds it once per bottom tree: amortized, a signature costs
about 220 trials.

6 Security
Model H as one shared random oracle. The challenger generates a key pair and gives pk to a classical
probabilistic adversary, which may adaptively query the hash and request signatures Sig(sk, idx, m)
on messages m at leaf indices idx of its choice, never the same leaf index twice. It finally returns
(m∗, σ∗) and wins exactly when Ver(pk, m∗, σ∗) = 1 and no signing request for m∗ returned σ∗:
strong unforgeability. A query budget q bounds every hash call of the complete experiment: key
generation, signing, the adversary’s queries and the final verification, repeated inputs included.

Theorem 1. For every q ≥ 1 and every adversary with budget q, the adversary wins with probability
at most q/2127.

The theorem is proved in Lean 4 over VCVio [14], with only Lean’s three standard axioms, in
formal/lean_xmss/ (XmssSecurity.leanXmss_has_127_bits_of_classical_security, of state-
ment LeanXmss.LeanXmssSecurityStatement), for the scheme of this document byte for byte: its
hash inputs, its codewords and its signer. formal/lean_xmss/PROOF.md outlines the route: once
the seed is eliminated, a win implies a bad event on one of the two layers, a hash call that hits an
honest output from another input or guesses a chain value not yet revealed, and each call raises one
with probability at most 2−127.

Using a key. The theorem covers a signer that uses each leaf index at most once, which the
signer’s state must enforce. Signing is deterministic, so signing the same message again at the same
leaf index returns the same signature, but the game counts no run that repeats a leaf index as a win,
so the theorem does not cover it. Two different messages at one leaf index break the key (Section 5).

Tightness. The following classical attack shows that the security is at most about 127.2 bits.

1. Get a signature at a leaf index idx, and read its bottom codeword x.

2. Find a nearby codeword. For a new message m∗ at idx, try 2120 distinct randomizers,
seeking a codeword that decreases one digit xi by one and increases another digit xj by one.
The digits are at most 3 and sum to T = 106, so at least 36 are nonzero and at least 23 are
below 3: there are at least 36 · 22 = 792 choices of (i, j), each one 128-bit digest, and

Pr[codeword found] ≥ 1 −
(︃

1 − 792
2128

)︃2120

≥ 1 − exp
(︃

−792
28

)︃
≈ 0.955.
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3. Go back one chain step. Try 2124 distinct values, seeking a preimage of yi under the chain
step from position xi − 1 of chain i. They contain the genuine Ci,xi−1 with probability 1/16;
otherwise one of them hits yi with probability about 1 − e−1/16. Thus

Pr[preimage found] ≈ 1
16 + 15

16
(︂
1 − e−1/16

)︂
≈ 0.1193.

4. Forge. Replace yi by the preimage and yj by its next chain step, keeping the rest of the
signature.

Key generation and signing add a negligible number of calls, so

q

Pr[success] ≈ 2120 + 2124

0.955 · 0.1193 ≈ 1.17 · 2127 ≈ 2127.2.

The top layer admits the same attack, on the root of a bottom tree of the adversary’s own, at the
same cost.

Quantum security. Only the classical bound is proved. We expect about 64 quantum bits, NIST
category 1, which FIPS 205 assigns to the SLH-DSA parameter sets with a 128-bit digest [13]. The
hypertree of leanSPHINCS+, of which these two layers are a variant, has a QROM bound against an
adversary that does not choose the signed messages [9], and hash-then-sign reduces chosen messages
to random ones [7]. This remains a conjecture: the first bound is proved for the WOTS+ encoding
rather than for a target sum, and the second reduction loses around 1.5 bits.

7 Address encoding
Addresses keep the hash inputs of a key distinct. An address is enc(τ, µ, hi, lo) = LE32(lo)∥LE24(hi)∥
LE8(τ + 32µ) ∥ 064, with type τ < 32 and µ < 8. The top layer sets bit 23 of hi: hiℓ(a) = a + 223ℓ.

Aprf(ℓ, e, j) enc(0, 0, hiℓ(j), e) Aparam enc(5, 0, 0, 0)
Achain(ℓ, e, µ) enc(1, µ, hiℓ(0), e) Arnd(ℓ, e) enc(7, 0, hiℓ(0), e)
Aleaf(ℓ, e) enc(2, 0, hiℓ(0), e) Amsg(ℓ, e) enc(12, 0, hiℓ(0), e)
Anode(ℓ, λ, j) enc(3, 0, hiℓ(λ), j)

8 Threshold signing
A key can be held by n operators, any t of whom can sign. This section sketches one way to do it,
after PRAWNS [3]. It is an example, not part of the scheme.

Idea. The bottom keys derive their secrets from a context-aware threshold PRF F [3]: any t
operators can evaluate it, and t − 1 cannot predict its outputs. Each chain starts at an output of
F , and the setup publishes the chain’s two middle values, each masked with an output of F , and
its end. A WOTS+C signature reveals one value per chain, which the signers obtain by evaluating
F once, or read if it is the end, with no MPC. Signing takes two rounds: one for the randomizer
base R0, derived from an output of F , and one for the chain values. The top keys only sign bottom
roots, so the setup signs them.
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Setup. Either a trusted dealer computes everything in the clear for a lifetime of L bottom trees,
or the operators run MPC [4, 6] at key generation and once per bottom tree.

Costs. The public data is 48 bytes per chain: 182 MB per bottom tree, or 7.3 GB per year of
12-second slots. With MPC, a bottom tree costs its 2h · 3v ≈ 1.1 · 107 chain steps. Each is one
Keccak-f[1600] permutation: 24 rounds, each with one AND gate per state bit in χ, 38400 in all, so
a bottom tree takes 4.4 · 1011 AND gates. At one bit sent per AND gate [1], each operator sends
about 55 GB per bottom tree, or 70 KB/s with 12-second slots.
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