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1.1

1.2

1. Introduction

MISP

INTELLIGENCE SHARING

Figure 1.1: MISP logo

This guide introduces MISP, the MISP Intelligence Sharing Platform — an open source platform for sharing
threat intelligence. It is intended for ICT professionals such as security analysts, incident responders,
and malware reverse engineers who share threat intelligence with MISP or integrate MISP into other
security monitoring tools. The guide covers day-to-day use of the MISP graphical user interface together
with its automated interfaces (API) so that teams can integrate MISP into their security environment and
operate one or more MISP instances. It is maintained against the current MISP 2.5.x release series; where
behaviour differs from earlier versions this is called out in the relevant chapter.
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3.1

3.2

3.3
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3.5

3.6

3. Convention Used in This Book

code block or value

« Used for variable, function or menu names in MISP.

The MISP name

MISP is a recursive acronym: it stands for the MISP Intelligence Sharing Platform. The project
was first named the Malware Information Sharing Platform, but as it grew to cover every kind of threat
intelligence — not just malware — the name was redefined recursively, in the spirit of GNU (“GNU’s Not
Unix”). Throughout this book, MISP refers to the MISP Intelligence Sharing Platform.

Language

The language in this book is American English. All the screenshots and examples are in English.

Code of Conduct

The same code of conduct applies to this book as to the main MISP project. Because documentation often
reflects the spirit of a software project, please treat the book with the same care and consideration. You
can read the Code of Conduct here.

Example install

The examples and screenshots provided in this book have been created with the MISP Autogenerated VM.
To get a copy of the latest VM click here

MISP Instance

In general when talking about a network of inter-connected MISP servers, each server is a MISP instance.
Whilst we have no strong feelings towards anyones naming schemes, as a rule of thumb try to have a
scheme that makes everyday use easy when analysts need to talk about remote MISP instances.

The hostname used for the instance in this book is misp.local and we will henceforth refer to it either
by name or as local MISP instance.

Example Organisations

As MISP is a platform to support information sharing, example organisations are often used within this
book.

A set of users and organisations are used in the different examples.

The following two organisations are regularly used as example:

« Setec Astronomy with UUID 58d38339-7b24-4386-b4b4-4c0f950d210f
« Acme Finance with UUID 58d38326-eda8-443a-9fa8-4e12950d210f

Starting from MISP 2.4.71, the example organisations with the above mentioned UUID are blocklisted to
avoid large distribution of sample events while testing a MISP instance. If you want to test your distrib-
ution, the sample organisation blocklisting can be removed in Administration/Manage Org blocklists
(this menu is only available when the MISP.enableOrgBlocklisting setting is turned on).
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Example IOCs

As with the example organisations, we want to make this book as useful as possible by using real life
examples.
The following IOC examples have been used:

o Sirefef (aka ZeroAccess) Sample Event ID: #31337
« WannaCry Sample Event ID: #42
+ Dridex Sample Event ID: #23
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4.0.1

4.0.2

4.0.3

4.0.4

4.0.5

4.0.6

4. General Concepts

Admins and Site Admins

There are two types of admins in MISP: Admins (also referred to as org admins) and Site Admins. Whilst
the former can only do some limited administration of users of his/her own organisation, site admins have
access to all of the features and data of the system. They are in charge of making sure that the system
runs correctly and the maintenance of MISP.

Background Jobs

A lot of the heavier tasks are a burden to users, in that their actions can cause long delays (and in
some cases timeouts) while the application logic is executing. To alleviate this, long processes have been
(if enabled) moved to background jobs, meaning that their execution happens asynchronously in the
background, allowing the user to freely interact with the platform whilst the request is being processed. In
MISP 2.5 this is the standard execution model, provided by the SimpleBackgroundJobs system (Supervisor
+ Redis).

Correlation

Correlation is the automatic linking of events that share the same piece of information. Whenever an
attribute value that a user is allowed to see also appears on another event, MISP creates a correlation
between the two, surfacing the relationship in the event view (and as a graph). This is what turns a
collection of individual events into a navigable web of related intelligence and is the basis for pivoting.
Correlation can be disabled per attribute (the “disable correlation” flag), suppressed for noisy values
through correlation exclusions and correlation rules, and tuned by the correlation engine — see the
Administration chapter.

Distribution levels

Every event, attribute, and object carries a distribution setting that controls how far it may spread when
instances synchronise. The levels are: Your organisation only (never leaves your instance/organisation),
This community only (stays on this instance and its direct connections but is not re-shared onwards),
Connected communities (may be shared one hop further, to the communities your community connects
to), All communities (freely shareable) and Sharing group (visible only to an explicitly enumerated
set of organisations/instances). Attributes and objects can additionally inherit the distribution of their
parent event. Distribution degrades by one step on each synchronisation hop, so information cannot travel
further than its originator intended. Distribution is covered in depth in the Sharing chapter.

MISP Instance

A MISP instance is an installation of the MISP software and the connected database. All the data visible to
the users is stored locally in the database and data that is shareable (based on the distribution settings) can
be synchronised with other instances via the Sync actions. The instance that you are reading this manual
on will be referred to as “this instance” or “your instance”. The instances that your instance synchronises
with will be referred to as “remote instances”.

Pivot path

The (branching) path taken by a user from event to event while following correlation links. This is
represented by the branching graph in the event view.
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Pivoting

The act of navigating from event to event through correlation links.

Proposals

Each event can only be directly edited by users of the original creator organisation (and site admins).
However, if another organisation would like to amend an event with extra information on an event, or if
they’d like to correct a mistake in an attribute, they can create a Proposal. These proposals could then be
accepted by the original creator organisation. These proposals can be pulled to another server, allowing
users on connected instances to propose changes which then could be accepted by the original creators
on another instance (and subsequently pushed back).

Publishing

When an event is first created by a user, it is visible to everyone on the instance based on the access
rights (“Your organisation only” events will not be visible to users of other organisations), but they will
not be synchronised and they won’t be exportable. For this, a user with publishing permission of the
organisation that created the event has to publish the event. The system will then inform all the users of
the instance that are subscribing to e-mail notifications and who have access to view the published event
via an e-mail.

Pull

Pulling is the process of using the configured sync user on a remote instance to REST GET all of the
accessible data (based on the distribution rights) to your instance and store it.

Push

Pushing is the process of using a configured instance link to send an event or all accessible events (limited
by the distribution rights) through the REST interface to a remote instance.

Scheduled Tasks

Certain common tasks can be scheduled for a later execution or for regular recurring executions. These
tasks currently include caching all of the export formats, pulling from all eligible instances and pushing
to all eligible instances.

Sync User

A user of a role that grants sync permissions, these users (and their authentication keys) are used to serve
as the points of connection between instances. Events pushed to an instance are pushed to a sync user,
who then creates the events on the remote instance. Events pulled are added by the sync user that is used
to connect the remote instance to your instance. As an administrator, keep in mind that a sync user needs
auth key and publish permissions, has to have undergone the mandatory password change and has to
have accepted the Terms of Use in order for the sync to work. Please make sure that all of these steps are
taken before attempting to push or pull.

Synchronisation

What we call synchronisation is an exchange of data between two (or more) MISP instances through our
pull and push mechanisms.

Tagging
Users with tagging rights can assign various dynamically created tags to events, allowing an arbitrary

link between events to be created. It is possible to filter events based on these tags and they can also be
used to filter events for the automation.
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4.0.16 Templating

Users with templating rights can create easy to fill forms that help with the event creation process.
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6.1

6.2

6.3

6. MISP Instance requirements

Intro

There are various ways you can run a MISP instance.

« Virtualized with docker/ansible/packer etc
« VMware/Virtualbox/Xen etc

« Dedicated hardware

+ Road warrior setups

+ Air-gapped setups

Whilst there is never an ultimate answer to what specifications a system needs, we try to give an
approximate answer depending on your use case.

Software requirements

MISP is a LAMP-stack application. The core software requirements for MISP 2.5 are:

« Operating system: a current, supported Linux. The official installer scripts target Ubuntu 24.04 LTS,
Debian 12/ 13, and RHEL 9.4.

« PHP 8.x (>=8.1, <9.0; the installers use PHP 8.3). The extensions json, mbstring, xml, dom, simplexml,
pcre and curl are required, and gd, openss1, redis, zip, intl, bcmath, ssdeep, zstd, brotli and apcu
are recommended.

« MariaDB (or MySQL) for the main database — SSD-backed storage is strongly recommended (see
Database).

« Redis — required for caching (feeds, warninglists, exports) and for the background-job system.

« Supervisor — MISP 2.5 runs its background workers via SimpleBackgroundJobs on Supervisor
(Redis-backed); the legacy CakeResque worker system has been removed.

« Python 3 with a virtualenv for PyMISP and the helper scripts (pymisp==2.5.34.1 is the pinned/
recommended version), plus optionally misp-modules for enrichment/import/export.

The web server (Apache or nginx) and the exact package list are handled by the installer scripts; see the
installation guides for the per-OS specifics.

The biggie

Having millions of events with millions of attributes (indicators) will eventually result in sub-par perfor-
mance. Ideally you have millions of attributes and thousands of events. But this also depends on how you
ingest the data. With millions of attributes a bottleneck could be the correlation engine. Especially if you
have many duplicates in your events. (Use the feed matrix to see if feeds are massively overlapping)
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7.1

7.2

7. Sizing your MISP instance

Sizing a MISP instance highly depends on how the instance will be used. The number of users, data
ingested, data points used, number of events, number of correlations and API usage are all parameters
which should be considered while sizing your instance.

From a hardware perspective, MISP’s requirements are quite humble, a web server with 2+ cores and
8-16 GB of memory should be plenty, though more is always better, of course. A lot of it depends on the
data set and the number of users you are dealing with.

Some considerations for what might affect your requirements:

How highly correlating your data is (correlations are generally memory and computation intensive),

if you have a high correlation ratio, consider either lowering this with better management of the data

(correlate flag on attributes) or by increasing the memory and CPU available;

« Number of samples and attachments directly affect the disk usage;

« Concurrent user counts affect the memory usage and CPU utilisation, especially if you have a list of
API users querying MISP frequently;

« Number of remote feeds and servers cached and kept in memory will also increase the memory
requirements of the system;

+ The amount of logging / activity / longevity of the server can increase the disk requirements both on

the database as well as the local log file stash;

To give some indications of some of the operational servers:

« 16GB memory and 2 vcpus are quite common for smaller sharing hubs and end-point MISPs;

« large sharing communities (such as the CIRCL private sector community) use 128 GB of memory with
32 physical CPU cores on modern Xeon CPUs;

+ A mid-sized sharing community can comfortably run on 8GB of memory with 4 vcpus while serving
over a thousand users;

+ The training instances we use, run on a meager 2GB of memory and a single vcpu (though we would
not recommend using this for anything besides trainings / experimentation);

Database
The main database of MISP relies on MariaDB. Using SSDs is highly recommended to ensure a low latency

on the I/O and ensure an efficient access to the database.
The type of storage used by MariaDB can also have an impact of the latency and disk space used.

Feed caching

Feed caching using RAM to store elements from the feeds enabled and cached. As an example, if you use
the default available feeds, you can use up to 1.2Gb of memory if all feeds are enabled.
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8.1

8.2

8.2.1

8.2.2

8. Get Your Own MISP Instance

This chapter helps you get your own MISP instance up and running. There are several ways to deploy
MISP depending on whether you want a quick evaluation or a production instance; the authoritative,
always-current instructions live on the MISP project download page and in the MISP repository, so this
chapter points you at the right option rather than reproducing install steps that change between releases.

Choosing a deployment method

« Official installer — the recommended way to run a production MISP on your own host. MISP provides
an installer script and step-by-step guides for the supported operating systems (recent Ubuntu, Debian
and RHEL-based distributions). Start from the download page.

« Docker — the misp-docker project provides official container images and a docker compose setup,
which is a convenient way to run MISP (and misp-modules) in containers.

+ Cloud images — MISP can be deployed from cloud/marketplace images and with infrastructure-as-
code; see the download page for the current options.

« Evaluation virtual machine — for a quick try-out or a training session, CIRCL maintains a ready-to-
run virtual machine image (see below). It is well suited to evaluation and training, but a fresh install or
container deployment is preferred for production.

Whichever method you choose, keep the instance updated (see the FAQ and updating the Python libraries),
and review the requirements chapter for the supported software versions.

Evaluation virtual machine

CIRCL maintains an up-to-date MISP virtual machine image, regenerated regularly from the MISP repos-
itory. It is an easy out-of-the-box option, well suited to product evaluation and to training sessions.

Download

The best place to get the latest MISP virtual machine image, along with the available training materials,
is the MISP training materials page on the CIRCL website. Download the image and validate its SHA512
fingerprint before using it.

Import the appliance

In VirtualBox, use Import Appliance... to import the virtual machine.

37


https://www.misp-project.org/download/
https://github.com/MISP/MISP
https://www.misp-project.org/download/
https://github.com/MISP/misp-docker
../faq/index.qmd
../updating-python/index.qmd
https://www.circl.lu/services/misp-training-materials/

8.2.3

8.2.4

38 Chapter 8. Get Your Own MISP Instance

0 Import Virtual Appliance

Appliance to import

VirtualBox currently supports importing appliances saved in the
Open Virtualization Format (OVF). To continue, select the File to
import below.

[MISP_v2.4.70.0va | &

Hide Description Cancel
Figure 8.1: Import Appliance...

These instructions cover VirtualBox; for other virtualisation solutions (such as VMware) see the notes on
the training materials page. ESXi servers have also been tested, though you may need to adjust the ATA
bus manually.

Credentials

+ GUI admin: admin@admin.test / admin — the site-admin account with full rights (create your own
users and change this immediately).

« Shell/SSH: misp / Password1234.

« MySQL: generated when the VM is built; the details are in ~misp/mysql.txt.

Networking

By default the VM is reachable via SSH on host port 2222 and the web UI on http://localhost:8080/.
VirtualBox forwards a set of host ports to the guest:

« ssh — 2222 on host — 22 on guest

« http — 8080 on host — 80 on guest (main web UI)

« https — 8443 on host — 443 on guest (not in use by default)
+ MISP dashboard — 8001 on host — 8001 on guest

« misp-modules — 1666 on host — 6666 on guest

To change the forwarding, select the running VM and go to Settings — Network — Advanced —
Port forwarding.
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MISP_v2.4.95@d934fadd289ee39e7b6a7fbf455165a39f90f69a - Settings x

General ‘ Network ‘

System Adapter1l | Adapter2 | Adapter3 ‘ Adapter 4

Display
W] Enable Network Adapter

Storage

Attached to: NAT N ‘
& Audio
s
- Network
= ¥ Advanced

@ Serial Ports
& usB

Shared Folders
E User Interface

Adapter Type: |Intel PRO/1000 MT Desktop (82540EM)

Promiscuous Mode: |Deny

MAC Address: |O800275AFF52
'V Cable Connected

‘ Port Forwarding

@ Cancel

Figure 8.2: Overview of Network settings

| |
Port Forwarding Rules X

Name Protocol Host IP Host Port Guest IP Guest Port @

dashboard TCP 8001 0.0.0.0 8001 &

http TCP 8080 80

https TCP 8443 443

misp-modules TCP 1666 0.0.0.0 6666

ssh TCP 2222 0.0.0.0 22

viper TCP 8888 0.0.0.0 8888

|©§ancel] ”QK‘

Figure 8.3: Overview of forwarded ports

1 Note

VMware users connect to whatever IP the VM has on the host — there is no port forwarding as with
VirtualBox.

8.2.5 Setting the base URL

If you access the VM from another host, set the base URL in the MISP settings. From the command line:
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sudo -u www-data /var/www/MISP/app/Console/cake Baseurl [baseurl]

You can confirm it in the config:
grep baseurl /var/www/MISP/app/Config/config.php

An external base URL can be set later, from the GUI or the command line (changing it is never required
just to reach the GUI):

sudo -u www-data /var/www/MISP/app/Console/cake Admin setSetting MISP.external baseurl
[external baseurl]
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10. Quick Start

MISP (the MISP Intelli-
gence Sharing Platform) software facilitates the exchange and sharing of threat intelligence, Indicators
of Compromise (IoCs) about targeted malware and attacks, financial fraud or any intelligence within
your community of trusted members. MISP sharing is a distributed model containing technical and non-
technical information which can be shared within closed, semi-private or open communities. Exchanging
such information should result in faster detection of targeted attacks and improve the detection ratio,
whilst also reducing the number of false positives.

With the focus on automation and standards, MISP provides you with a powerful ReST API, extensi-
bility (via misp-modules) or additional libraries such as PyMISP, jump ahead to these chapters to get
started.

10.1 Login into MISP

MISP default credentials: Username: admin@admin.test Password: admin

10.2 Iforgot my admin password :(

You can quickly reset it via the command line. You need to know the Admins E-Mail address. Replace
www-data with whoever runs the webserver.
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sudo -u www-data /var/www/MISP/app/Console/cake Password admin@admin.test Password1234

Tasks to do after first Start

1. Change site admin password

2. Activate Feeds

3. Setup your User 3.1 Designate a Site Admin and an Org Admin 3.2 Add some contributing users and
assign the corresponding Roles

4. MISP Administration 4.1 Edit your first organisations’ name

Password Policy

« [12]: Ensure that the password is at least 12 characters long
+ [A-Z]: contains at least one upper-case

« [0-9] 1:includes a digit or a special character

+ [a-z]: at least one lower-case character.

If you need a password generator use: - Ubuntu / Debian: pwgen - Built-in generator in KeePass and other
password managers - Built-in generator in various web browsers
All Generator tools are only possibilities without any guarantee!
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10.5 tlLdr
10.5.1 Create an Event

A. Add Event

All 10C data entered is
made up of an event
object and described by

i 2, Populate Fields its connected attributes.
4 A Event
E2
. 2| |c. Add Event Attributes
=l
5. Populate Fields
Add Attnbute
Bl |
GF sandbox m

The following attribute types should
be added for each event:

* ip-src: source IP of attacker

« email-src: email used to send malware

= md5/shal/sha256: checksum

» Hostname: full host'dnsname of attacker
» Domain: domain name used in malware

B. Add Attachments

8. Populate Fields

Add Attachenent

Figure 10.1: Overview create an event in MISP
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10.5.2 Browse Past Events

hi; I | 3. Click any row

Event

18]
Uwid
Org
Date

Risk
Analysis
Distribution

Info & E:
Published Yes

Attributes

Category Tyoe Value

2. Filter
Ar ¥ i :Q Actions
3 “gil
Cngeing E (=3 ity ony pcublisned it I @
.E
Related Events L

4. See events with
one or more
matching attributes

Related IDS Distribution Actions
Ewvents

A [
A [

Figure 10.2: Overview browse past evente in MISP
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10.5.3 Export Events for logsearches

Export

2. Download for
log correlation

Figure 10.3: Overview export events for logsearches
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10.6 Create an Event

BishEvoms The event created will be restricted to the organisations included in

Add Events the distribution setting on the local instance only until it is published.
Import from...
Add Event
List Attributes
Search Attributes Date Distribution @
2018-05-10 This community only ¥
View Proposals
Exriter it pregioadiy Threat Level @ Analysis @
High $ | Initial v
Export
Event Info
Automation

Quick Event Description or Tracking Info
Extends event

Event UUID or ID. Leave blank if not applicable.

GFl sandbox 2. Summarized description:
. No file chosen - Distribution
Choose file
- Threat Level
Add - Event Info

- GFI sandbox (optional)

5 A mm Saye - Does it extend? (optional)

Figure 10.4: Create an Event in MISP

You only have to add a few pieces of information to register your Event. Further details will be specified
after the Event has been added.
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10.7 Describe Event

The event has been saved

View Corelation Graph OSINT - Threat Spotlight: Ratsnif - New Network Vermin from OceanLotus
View Event History
Event ID 1
Edit Event uuiD 5d2417e3-1448-4d33-bbdd-2a1938a6ac88
Delete Event Creator org ORGNAME
Add Attribute Owner org ORGNAME
Add Object Email admin@admin test
Add Attachment Tags
Populate from
Date 2019-07-09
Enrich Event
Threat Level Undefined
Merge attributes from.
Analysis Initial
Publish Event Distribution .
This community only [: 4
Publish (no email)
Info OSINT - Threat Spotlight: Ratsnif - New Network Vermin from OceanLotus
Publish event to ZMQ
Published No
Contact Reporter
Download as. #Attributes 0 (0 Object)
First recorded change 1970-01-01 01:00:00
List Events Last change 2019-07-09 06:28:19
Add Event Modification map J
Sightings 0 (0) - restricted to own organisation only. /&
=Pivots =Galaxy =Eventgraph = Correlation graph *ATT&CK matrix = Attributes = Discussion
1: OSINT

Figure 10.5: Describe Event

Now you can specify the information for your Event (you will need to scroll the window).

10.7.1 Free-Text Import Tool

=Pivots = Galaxy <Eventgraph +Correlation graph =FATT&CK matrix = Attributes == Discussion

All loC data entered is made up

of an event object and described
by its connected attributes

Galaxies

« previous next » view all

/ To get straight to the Freetext import tool

click here
= E R Scopetoggle v W Deleted @ Context Y Filtering tool
Date ? Org Category Type Value Tags Galaxies Comment Correlate Related Events

Attribute warning: This event doesn't contain any attribute. It's strongly advised to populate the event with attributes (indicators, observables or i

« previous next » view all

Figure 10.6: Use Freetext import

The following will pop-up.
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If you have a list of indicators from which you would like to quickly generate attributes then the Free-
text import tool is just what you need. Simply paste your list of indicators (separated by line-breaks)
into this tool.

Freetext Import Tool

Paste a list of IOCs into the field below for automatic detection.

Figure 10.7: Freetext import pop-up

Freetext Import Results

Below you can see the attributes that are to be created. Make sure that the categories and the types are correct, often several options will be offered based on an inconclusive
automatic resolution.

"I Proposals instead of attributes

Value Similar Category Type IDS Comment Actions
Attributes
cle21alBaif; 9595 Payload delivery ¥ | sha256 v te b 3
mit
s sha256 ¥ = authentihash Bl Change all
Change all

Figure 10.8: FreeText Import result

The tool will help you to find similarities between your import and other issues already registered in MISP.

Attribute details

nstead of
Event ID; 85

Event Info: OSINT - Linkedln Information
used to :-‘:[.'l.'EEIﬂ ba I‘.il-'.i:l"u;'.] malware in the

Similar
Attribut

9595 Netherlands
Category. Payload delivery
Type: filename|sha2sa
Valua:
office.bin|c1e21a06a1talde2098392668b6910c
Comment: downloaded malware

Figure 10.9: FreeText Suggest
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For example, you can see the ID of all related Events and view their information.

Alternative to import
An alternative route to reach the Freetext import tool is shown below.

The event has been saved

. To add attributes select "Populate from..."

View Correlation Graph OSINT - Threat Spotliglt? Ratsnif - New Network Vermin...
View Event History
Event ID 1
Edit Event uuIiD 5d2417e3-f448-4d33-bbdd-2a1938a6ac88
Delete Event Creator org ORGNAME
Add Attribute ORGNAME
Add Object i admin@admin.test
Add Attachment / Tags
Populate from
Date 2019-07-09
Enrich Event
Threat Level Undefined
Merge attributes from...
Analysis Initial

Figure 10.10: Import From

Choose the format that you would like to use for the import

I Freetext Import

/ Populate using a Template
/ OpenlOC Import

-
For Freetext import select it ThreatConnectimport

(Experimental) Forensic analysis - Mactime

Ocr

Mispjson

Openiocimport

Threatanalyzer Import

Figure 10.11: Import From pop-up

10.7.2 Tags and Taglist
10.7.2.1 Using existing Data

Another easy way to add information is to use Tags. You can see the result of adding existing Tags
(circl:incident-classification=XSS ans circl:incident-classification="information-leak).
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OSINT - Threat Spotlight: Ratsnif - New Network Vermin...

Event ID
uuID
Creator org
Owner org
Email

Tags

Date

Threat Level

Analysis

1

5d2417e3-f448-4d33-bbdd-2a1938a6ac88

ORGNAME To add tags from a Taxonomy or Custom tags,
click here

ORGNAME

Add a tag

Tag Collections ][ Custom Tags ][ All Tags ]

2019-07
Undefined

Initial

Figure 10.12: Add Tag

By clicking the button, you can add more tags from an existing Taglist.

OSINT - Threat Spotlight: Ratsnif - New Network Vermin...

Event ID
uuiD
Creator org
Owner org
Email

Tags

Date

Threat Level

Analysis

1 /'\ If no tags show up, enable a Taxonomy or create some custom tags
5d2417e3-1448-4d33-bbdd-2a1938a6ac88

ORGNAME Select Tag collections (taxonomies) or self-

ORGNAME created tags
2iming  Add atag A\ Select the input box to see

S+ |4 the tags

2019-07

Initial

Figure 10.13: Taglist

[ Tag Collections ][ Custom Tags ][ All Tags ] /

In particular the “Taxonomy Library: circl” Taglist is very complete.
Once you added the tag(s) it will show in you main event window and in the list event view.
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OSINT - Threat Spotlight: Ratsnif - New Network Vermin...

Event ID
uuiD
Creator org
Owner org
Email

Tags

Date

Threat Level

Analysis

10.7.3 Local tags

1
5d2417e3-f448-4d33-bbdd-2a1938a6ac88
ORGNAME
ORGNAME

admin@admin.test

Be
+

2019-07-09
Undefined Once you have confirmed the tag(s)
Initial they will appear here

Figure 10.14: Tag Added

Local tags can be added in a similar fashion.

OSINT - Threat Spotlight: Ratsnif - New Network Vermin...

Event ID
uuiD
Creator org
Owner org
Email

Tags

Date

Threat Level

Analysis

1

5d2417e3-f448-4d33-bbdd-2a1938a6ac88

ORGNAME To add local tags,
ORGNAME click here

admin@admig/ Add a local tag

3128

2019-07-09

[ Tag Collections ][ Custom Tags ][ All Tags ]

Undefined

Initial

Figure 10.15: Add Local Tag

They will be identified by a corresponding icon.

& type:OSINT x | & osint:lifetime="perpetual” x | & |circl:osini-feed x tlp:whiten
& osint:source-type="blog-post” x j| & |osint:certainty="93" x

Tags

Date
Threat Level
Analysis

Distribution

@ estimative-language:confidence-in-analytic-judgment="high" x
[ ] . " i i " [
= Workflow:todo="review-for-privacy” x

2019-07-04

Low

Ongoeing

All communities I o<

Figure 10.16: Local Tags Mix
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10.7.3.1 No tags in list

In case you get the below. You need to either enable an existing Taxonomy or add some custom tags.

OSINT - Threat Spotlight: Ratsnif - New Network Vermin...

Event ID
uuiD
Creator org
Owner org
Email

Tags

Date

Threat Level

Analysis

1

5d2417e3-f448-4d33-bbdd-2a193826ac88

ORGNAME /\ If no tags show up, enable a Taxonomy or create some custom tags

ORGNAME

admin@ Add a tag

S + |4
[ Tag Collections J C%Tags ][ All Tags ]

2019-07 /

Undefinl { L Nothing to pick # ]

Initial

Figure 10.17: No tags

10.7.3.2 Make your own Taglist
If you want make your own Taglist, select Add Tag.
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Event Actions ~

' List Events
L Add Event
I Ligt Attribules
Y

Search Attributes

View Proposals

Events with proposals

List Tags
te '

List Taxonomies

List Templates

Add Template

n -~

Export
g

Automation
n -

L

Figure 10.18: Select Add New Tag

You will see the following window:

List Favourite Tags

List Tags

Add Tag
Name Colour Restrict tagging to
Popom #1bbSf7 Unrestricted 5

Exportable

Figure 10.19: Define Tag

Then, when you add the new tag it will appear in the Custom Taglist.
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Suggestions

The following attribute types should be added for each Event: - ip-src: source IP of attacker - email-src:
email used to send malware - md5/shal/sha256: checksum - Hostname: full host/dnsname of attacker -
Domain: domain name used in malware

Browsing Events

To see your Event, select List Events from the menu Events Action. You can click any row and select a
filter.

2. Sourceorg Memberorg 1D Clusters Tags #Att. #Com. #Reports #Sightings #Posts Creatoruser  Date Published at info Distribution  Actions
v THACERT %6980 ' tortor-relay-type="exitrelay” 2020 20 o 20220322 Tor Alg zuo
[ PapcLear (] tpiclear (] tpwhite
v Soneco — 903 @ stone:source="0SINT" a o admin@adminest 2025.05.08 2026.06-18 06:58:51 RDP brelorce Attackers [2025-05-06] n< zuo
@ stoneiincident classification="Attack"
stonesthreat-level="low-risk" [ up:white
(& tctear
v Stone - = 6994 @ stone:source="OSINT" 1614 10 0 @: 2025-04-14 202 35 SSH bruteforce [2025-04-14] Al Zue
@ stoneiincident classification="Attack"
(] stoneithreattevel="lowrisk" (] tpwhite
(& v:ciear
v Stone - — 6008 (o[ @ stone:source="0SINT" 21 17 0 admin@admintest 2024.07-22 2026.06-18 07:0043 SSH bruteforce Attackers [2024-07-22] n< Zioe
@ stonesincident classification="Attack"
stone:threatlevel="loverisk"
@ tpictear
v ® - $7044  attckafraud Q @ type:0SINT] @ osintitetime="perpetual” JRCCRNESENNEY admin@admintest 2026-06.01 2026.06.26 06:34:36  Phishing Campaign Targetng Hotel Customersin  All <G zuo
5 Luxembourg
'@ phishing:psychological-acceptabil
@ phishing:techniques="sms-phishing”
@ Spearphishing Link - T1162 Qi
Country @
argers: T ]
Sector &
BRI @ Hospitai
targers: [
v® - 27047 Country @ [ [TV @ osint:certainty="100" s 12 1 79882 @ 20201021 2026-06-26 06:39:43 NSA- Chinese Explot Alg 73 T3
BchinQiz 7 Pubicy Known Vulnerabiltes
Attack Pattern Q. @ osintsource-type="technical-report"
@ Exploit Public-Facing Application - T1190 QS
- ® - 7046 & vpnie 20000 30 0 1755 mintest 2021.07.09 2026-06:26 06:39:12 Phishing colecion (via URLabuse senvce) 202107 Organisation< @ W @
® - 25894 Country Q @ type:OSINT| @ osintilifetime="perpetual” JNESS 1 admin@admin.test 2025-08-27 2025-0-02 08:08:45 OSINT - Exclusive disclosure of the attack activiies of Al € FY°3 £
e Qs @ losintcertainty="50"] & (TS e APT group NightEngle
[ tp:clear (] poctx) (LTS

Figure 10.20: Browsing Events

If you click on your Event’s number, you can see all the information related to your Event.

ORGNAME
OSINT - Threat Spotlight: Ratsnif - New Network Vermin... ¢ icqd Events
Event ID 1 Unidentified Malware via SpamMailServer3

2019-07-09 1
uuip 5d2417¢3-1448-4d33-bbdd-2a1938a6ac88 /
Creator org ORGNAME

Number of
Owner org ORGNAME . .
o matching attributes
Email admin@admin.test This is the
Organizations name

¢
Date 2019-07-09 Related events, events that share
Threat Level Undefined attributes, will be displayed here
Analysis Initial

Figure 10.21: See Event

Export Events for Log Search

MISP can export your data in many formats for use in other tools — from plain MISP JSON/XML to
detection rules (Suricata, Snort, Bro/Zeek), host and hash lists, CSV and STIX. Attributes flagged for
Intrusion Detection System (the to ids flag) are the ones included in the detection-rule exports;
attributes without it are treated as context only. Use the export options to download the format you need
— see the automation chapter for the full list of formats and the APL
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Add Event Events

Import From MISP Export

« previous 1 2 3 next »
List Attributes
Search Attributes Q My Events  Org Events

Published Org OwnerOrg Id Tags

View Proposals
¥ 4 MISP MISP

Events with proposals

et <= Click to go

Automation
N -

Figure 10.22: Quick Export

Simply click on any of the following buttons to download the appropriate data for log correlation.

List Events

Add Event Export

Import From MISP Export Export functionality is designed to automatically generate signatures for intrusion detection systems. To enable signature generation for a given attribute, Signature field of this attribut

must be set to Yes. Note that not all attribute types are applicable for signature generation, currently we only support NIDS signature generation for IF, domains, host names, user

List Attributes agents etc., and hash list generation for MD5/SHAT1 values of file artifacts. Support for more attribute types is planned.
Search Attributes Simply click on any of the following buttons to download the appropriate data.
View Proposals Type Last Description Outdated Progress Actions
Update
Events with proposals
XML NFA Click this to download all events and attributes that you have access to (except file Yes WA Downioad Generate
_ anachments) in a custom XML format.
T dorratian, CSV_Sig N/A Click this to download all attributes that are indicators and that you have access 10 (except Yes A Download Generate

file attachments) in CSV format.

GSV_AIl N/A Click this to download all attributes that you have access 1o (excent fils attachments) in CSV  Yes N/A

Figure 10.23: Select Format

10.10 Enable a Taxonomy

Most taxonomies are disabled out of the box. To start tagging with one, go to Event Actions — List
Taxonomies, find the taxonomy you want (for example t1p), and enable it — you can also enable all of its
tags at once. Its tags then appear in the tag picker on events and attributes. See the Taxonomies chapter
for more.
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Enable and fetch a feed

MISP ships with a set of public OSINT feeds. To use one, go to Sync Actions — Feeds, enable a feed
(the CIRCL OSINT feed is a good starting point), and then either cache it — for fast correlation against
your data without importing — or fetch it to import its events into your instance. See the Managing feeds
chapter for the details.
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12.1

12.1.1

12.1.2

12. General Layout

The top bar

This menu contains all of the main functions of the site as a series of dropdown menus. These menus
contain all (from the current user’s perspective) accessible functions sorted into several groups.

Simple User

Figure 12.1: This is the main menu that will be accessible from all of the views. In some instances, some
additional buttons that will appear on top of these when a view provides it.

« Home button: This button will return you to the start screen of the application, which is the event
index page or the page the user set as custom home page using the star in the top bar.

« Event Actions: All the malware data entered into MISP is made up of an event object that is described
by its connected attributes. The Event actions menu gives access to all the functionality that relates to
the creation, modification, deletion, publishing, searching and listing of events and attributes.

« Dashboard: Allows you to create a custom dashboard using widgets.

Galaxies: Shortcut to the list of MISP Galaxies on the MISP instance.

+ Input Filters: Input filters alter what and how data can be entered into this instance. Apart from the
basic validation of attribute entry by type, it is possible for the site administrators to define regular
expression replacements and blocklists for certain values in addition to blocking certain values from
being exportable. Users can view these replacement and blocklist rules here while an administrator can
alter them.

« Global Actions: This menu gives you access to information about MISP and this instance. You can
view and edit your own profile, view the manual, read the news or the terms of use again, see a list of
the active organisations on this instance and a histogram of their contributions by attribute type.

+ API: Links to the OpenAPl/Swagger reference for this instance’s API and to the built-in REST client.

« MISP: Simple link to your BASEURL

« Name: Name (Auto generated from Mail address) of current logged in user

« Envelope: Link to User Dashboard where you can consult some of your notifications and changes since
last visit. Like some of the proposals received for your organisation.

« Log out: The Log out button to end your session immediately.

Admin User

nput Filters  Global Actions  Sync Action: Administration  Logs Al arks Admin

* Home button: See description given earlier for user. * Event Actions: See description given earlier
for user. * Dashboard: See description given earlier for user. * Galaxies: You can additionally update the
Galaxies. * Input Filters: See description given earlier for user. * Global Actions: See description given
earlier for user. * Sync Actions: With administrator access rights, shows a list of the connected instances
and allows the initiation of a push and a pull. See sharing and synchronisation. * Administration:
Administrators can add, edit or remove user accounts and user roles. Roles define the access rights to
certain features such as publishing of events, usage of the REST interface or synchronization of any user
belonging to the given role. Site administrators can also access a contact form, through which it is possible
to reset the passwords of users, or to just get in touch with them via encrypted e-mails. * Logs: If you
have audit permissions, you can browse the instance’s logs here (this menu was formerly called Audit).
See the Logs section below. * API: See description given earlier for user. * MISP: See description given
earlier for user. * Admin: User role. * Envelope: See description given earlier for user. * Log out: See
description given earlier for user.
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12.1.3 Content of each of the top menu bar drop-down menus
12.1.3.1 Event actions
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List Events
Add Event
List Attributes

Search Attributes

List Collections

List Event Reports

List Analyst Data

View Proposals
Events with proposals

View delegation requests

List Tags

Add Tag

List Tag Collections
List Taxonomies

List Event Templates

Add Event Template

Export

Automation

¢ * List Events: Lists all the events in the system that
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are not private or belong to your organisation. You can add, modify, delete, publish or view individual
events from this view. * Add Event: Allows you to fill out an event creation form and create the event
object, which you can start adding attributes. * List Attributes: Lists all the attributes in the system that
are not private or belong to your organisation. You can modify, delete or view each individual attribute
from this view. * Search Attributes: You can set search terms for a filtered attribute index view here. *
List Collections: List collections — named bundles of events and other elements that can be managed
and synchronised together. * List Event Reports: List the rich-text event reports on this instance. * List
Analyst Data: List analyst data (notes, opinions and relationships) on this instance. * View Proposals:
Shows a list of all proposals that you are eligible to see. * Events with proposals: Shows all of the
events created by your organisation that has pending proposals. * List Tags: List all the tags that have
been created by users with tag creation rights on this instance. * List Tag Collections: List all the tag
collections that have been created by users with tag creation rights on this instance. Tag collections allow
you to assign a collection of tags to an event or attribute in one action. * Add Tag: Create a new tag.
* List Taxonomies: List all of the taxonomies installed on the MISP instance. This is also the place
to activate the taxonomies as a Org Admin/Site Admin. * List Event Templates: List all of the event
templates created by users with template creation rights on this instance. * Add Event Template: Create
a new event template. * Export: Export the data accessible to you in various formats. * Automation:
If you have authentication key access, you can view how to use your key to use the REST interface for
automation here.

Galaxies
- -

List Galaxies

List Relationships

* List Galaxies: Index
of MISP Galaxies on the MISP instance. * List Relationships: Shows a list of galaxy cluster relationships.

64


../galaxy/

12.1.3.3

12.1 The top bar 65

Input filters

| o -

Import Regexp
Signature Allowedlist
Warninglists
Noticelists

Correlation Exclusions

—

Figure 12.2: Input filters

Import Regexp: You can view the Regular Expression rules, which modify the data that can be entered
into the system. This can and should be used to help filter out personal information from automatic
imports (such as removing the username from windows file paths), having unified representation for
certain common values for easier correlation or simply standardizing certain input. It is also possible to
block certain values from being inserted. As a site administrator or a user with regex permission, you
can also edit these rules.

Signature Allowlist: You can view the allowlist rules, which contains the values that are blocked
from being used for exports and automation on this instance. Site administrators have access to editing
this list.

List Warninglists: MISP warninglists are lists of well-known indicators that can be associated to
potential false positives, errors or mistakes. The warning lists are integrated in MISP to display an info/
warning box at the event and attribute level.

List Noticelists: MISP noticelists inform MISP users of the legal, privacy, policy or even technical
implications of using specific attributes, categories or objects.

List Correlation Exclusions: Allows for the exclusion of certain values from the correlation engine.

65



66 Chapter 12. General Layout

12.1.3.4 Global Actions
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News

My Profile

My Settings
@ Themes
Set Setting
Organisations

Role Permissions

List Object Templates

List Sharing Groups
Add Sharing Group
List Sharing Groups Blueprints

Add Sharing Group Blueprint

Decaying Models Tool

List Decaying Models

User Guide
Categories & Types
Terms & Conditions

Statistics

List Discussions

Start Discussion

Figure 12.3: 6G710bal Actions
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« News: Read about the latest news regarding the MISP system

» My Profile: Manage your user account.

« My Settings: View your user specific settings.

« Set Setting: Set user specific settings.

« Organisations: View the organisations having a presence on this instance.

» Role Permissions: You can view the role permissions here.

« List Sharing Groups: You can view the list of existing Sharing Groups to which you or your organi-
sation have access.

« Add Sharing Group: Create a sharing group.

» Decaying Models Tool: Allows you to create decaying models.

« List Decaying Models: Manage existing decaying models.

« User Guide: A link to this user guide.

« Categories & Types: Quick overview of Attribute Categories and Types. e.g: md5 -> Payload delivery,
Artifacts dropped, Payload installation, External analysis

+ Terms & Conditions: General terms and conditions which can be configured in Administration -
> Server Settings -> MISP Settings: MISP.terms_file . From the UL: “The filename of the terms and
conditions file. Make sure that the file is located in your MISP/app/files/terms directory”

« Statistics: View a series of statistics about the users and the data on this instance.

« List Discussions: List threads of discussions created on the MISP instance by the organisations
connected to this local community.

« Start Discussion: Create a new discussion thread.

Sync Actions
- -

Remote Servers
Feeds
SightingDB
Communities
Cerebrates

TAXIl Servers

=

Event ID translator

* Import Server Set-
tings: Import sync server configuration. * List Servers: Connect your MISP instance to other instances,
or view and modify the currently established connections. * List Feeds: Follow the RSS feeds of other
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organisation or CERTs worldwide. * Search Feed Caches: Search for values potentially contained in the
cached feeds and servers. * List SightingDB Connections: Allows you to manage existing SightingDB
connections. SightingDB is an alternate sighting database that MISP interconnects with. * Add Sight-
ingDB Connection: Create a SightingDB connection. * List Communities: A list of communities that
chose to advertise their existence to the general MISP user-base. * Cerebrates: Connect your MISP to one
or several Cerebrate instances to act as lookup directories for organisation and sharing group information.
* TAXII Servers: Configure TAXII 2.x server endpoints to push MISP data to. * Event ID translator:
Allows to translate a local ID into the corresponding event ID on sync servers configured.
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12.1.3.6 Administration
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List Users

List Auth Keys
List User Settings
Set User Setting
Add User
Contact Users

User Registrations

List Organisations

Add Organisations

List Roles

Add Roles

Server Settings & Maintenance

Benchmarking

Jobs
Scheduled Tasks

Workflows

Event Block Rules

Org Blocklists

Top Correlations
Correlation rules

Over-correlating values

Figure 12.4: Administration



12.1.3.7

12.1.3.8

72 Chapter 12. General Layout

« List Users: View, modify or delete the currently registered users.

« List Auth Keys: Shows a list of the auth keys on this instance (auth keys from the advanced auth key
system) with their comments.

« List User Setting: Lists user setting for the users on this instance.

« Set User Setting: Set user specific settings for the users on this instance.

» Add User: Create an account for a new user for your organisation. Site administrators can create users
for any organisation.

« Contact Users: You can use this view to send messages to your current or future users or send them a
temporary password.

When adding a new user to the system, or when you want to manually reset the password for a user, just
use the “Send credentials automatically” setting.

After selecting the action, choose who the target of the e-mails should be (all users, a single user or a
user not yet in the system).

You can then specify (if eligible) what the e-mail address of the target is (for existing users you can
choose from a dropdown menu).

In the case of a new user, you can specify the future user’s GnuPG key, to send his/her new key in an
encrypted e-mail.

The system will automatically generate a message for you, but it is also possible to write a custom
message if you tick the check-box, don’t worry about assigning a temporary password manually. The
system will do that for you, it will be in the mail after your custom message.

« User Registrations: You can find messages sent to this instance in this view.

+ List Organisations: View the organisations having a presence on this instance, with some useful
information.

+ Add Organisations:

« List Roles: List, modify or delete currently existing roles.

« Add Role: Create a new role group for the users of this instance, controlling their privileges to create,
modify, delete and to publish events and to access certain features such as the logs or automation.

« Server Settings & Maintenance: Various tools, upgrade scripts that can help a site-admin run the
instance & Set up and diagnose your MISP installation.

+ Jobs: View the background jobs and their progress

+ Scheduled Tasks: Schedule the pre-defined tasks for your instance (this currently includes export
caching, server pull and server push).

« Event Block Rules: Set event block rules. Event block rules allow you to add a simple tag filter to
block events from being added or synced. See administration.

« Blocklist Event: Link to form where you can quickly add an event to a blocklist with it’s UUID. For
more information, see administration.

« Manage Event Blocklists: List of blocklisted events on MISP instance.

« blocklist Organisation: Link to for where you can quickly add an organisation to a blocklist with it’s
UUID. For more information, see administration.

« Manage Org blocklists: List of blocklisted Organisations on this instance.

« Workflows: Manage event-driven automation workflows (site admins, when enabled).

« Top Correlations / Correlation rules / Over-correlating values: Tools to inspect and tune the
correlation engine.

« Benchmarking: Per-user and per-endpoint performance metrics (site admins, when enabled).

The Sharing Group Blueprints, List Object Templates and Decaying Models tools are reached from
the Global Actions menu.

Logs
The Audit menu has been renamed Logs and now groups four views (see the administration chapter):

« Application Logs: The legacy application log — logins/logouts, failed authentication and other appli-
cation events.

+ Audit Logs: The detailed audit trail of data changes (shown when the audit log is enabled).

+ Access Logs: The per-request HTTP access log (site admins only).

« Search Logs: Search the application log.

API
+ OpenAPI: The browsable OpenAPI/Swagger reference for this instance’s APIL
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« REST client: The built-in interactive REST client for building, sending and inspecting API calls.

12.2 The left bar

The menu items in this menu bar are different depending on the current page you are on. The blue

highlight shows you what page you are on.

73



74

Chapter 12. General Layout

View Correlation Graph

View Event History

Propose Attribute

Propose Attachment

Contact Reporter

Download as...

Add Event to Collection

List Events

Add Event

Figure 12.5: Screenshot of left menu bar
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13. User Management and Global Actions

This chapter covers managing your own MISP account — first login, your profile, notification preferences,
API keys, multi-factor authentication and personal settings. Creating and administering other users, and
the role/permission model, are covered in the Administration chapter.

13.1 First run of the system

When you first log in with the credentials provided by your administrator, there are a few things to do
before you start using the system:

« Accept the terms of use — shown immediately after your first login. Read the page and click Accept
Terms at the bottom.

« Change your password — you are then prompted to set your own password. It must satisfy the MISP
password policy. Enter it in both fields and submit.

Change Password

Password Confirm Password

Figure 13.1: Changing the password

+ Set up your PGP/GnuPG key — so MISP can encrypt the emails it sends you. Go to My Profile —
Edit profile and paste your public key into the GnuPG Key field.

« Subscribe to notifications — in the same Edit profile view, tick the relevant boxes (see below).

Recewe alerts when events ars [F] Recews zlerts from "contact reporter”

pulishad requests

Figure 13.2: Use these checkboxes to subscribe to auto-alerts and contact-reporter emails.

13.2  Your profile

My Profile (Global Actions - My Profile) shows your account details and, via Edit profile, lets you
manage:

« your display name and PGP/GnuPG (and optional S/MIME) key for encrypted mail;

« Receive alerts when events are published (auto-alert) — email whenever a new event you are eligible
to see is published;

- Receive alerts from “contact reporter” requests — email when another user contacts your organ-

isation about one of its events. (You may still be contacted directly as an event’s creator even with
this off.)
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API keys

To use the REST API or PyMISP, create an authentication key under My Profile — Auth Keys. Modern
MISP uses advanced auth keys: each key is stored hashed, shown only once at creation, and can carry a
comment, an expiry, an IP allowlist and a read-only flag. See the automation chapter for the full workflow.

Multi-factor authentication

If your instance enables it, you can secure your account with TOTP/HOTP multi-factor authentication
from My Profile. See Multi-factor authentication for the user-facing walkthrough, and the administration
chapter for enabling it instance-wide.

Personal settings

My Settings (Global Actions - My Settings) holds per-user preferences, including your interface
theme, dashboard configuration, and the publish alert filter — a JSON filter that narrows which
published-event emails you receive (by tag, creator organisation or threat level). See Setting a Publish
Alert Filter in the administration chapter for the filter syntax.

User administration and roles
Administrators (site and organisation admins) create, edit, disable and contact users, and assign them

roles. A role sets a user’s base permission level and a set of feature permissions. All of this is covered in
the Administration — Users and Roles sections.
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14.1

14.2

14. Using the System

This chapter walks through the day-to-day work of an analyst in the MISP web interface: creating events,
populating them with attributes and objects, adding context (tags, galaxies, analyst data), collaborating
with other organisations, and finally publishing and sharing your findings. Individual subsystems have
their own dedicated chapters — this chapter shows how they come together in the normal event workflow
and links out for the details.

The event lifecycle

In MISP, an event is a container that groups a set of related indicators and their context — typically
everything you know about a single incident, campaign, report or collection. A typical event goes through
the following stages:

1. Create the event with a short set of metadata (date, distribution, threat level, analysis stage, a
descriptive title).

2. Populate it with data — attributes (individual indicators), objects (structured groups of attributes), and
attachments.

3. Contextualise the data with tags, taxonomies, galaxy clusters and analyst data so consumers under-
stand what it means and how much to trust it.

4. Collaborate — receive proposals and sightings, discuss, and optionally delegate the event to another
organisation.

5. Publish the event, which makes it available to the eligible exports, notifies subscribers, and pushes it
to the instances you synchronise with.

Editing an event (or any of its data) after publication automatically un-publishes it; you republish once
you are done.

Creating an event

During this first step you create a skeleton event that holds only general information — you populate it
with attributes and objects in the next stage. To start, click the Add Event button in the left-hand menu
and fill out the form.

List User Settings
Add Event
Set User Setting
Add User
Date Distribution @
Contact Users
2026-07-03 This community only v
User Registrations
Threat Level @ Analysis @
Undefined o Initial ListOrganisations

Add Organisations
Event Info

E C List Roles

Extends Event Add Roles

Server Settings & Maintenance

Figure 14.1: Fill this form out to create a skeleton event, before proceeding to populate it with attributes
and objects.

The form contains the following fields (in order):

« Date: The date the incident took place (not to be confused with the event’s creation date). Click the
field to open a date-picker; it defaults to today.
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« Distribution: Controls who will be able to see this event once it is published, and whether — and how —
it is synchronised to other servers. The distribution is inherited by the event’s data: the most restrictive
setting of the event and the individual attribute always wins. The options are:

- Your organisation only: Only members of your organisation can see the event. It will not be
synchronised. (Upon push: not pushed. Upon pull: pulled.)

— This community only: Everyone in your MISP community — your own organisation, other organ-
isations on this server, and organisations on servers that synchronise with this one — can see it.
(Upon push: not pushed. Upon pull: pulled and downgraded to “Your organisation only”.)

- Connected communities: As above, plus the organisations one further hop away (the communities
of the servers your server connects to). (Upon push: downgraded to “This community only” and pushed.
Upon pull: pulled and downgraded to “This community only”.)

- All communities: The event is shared freely and can propagate from one server to the next without
restriction. (Upon push: pushed. Upon pull: pulled.)

— Sharing group: The event is shared only with the organisations (and instances) defined in a sharing
group, giving you fine-grained control. Selecting this reveals the Sharing Group dropdown. See
Create and manage Sharing Groups.

The pre-selected value follows your instance’s MISP.default event distribution setting; review it
before saving, as the out-of-the-box default is the most permissive level.

» Threat Level: The risk level of the event — High (sophisticated APTs and 0-day attacks), Medium
(Advanced Persistent Threats), Low (general/mass malware), or Undefined. The field defaults to
Undefined and can be refined later.

« Analysis: The current stage of your analysis — Initial, Ongoing or Completed.

« Event Info: A short, concise description of the event, ideally starting with your internal reference.
Keep the detail for the attributes — this is a title, not a report. Note that the instance may automatically
rewrite strings that match a regular-expression replacement configured by your administrator.

« Extends Event: Optionally turn this event into an extension of an existing event by entering the
parent event’s UUID or ID. A live preview of the parent event is shown as you type. Leave blank if not
applicable.

O Tip

If your instance has event templates configured, the Add Event page offers a Create event via
template instead shortcut. Templates give you a guided, pre-filled walkthrough (with attached
objects and mandatory-field checks) instead of the blank form — handy for recurring report types.

Populating an event with data
Once the skeleton event exists you can add data to it. Everything is driven from the event view’s left-hand

menu; the main entry points are Add Attribute, Add Object, Add Attachment and Populate from...
(bulk import). You can also let MISP extract indicators for you with enrichment or from an event report.

Add Attribute

An attribute is a single indicator or piece of context — an IP address, a hash, a filename, a comment, and
so on. Click Add Attribute to open the form.
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Add Attribute List Users
List Auth Keys
Category @ Type @ List User Settings
(choose one) v (choose category first) = Set User Setting
Distribution @ Add User
Inherit event v Contact Users

User Registrations
Value

List Organisations

Add Organisations

List Roles
Add Roles
Contextual Comment
Server Settings & Maintenance

Benchmarking

[ Batch import @

(J For Intrusion Detection System Jobs

(J Disable Correlation Scheduled Tasks

First seen date @ Last seen date i Workflows

Event Block Rules

First seen time @ Last seen time @ 0Org Blocklists

L Expected format: HH:MM:SS.ssssss+TT-TT - Expected format: HH:MM:SS.sss 0P Correlations

Correlation rules

- Over-correlating values
Submit

Figure 14.2: The Add Attribute form.

« Category: What aspect of the incident the attribute describes (for example Payload delivery or Network
activity).

« Type: How that aspect is expressed (for example ip-src, sha256, filename). The type list is filtered to

those valid for the chosen category. For the full category/type matrix see Categories and Types.

Distribution: Who can see this attribute. In addition to the five event distribution levels, attributes offer

Inherit event — which keeps the attribute’s distribution aligned with the event and is the recommended

default (and the pre-selected value).

« Value: The indicator itself, in a format valid for the chosen type (for example 11.11.11.11 for ip-src).
The value is searched for administrator-configured regular-expression replacements on entry, and is
what the correlation engine matches on.

« Contextual Comment: Free-text notes about the attribute. Comments are not used for correlation.

« Batch import: Tick this to paste several values of the same type into the value field (one per line) and
have MISP create one attribute per line.

« For Intrusion Detection System (to ids): Marks the attribute as an actionable indicator of compro-
mise, so it is included in the IDS/detection exports (NIDS rules, etc.) unless overridden by a warninglist.
Leave it off for attributes that are contextual only.

« Disable Correlation: Excludes this individual attribute from the correlation engine — useful for values
that would otherwise create noisy, meaningless matches.

» First seen/ Last seen: Optionally record the observation window for the indicator using the date-and-
time slider. These feed the event timeline and are useful for decaying and time-based analysis.

Add Object

Objects group several related attributes into a single structured unit — a file object bundling a filename
with its hashes and size, a domain-ip object, an email object, and so on — using community-maintained
templates. Click Add Object, pick a template, and fill in its fields. Objects can also reference one another
(for example, a network-connection object referencing the file that initiated it). See the MISP objects
chapter for the full workflow, including object references and relationships.

Add Attachment

Use Add Attachment to upload files — malware samples, external analysis reports, or artefacts dropped
by the malware.
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Add Attachment(s) List Users
List Auth Keys
Category @ List User Settings
Payload delivery v Set User Setting
Add User
Pistibution @ Contact Users
Inherit event v

Contextual Comment

Choose Files | No file chosen

Is a malware sample (encrypt and hash)

Object template

Generic file (default) v

(J Advanced extraction

User Registrations

List Organisations

Add Organisations

List Roles

Add Roles

Server Settings & Maintenance

Benchmarking

Upload Jobs

Figure 14.3: Point the uploader at the file you want to attach. Mark it as a malware sample so it is
neutralised on storage.

Category: What the file describes (defaults to Payload delivery).

Distribution: Who can see the attachment; the same options as attributes.

Contextual Comment: Optional notes.

Values: The file(s) to upload — you can select several at once.

Is a malware sample (encrypt and hash): Checked by default. When set, the file is zipped and
password-protected (password infected) so users cannot accidentally execute it, and it is stored as a
malware-sample object with its hashes computed automatically. Untick it only for benign files, which
are stored as plain attachment attributes.

Object template / Advanced extraction: Choose the object template used to represent the upload;
when advanced extraction is installed, MISP can pull additional attributes out of the file (for example
from a PE binary).

Populate from...

When you already have a list of indicators or a structured export, use Populate from... to create many
attributes at once. The button opens a chooser offering:

MISP JSON — merge event content from a MISP JSON file into this event.

Freetext Import — paste any block of text (a report, an email, a list of IOCs) and let MISP find and
classify the indicators.

Populate using a Template — fill a guided, sectioned form to generate attributes.

OpenlOC Import — import indicators from a . ioc file.

ThreatConnect Import — import from a ThreatConnect CSV export.

(Experimental) Forensic analysis — Mactime — import a mactime timeline.

Any enabled import module — additional formats (for example CSV, STIX, various vendor reports)
provided by misp-modules appear here automatically.

The most commonly used option is Freetext Import: paste a line-break separated list of indicators and
MISP suggests the most likely category/type for each one.
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Faste alist of IDCs into the field below for sutomatic detection.

Subrmit

Figure 14.4: Paste a line-break separated list of indicators into the freetext import tool.

Because many values are valid for several category/type combinations, MISP proposes the most common
option and lets you adjust the category, type and IDS flag per row before saving. Values that already exist
elsewhere are flagged with their correlations, and values that hit a warninglist are highlighted so you can
decide whether to keep them.

Freetext Import Results

Befow yau cen ceethe attributes that are to be crested bassd on the results of the free-text Imp ort, Make sure that the categones and the types are cormect, often severdl options will be offersd based on
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Figure 14.5: Review and adjust the proposed attributes — including warninglist hits and existing corre-
lations — before saving.

Adding context to your data

Raw indicators are only half the story. MISP offers several complementary ways to say what your data
means and how much to trust it.

Tagging: taxonomies, galaxies and tag collections

Tags classify events and attributes. Next to the Tags field on an event (and on each attribute) you will
find two add buttons:

+ Add a tag (globe icon) attaches a global tag that is shared and synchronised along with the event.
« Add a local tag (user icon) attaches a local tag that stays on your instance only — it is never exported
or synchronised. Local tags can only be applied by users of the instance’s host organisation.

Clicking either button opens a two-step picker. The first step lets you choose from your Favourite
Tags, Tag Collections, Custom Tags, All Tags, or a specific Taxonomy Library (one entry per
enabled taxonomy). The second step lets you pick the actual tag/predicate value. Taxonomies are curated,
machine-readable tag vocabularies (TLP, PAP, admiralty-scale, and many more) — see the Taxonomies
chapter.

Galaxy clusters are attached through a separate control (the Galaxies field, with its own Add new
cluster /| Add new local cluster buttons). While they are stored as tags under the hood, galaxies represent
richer knowledge objects — threat actors, malware families, MITRE ATT&CK techniques, sectors, and so
on — with descriptions, synonyms and relationships. See the Galaxies chapter.

Tag collections let you apply a curated bundle of tags in one action — pick the Tag Collections entry
in the tag picker and the collection’s member tags are expanded onto the target.
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Analyst data: notes, opinions and relationships

Beyond tags, MISP lets analysts annotate almost any element — events, attributes, objects, galaxy clusters,
event reports, and even other annotations — with analyst data:

« Notes — free-text commentary in Markdown.

+ Opinions — an explicit confidence/agreement score (0-100) with an optional comment, so consumers
can see whether the community trusts a piece of data.

« Relationships — typed links from one element to another (including elements in other events), building
a graph of related intelligence.

Analyst data is created from the context icon shown next to an element’s UUID and is shared and
synchronised alongside the data it annotates.

Enrichment

MISP can automatically look up extra information for your data through misp-modules:

« Enrich Event (left-hand menu) runs the applicable expansion modules against the whole event as a
background job and appends the results.

« On an individual attribute, the Add enrichment action (asterisk icon) queries expansion modules that
support that attribute’s type; Query Cortex does the same via Cortex analysers where configured.

« If hover enrichment is enabled on your instance, hovering over (or clicking the magnifier on) a value
shows on-the-fly lookups without leaving the page.

Decaying scores

If your administrator has configured decaying models, attributes can carry a decaying score column
showing, per model, how relevant the indicator still is over time (green while valid, red once it has
decayed). Clicking a score opens the decay simulation tool. Decaying lets consumers automatically age
out stale indicators instead of trusting them forever.

The event view

The event view is where you spend most of your time. It shows the event’s metadata, a set of collapsible
content panels, and the full attribute/object table with inline tools.
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Figure 14.6: The event view: general information, collapsible content panels, and the attribute table with

inline tools.

General event information

The information block at the top of the view shows (depending on your permissions and the event’s state):

Event ID and UUID — the UUID row also offers quick actions to extend this event and to check this
event on other servers.

Creator org / Owner org — the organisation that authored the event versus the organisation that
owns the local copy (the latter is visible to site admins).

Contributors — organisations that contributed via proposals; click a logo to see a filtered history.
Protected Event — when present, the event is cryptographically signed so recipients can verify it has
not been tampered with in transit.

Tags, Date, Threat Level, Analysis, Distribution — the metadata set on creation, editable inline.
Warnings — data-quality or security warnings about the event.

Published — whether the event is published, together with its first- and last-published timestamps.
#Attributes — the attribute count, with the number of objects in parentheses.

First recorded change / Last change / Modification map — when the event changed, with a
sparkline of edit activity.

Extends / Extended by — links to the parent or child events when this event is part of an extended
event.

Sightings / Activity — how many times the event’s data has been seen (with an activity sparkline) and
a shortcut to advanced sightings.

Correlation — whether correlation is enabled for the event, with a toggle to turn it off (useful for large,
low-value events).

The right-hand column adds side panels for related events, related feeds and related servers where
applicable.
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Content toggles

A row of toggle buttons controls which panels are shown in the main content area. You can collapse and
expand each independently:

=—Pivots =Galaxy - Eventgraph <Eventtimeline < Correlation graph < Galaxy matrix == Eventreports = Attributes = Discussion

Figure 14.7: The content-toggle buttons above the event view.

1. Pivots — the pivot thread graph of events you have traversed (see below).

. Galaxy — the galaxy clusters attached to the event.

. Event graph — an interactive graph of the event’s objects, attributes and their references/relation-
ships.

. Event timeline — a time-based view built from the attributes’ first/last seen values.

. Correlation graph — a graph of the events this one correlates with.

. Galaxy matrix — the ATT&CK-style matrix highlighting the techniques present in the event.

Event reports — the rich-text event reports attached to the event (this panel opens automatically

when reports exist).

. Attributes — the attribute and object table (see below).

9. Discussion — the event’s discussion thread (shown when you have access to discussions).

w N

N oG e

o]

When you open the Galaxy matrix panel on an event carrying ATT&CK galaxy clusters, MISP highlights
the techniques present in the event on the matrix:

Galaxy Matrix: | Attack Pattern .
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Accounts Manipulation  Features Access Token Roasting Software Deployment  System Collected Data  Compressed  Communication Intelligence
Discovery Software Exploitation

Compromise  AppleScript  Active Setup  Accessibilty  Asynchronous  Code Signing  Adversary-in-  Browser Cloud Services Bandwidth Archive via Data Commonly Client Audio-Visual
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Supply Chain Discovery Method
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Credentials Discovery Object Model Asymmetric  Control
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Figure 14.8: The Galaxy matrix panel highlighting the event’s ATT&CK techniques.

The attribute table

The Attributes panel lists every attribute and object in the event. The columns include the date, a context
icon (analyst notes/opinions/relationships), category, type, value, tags, galaxies, comment, correlation
and related events, IDS flag, distribution, sightings and activity, and — when enabled — SightingDB and
decaying-score columns.

Each row offers inline tools (subject to your permissions):

« Inline edit — click a category, type, value, comment or distribution cell to edit it in place.

» Sightings — thumbs-up to add a sighting, thumbs-down to mark a false positive, and a wrench for
advanced sighting options. See Sightings.

« Enrichment — the asterisk (expansion modules) and eye (Cortex) icons, as described under Enrich-
ment.
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+ Edit/ Delete — standard actions; deletion is a soft delete on published events (so it can propagate) and
can be restored, or a permanent delete on events that were never published.
« Tag / Galaxy — add tags or galaxy clusters directly on the row.

Attributes that belong to an object are grouped under that object; proposals appear inline with the
attribute they affect (see Proposing changes).

Pivoting and related events

Two events are related when they share one or more attribute values (for example both contain
11.11.11.11). Related events are listed in the right-hand panel as links. Moving from one event to another
through these links is called pivoting, and MISP records the path in the Pivots panel: each visited event
is a bubble connected to the one you came from, letting you branch, jump back, and prune the graph. The
pivot thread resets when you navigate away from the event view.

Event discussion

Every event has its own discussion thread where eligible users can talk about it. Posters are shown by
organisation and an anonymised user identifier (their email is only visible to members of their own
organisation). Use the quick-response field at the bottom of the thread to post without reloading the page,
and the [quotel, [event] and [thread] tags to quote a post or link to another event or thread.

Collaborating on events

Proposing changes to another organisation’s event

If you can see an event created by another organisation but cannot edit it directly, you can suggest changes
as proposals (shadow attributes). Use the propose buttons that replace the add/edit controls to propose
a new attribute or a change to an existing one; the creating organisation can then accept or discard your
proposal.

Figure 14.9: An attribute with a proposal attached is highlighted; a standalone grey proposal is a suggested
new attribute.

When the creating organisation is on another instance, they receive your proposal on their next pull, and
republishing the event sends the accepted change back to you. For richer, non-destructive collaboration
(commentary, confidence, typed links) consider analyst data instead.

Sightings

A sighting records that you actually observed an indicator (or that it is a false positive). Sightings are a
lightweight, high-signal form of feedback that feeds decaying and lets producers see which indicators are
still active. Add them from the thumbs-up/thumbs-down icons on each attribute row, or in bulk. See the
Sightings chapter for sighting policies, anonymisation and SightingDB.

Contacting the reporter

To reach the organisation that reported an event, open the event and click Contact Reporter (available
when the creating organisation is local to your instance). Your message is emailed together with the
event’s details.
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Contact organization reporting event 12

=H L

Submit

Figure 14.10: Enter your message and choose whether the whole reporting organisation or only the
reporter receives it.

By default every member of the reporting organisation is emailed; tick the checkbox to reach only the
individual reporter.

Delegating an event

You can ask another organisation to (re)publish an event on your behalf — for example to publish
anonymously through a trusted partner. Use Delegate Publishing from the event menu; the recipient
sees the request under View delegation requests and can accept or discard it. See the Delegation chapter
for the full flow.

Publishing an event

Once the event holds everything you want to share, finalise it by publishing.

Figure 14.11: Use “Publish (no email)” for minor changes such as fixing a typo.

Publishing an event:

« makes its data available to all eligible exports (and readies IDS-flagged attributes for detection-rule
generation);

« emails subscribed, eligible users (those with auto-alert enabled and the right to see the event); and

« pushes the event to the instances you synchronise with, from where it propagates further according to
the distribution rules.

The event menu offers several variants:

+ Publish — the normal publish, with notification emails.

« Publish (no email) — publish without alerting anyone; use it for minor edits.

« Unpublish — retract a published event.

« Publish Sightings — push sighting updates without republishing the whole event.
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+ Delegate Publishing — hand publication to another organisation (see above).
+ Publish to ZMQ / Kafka — emit the event to the real-time ZeroMQ or Kafka feeds, when those plugins
are enabled.

If your instance has background jobs enabled, publication is queued and may not complete instantly.

Extending events

An extended event lets you build on an existing event without editing it — ideal for adding your
own analysis to a report you received, or for maintaining a long-running campaign event as a series of
contributions. Create one either by entering the parent’s UUID in the Extends Event field when creating
an event, or with Extend this event from an existing event’s UUID row. The event view can then show
the combined (extended) picture, and search filters let you include or isolate extensions. See the Extended
events chapter.

Browsing and searching

Listing events

List Events (left-hand menu) shows the most recent events. The list includes, among other columns, the
published state, creator and owner organisations, tags and galaxies, the attribute count, the event date,
threat level, analysis stage, the event info, distribution, and per-row action buttons (view, edit, publish,
delete — subject to your permissions).
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Figure 14.12: The event index. Use the controls to filter, view, or act on events.

Use the filter/query controls at the top of the index to narrow the list by any combination of criteria, and
the scope tabs to switch between your organisation’s events and everything you can see.

Listing and searching attributes

List Attributes produces a comparable list at the attribute level.
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Figure 14.13: Use the buttons on the right to view the owning event or to edit/delete the attribute.

To find specific data, use the attribute search, which is backed by the same powerful query engine as the
REST APIL: search by value, type, category, tag, organisation, date range and more, and export the result
set directly. Because the search UI and the API share the same filters, anything you can find interactively
you can also automate.

Editing events and attributes

Every event and attribute can be edited. Find it (by browsing or searching), then use the edit control —
for attributes you can also edit most fields inline in the attribute table, or double-click an event in a list
to jump straight into edit mode. The edit form is the same as the corresponding creation form, pre-filled
with the current values. Remember that editing an event (directly, or indirectly by changing one of its
attributes) un-publishes it, so you will need to publish again once you are done.

Create and manage Sharing Groups

Sharing groups are re-usable, fine-grained distribution lists. They let you combine organisations from
your own instance (local organisations) with organisations from directly or indirectly connected instances
(external organisations), and control exactly which instances the data may travel to. Sharing groups can
be created by any user with the sharing group editor permission, and edited by members of the creating
organisation or of any organisation marked as an extender — the mechanism for delegating membership
management to a trusted partner (for example a sector representative who knows who should be
included).
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Org1 Org 2 Org 4 Org5
™
l ‘ ’u Misp 2
on VN
Org3 Org 6
Sharing group settings
Instances Organisations
Misp 1 Orgl
Misp 2 Org2 Ora7
Misp3 (all) | Orgs rg\\ \ 4 }’95
Misp 3
Org D

Figure 14.14: A sample sharing group involving three instances, showing the ways to include or exclude
organisations.

Use sharing groups when the standard distribution levels cannot express the sharing you need; otherwise
prefer the simpler distribution levels, and prefer the Inherit event distribution on attributes whenever their
sharing group would match the event’s. Sharing groups can add complexity for users and some processing
overhead on the data marked with them.

Create and edit sharing groups from Global Actions — List Sharing Groups / Add Sharing Group.
The editor is a wizard with four tabs:

New Sharing Group

General  Organisations ~ MISP Instances ~ Summary and Save
uuID

If not provided, random UUID will be generated
Name

Trusted Partners

Releasable to

Members of the trusted partner community

Description

Example sharing group used in the documentation.

Make the sharing group selectable (active)

Figure 14.15: The General tab of the sharing group editor.
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+ General: Metadata describing the group.

Name: The unique name of the sharing group.

Releasable to: A human-readable description of who the data may be shared with. This is informa-
tional only (aimed at extender organisations); MISP does not enforce it.

Description: A natural-language statement of the group’s intent.

Make the sharing group selectable (active): Uncheck to retire a group — existing data keeps
honouring it, but it is no longer offered when setting distribution, reducing clutter.

New Sharing Group

General ~ Organisations  MISP Instances ~ Summary and Save

Add local organisation  Add remote organisation
Type Name uuID Extend Actions

local  Iglocska

v

Figure 14.16: The Organisations tab of the sharing group editor.

+ Organisations: The list of organisations named in the group, split into local and remote/external
tabs. (Local organisations have at least one local user; remote organisations are created automatically
when synchronising. A remote organisation can be converted to local if one of its users later joins

your instance.) Tick extend to let an organisation edit the sharing group — the creating organisation
is always an extender.

New Sharing Group

General  Organisations ~ MISP Instances ~ Summary and Save

(J Enable roaming mode for this sharing group (pass the event to any connected
instance where the sync connection is tied to an organisation contained in the SG
organisation list).

Add instance

Name URL All orgs Actions

Local instance http://localhost:5007 O

Figure 14.17: The MISP Instances tab of the sharing group editor.

« MISP Instances: The instances the data may be synchronised to. Any user who can see the event on

a given instance may pull it, but the organisation distribution list still applies.

- Enable roaming mode: Ignore the instance list and rely purely on the organisation list — an instance
becomes eligible whenever its host organisation is in the list. This removes the need to know specific
instance URLSs, at the cost of relying on correctly configured host-org settings.

- Add instance: Add an instance from those configured under Sync Actions — List Servers.

- All orgs: Automatically include every organisation on the selected instance, without naming them

individually — useful for exchanging with a whole community, and for privacy-sensitive communities
that prefer not to enumerate members.
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New Sharing Group

General  Organisations ~ MISP Instances ~ Summary and Save

General: You are about to create the Trusted Partners sharing group, which is intended to be
releasable to Members of the trusted partner community.

Local organisations: It will be visible to Iglocska, from which Iglocska can extend the sharing group.

, events are pushed to: data marked with this sharing
group will not be pushed.

YYou can edit this information by going back to one of the previous pages, or if you agree with the
above mentioned information, click Submit to create the Sharing group

Figure 14.18: The Summary and Save tab of the sharing group editor.

« Summary and Save: A highlighted summary of the whole configuration. Review it carefully before
saving — mistakes here can expose data to the wrong organisations or grant unwanted editing rights.
Note that a sharing group has no effect until it is selected as the distribution of an event or attribute.

Exporting data

The recommended way to get data out of MISP is the search/export engine (restSearch), which is shared
by the web UI, the built-in REST client and the automation APL

For a single event, use Download as... in the event menu to export it in any of the supported formats —
MISP JSON/XML, OpenlOC, CSV (with or without context), STIX 1 and 2, RPZ, Suricata/Snort/Bro rules,
a plain-text value list, and any enabled export module. Each option is generated on demand from the
current data.

For bulk and automated export, drive /events/restSearch and /attributes/restSearch directly (or
through the REST client), which accept the same filters as the search Ul and return the same wide range
of formats. See the automation chapter for the full parameter and format reference.

1 Note

The older two-page cached-export page (previously reached via Export) is disabled by default on
current instances in favour of restSearch; you may not see it at all.

Connecting to other instances

Synchronising with other MISP servers — adding sync connections, configuring push and pull rules, and
running feeds — is covered in the Sharing & synchronisation chapter (server administration) and the
Managing feeds chapter. Setting up sync also depends on having an appropriately configured sync user
and authentication key, described in Administration.

REST API

MISP exposes a full REST API for programmatic access to events, attributes and almost every other
object, using JSON (or XML) over HTTP with an API key. The canonical reference — authentication, the
restSearch filters, the complete list of return formats, and the interactive OpenAPI documentation and
built-in REST client — lives in the Automation & API chapter. For Python, see PyMISP.

Multi-factor authentication (TOTP/HOTP)

MISP supports time-based and counter-based one-time-password multi-factor authentication (TOTP/
HOTP). For how to enable and configure it instance-wide, see the Administration chapter.

Generating TOTP/HOTP tokens

From the top menu bar, go to Global Actions — My Profile and click the TOTP Generate button.
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Home Event Actions Dashboard Galaxies Input Filters Global A

Edit My Profile

User admin@admin.test

Change Password

ID 1
My Profile

My Settings Email admin@admin.test
Periodic summary settings Organisation Test MISP org

Set Setting Role admin

List Organisations TOTP m Generate

Figure 14.19: My Profile view with the TOTP generate button highlighted.

On the next screen, add the secret to your preferred authenticator application (for example a mobile
authenticator or a desktop tool) and confirm the setup by entering a verification code.

Home Event Actions E d Sy Administration

Validate your One Time Password

To enable TOTP for your account, scan the following QR code with your TOTP application and validate the token.

Alternatively you can enter the following secret in your TOTP application:

3ES5FOKCMGIB3WONFOIL76ZFEX66N2]32RSKI2L6BISZKL6L3SSII567WROBGZZEGAZIMOIDGISPP6QFKZ30YITWHKAR5LULH2CTYXGI

One Time Password verification

Enter your OTP code here

Figure 14.20: The TOTP setup and validation screen.

Once validated, you are shown a set of 50 single-use HOTP (paper) tokens as a fallback for when your
authenticator is unavailable.
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Home Event Actions Dashboard Galaxies Input Filters Global Actions Sync Actions

The OTP is correct and now active for your account.

Edit My Profile

Paper based Single Use Tokens

Change Password

The following list contains the next tokens in case you do not have your phone/software.

My Profile Make sure you print these out.

My Settings
- . 0: 753329 1: 507085 2: 030446 3: 668836 4: 074806
Periodic summary settings
5: 796961 6: 558089 7: 905261 8: 787740 9: 933362
Set Setting
10: 663146 11: 833807 12: 916191 13: 221625 14: 760857
List Organisations 15: 287609 16: 207072 17: 789296 18: 509887 19: 504978

20: 366800  21: 207490  22: 078580  23: 122611  24: 701912
25: 544573  26: 944636  27: 509466  28: 318849  29: 161186
30: 977715  31: 657384  32: 001330  33: 784939  34: 064000
Add Sharing Group 35: 596934 36: 456089 37: 422472 38: 077182 39: 674545
List Sharing Group Blueprints 40: 942644  41: 183840  42: 995681  43: 331396  44: 836516
45: 582331  46: 134421  47: 298095  48: 833127  49: 627913

Role Permissions

List Sharing Groups

AdA Sharina Gronn Rliianrint

Figure 14.21: The single-use paper token page.

You can view these tokens again later from your profile via the View paper tokens button.

Home Event Actions Dashboard Galaxies Input Filters Global Actid

Edit My Profile

User admin@admin.test

Change Password

ID 1
My Profile

My Settings Email admin@admin.test
Periodic summary settings Organisation Test MISP org

Set Setting Role admin

List Organisations TOTP View paper tokens

Figure 14.22: My Profile with the View paper tokens button highlighted.

14.15.2 Logging in with TOTP/HOTP

After setting up TOTP/HOTP, you are prompted for a one-time password on subsequent logins.
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Your account requires an Validate your One Time Password
OTP token to login. (One-

Time Password)

Enter either your TOTP or paper based Single Use Token number 0

Figure 14.23: The OTP prompt shown after entering your credentials.

Enter either a code from your authenticator or one of the numbered paper tokens.

14.15.3 Deleting and regenerating tokens
Removing a user’s TOTP/HOTP setup can only be done by site or organisation admins. Contact your
organisation admin (preferred) or a site admin if you need to reset your tokens.

14.15.4 Combining multiple factors

You cannot combine multiple forms of multi-factor authentication at once: once TOTP/HOTP is assigned
to your user, email OTP is not also used for it. If your instance has email OTP configured, it applies again
once your TOTP/HOTP setup is removed.
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15. MISP Extended Events

An extended event lets you build on top of an existing event without modifying it. Instead of editing
someone else’s event (which you often cannot do) or attaching proposals to it, you create your own event
that declares itself an extension of the original. MISP can then present a combined view that merges the
original event with all the events that extend it.

When to use an extended event

Extending is the right tool when you want to add your own analysis, indicators or context to an event
while keeping a clear separation between the original and your contribution:

+ Adding to intelligence you received — you pull a report from a partner or a feed and want to enrich
it with your own findings, without altering the source event (so it can still be updated cleanly on the
next sync).

« Collaborative, long-running events — several organisations each maintain their own extension of a
shared “base” event (for example an ongoing campaign), keeping ownership of their own data.

« Layering — separating a raw, machine-generated base event from a curated, human-analysed layer
on top.

Compare this with the alternatives: editing changes the event in place (and requires ownership); propos-
als suggest changes to the original organisation for them to accept; extending creates an independent,
separately-owned event that references the original.

Creating an extended event

There are two ways to create one:

« From the event you want to extend — open the original event and use Extend this event (the extend
button on the event’s UUID row). This starts a new event with the parent already filled in.

« From the Add Event form — enter the parent event’s UUID (or ID) in the Extends Event field when
creating an event. A live preview of the parent is shown as you type.

Your extension is a normal event in every other respect: it has its own distribution, its own attributes and
objects, and its own owner. It simply records, via its extends_uuid, which event it builds upon. An event
can extend another event on the same instance or one received from a remote instance.

Viewing extended events

The single-event view understands the extension relationship:

+ The general information block shows Extends (the parent this event builds on) and Extended by
(the events that extend this one), as links.

+ You can switch between viewing an event on its own and the Extended view, which merges the parent
and all of its extensions into one combined picture — useful for seeing the full intelligence across all
contributors at once. The page title indicates when you are in Extended view (looking at a parent with
its extensions merged in) or Extending view (looking at an extension in the context of its parent).

Finding extended events
When browsing or searching events you can filter on the extension relationship. The event index can
show an Is extension column, and the search/REST API accepts:

« extended — return the combined (extended) form of the matching events.
« is_extended — restrict to events that are extended by at least one other event.
. is_extension — restrict to events that are themselves extensions of another event.
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15.5 Further reading

For the original design write-up and worked examples, see the MISP project blog post Extended Events.
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16. Create an Event Based on a Report

Warning

A specific permission is required to create an event.

For this example, we will use a report published on Bleeping Computer, which we will treat as OSINT.

Researcher finds the Karma Ransomware being distributed via Pay-per-Install
Network

By Lawrence Abrams Novemnber 14,2016 07:01 PM 2

A security researcher named slipstream/RoL has discovered the Karma Ransomware, which pretends to be a
Windows optimization program called Windows-TuneUp. What is worse is that this sample was discovered as
software that would potentially be distributed by a pay-per-install software monetization company when people
install free software downloaded from the Internet.

Figure 16.1: Report title

16.0.1 Adding an event

First, create a new event by clicking Add Event in the Events list view.
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List Events

Add Event

Import From MISP Expnm

List Attributes
Search Aftributes

View Proposals

Events with proposals

Export

Automation

Figure 16.2: Add Event Option

This opens the add event form.
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Add Event

Date Distribution @

2016-11-16 All communities :I
Threat Level @ Analysis e

High :I Initial :I
Event Info

GFl sandbox

Browse... | No file selected.

Add

Figure 16.3: Add Event form

Let’s populate it with the information we already have: * Date: Here we will put the date of the report,
s0 2016-11-14 * Distribution: Depending on the event, we might want it to be more or less spread across
the MISP instances. For this one, since it is a public report, there is no reason to limit the diffusion so “All
communities”. * Threat Level: This is self-explanatory. Since the ransomware described in the report does
not appear to use a major exploit, we can choose Low or Undefined. We will use Undefined because it
can be refined later. * Analysis: Give the current stage of the analysis. Since the report is published, we
can assume that the analysis is completed. * Event Info: This field is effectively the event title, so it makes
sense to use the report title here. Because the source is public, we also prefix it with 0SINT.

1 Note

The add-event form no longer has the legacy GFI sandbox field. Depending on your version it also
offers a few optional fields — most notably Extends event (to make this event an extension of
another), and, when you set Distribution to Sharing group, a selector for which sharing group to
use. See the Using the system chapter for a full reference to the current add-event form.
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Add Event
Daie Distribution @

2016-11-14 All communities :I
Threat Level @ Analysis e

Undefined :I Completed :I
Event Info

OSINT - Fesearcher finds the Karma Ransomware being distributed vi

GFl sandbox

Browse... | Mo file selected.

Figure 16.4: Add Event form filled

Click the blue Add button to create the event. You now have a brand-new, empty event.
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View Correlation Graph

View Event History

Edit Event
Delete Event
Add Aftribute
Add Aftachment
Populate from...

Merge aftributes from

Publish Event
Publish (no emalil)
Contact Reporter

Download as...

List Events

Add Event

The event has been saved

OSINT - Researcher finds the Karma Ransomware being dis...

Event ID 801

Uuid 562d6967-3054-4108-a7ac-40c6950d210f
org CIRCL

‘Owner org CIRCL

Contributors

Emall |

Tags

Date 2016-11-14

Threat Level Undefined

Analysis Completed

Distribution All communities

Info OSINT - Researcher finds the Karma Ransomware being distributed via Pay-per-install Network
Published No

Sightings 0(0)

= Pivots = Attributes =Dl

801: OSINT ...

previous next view all

+ ox
Date Org

Attribute warning: This event doesn't contaln any attribute. it's strongly advised to populate the event with attributes (indicators, observabl

previous next view all

FiIters‘F\Ie Network Financial Proposal Correlation War
Category Type Value

(Displayed information can change depending on your role on the MISP instance)

Adding Attributes

Now it is time to populate the event. Before adding IoCs, we will add general information about the
report itself: the report link and a short introduction. Click Add Attribute in the side menu to open the

following view:
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Add Attribute

Category e Type e
{choose one) :I (first choose category) :I
Distribution €

Inherit event :I

Value

Contextual Comment

for Intrusion Detection System Batch Import

Figure 16.5: add attribute

First, add the link to the report. Because it was written by another researcher, we will treat it as External
analysis and choose that category.

For the type, choose link because we are adding a URL.

The distribution field can be a little tricky. We can either choose one of the option that was already
available at event level or “Inherit event”. If we choose the latter, the attribute will be shared the same
way as the event it is included in (here to “All communities”). On the other hand, if we choose manually
a distribution for the attribute, the most restritive between event distribution and attribute distribution
will be applied. That is to say: if both event and attribute distributions are the same, there will be no
change (similar to “Inherit event”). However, if for instance the event distribution is “all communities”
while the attribute is limited to “This community only”, the event will indeed be distributed to all
communities but without this particular attribute which will be limited to this community only. The
same works the other way around, if the attribute can be distributed to “all communities” while the
related event is limited to this community, the attribute being dependant of the event, it will be shared
to this community only, basing its distribution on the event (most restrictive) one.

The value is the data we want to add, which in this case is the report URL.

The contextual comment is not used for correlation. It is mainly there to provide supporting information
about the attribute, such as a port number for an IP address or some other qualifier. Here we can note
that the link is the source report.

“for Intrusion Detection System” is used to set the IDS flag or not. If set, the attribute will be used as an
IDS signature when exporting the NIDS data. In this case, we have no reason to check it.

Batch Import is useful when you need to add several IoCs of the same category and type by separating
each value with a line break. We do not need it here.

104



16.0 Further reading

105

Add Attribute

Category e Type e
External analysis :I link
Distribution @
Inherit event :I

Value

hitp://'www.bleepingcomputer.com/news/security/researcher-finds-the-karma-

ransomware-being-distributed-via-pay-per-install-network/

Contextual Comment

Source Report

[ 1for Intrusion Detection System [ Batch Import

Figure 16.6: add attribute filled

Once all fields are filled in, click Submit.

The atiribute has been saved

View Event

View Correlation Graph OSINT - Researcher finds the Karma Ransomware being dis...
View Event History Event 1D 801
Uuld 562d6967-3054-4108-27ac-40c6950d210f
Edit Event Org CIRCL
Delate Event Owner org CIRCL
Contributors
facpbie Emal ]
Add Attachment Tags
Populate from Date 2016-11-14
Merge attributes from... Threat Level Undefined
Analysis Completed
Distribution All communities
Publish Event _ - N
Info OSINT - Researcher finds the Karma Ransomware being distributed via Pay-per-Install Network
Publish (no email) Published No
Contact Reparter Sightings 0(0)

Download as...

=Pivols = Affributes = Di

List Events
801:OSINT ...

Add Event

view all
+ Box Filters: mm\e Network | Financial Proposal Correlation Wamings  Include deleted attributes | Show context fields
) Date org Category Type Value
(] 2016-11-17 External analysis  link htp:www.

distributed-via-pay-perinstall-network/

Source Report

Figure 16.7: attribute added YAY
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We can now follow a similar process to add an introduction to the report, meaning the first paragraph
of the article. This time, change the type to text and open the add attribute form by clicking the small +

icon next to the attribute table.

Date Org

2016-11-17

Figure 16.8: Noooo you found meeeeee

The same form appears in a pop-up.

Add Attribute

Category e Type e
(choose one) j (first choose category) j
Distribution @

Inherit event j

Value

Contextual Comment

for Intrusion Detection System Batch Import

Figure 16.9: add attribute popup

Fill it in with the required data.
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Add Attribute

Category e Type e

External analysis j text j
Distribution @

Inherit event j
Value

A security researcher named slipstream/Rol. has discovered the Karma Ransomware, which prefends to
be a Windows gptimization program called Windows-TuneUp. What is worse is that this sample was
discovered as software that would potentially be distributed by a pay-per-install software monetization
company when people install free software downloaded from the Internet.

Contextual Comment

Source Hebort
for Intrusion Detection System Batch Import

Figure 16.10: add attribute popup

Then submit it by clicking the blue button. Et voila!

+ =L FiIters:FiIe Network Financial Proposal Correlation Warnings  In

Date Org Category Type Value Show context fields
Events

2016-11-17 External analysis link  http2/www.bleepingcomputercom/news/security/researcher-finds- Source No
the-karma-ransomware-being-distributed-via-pay-perinstall-network Report

2016-11-17 External analysis text A security researcher named slipstream/Rol has discovered the Karma R Source MNo
ansomware, which pretends to be a Windows optimization program called Report
Windows-
Tunelp. What is worse is that this sample was discovered as software tha
twould potentially be distributed by a pay-per-
install software monetization company when people install free software d
ownloaded from the Internet.

Figure 16.11: MAGIC

Okay, now it is time to add some Indicators of Compromise. In this report, they are mainly listed at the end.
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Files associated with the Karma Ransomware

Windows-Tunelp.exe

Registry entries associated with the Karma Ransomware
HKLMMSOFTWARE\Microsoft\Windows\CurrentVersion\Explorer "auth"

HKLM\SOFTWARE\MicrosoTt\Windows\CurrentVersion\Run\ "Saffron"= "%Desktop%\\# DECRYPT MY FILES #.html"
HKLMMSOFTWAREAMicrosoTt\Windows\CurrentVersion\Run\ "Safron"= "%Desktop®%\\# DECRYPT MY FILES #.txt"

I0Cs:

SHA256: 6545ae2bB8811884ad257a7Tb25b1ebBch63cfch6ar42Ta76rd44bddde5b74Te8
SHA256: cf5fda29f8el1f135aa68620ce7298e93Bbe2ch9388823104c9cdBb13F5bc4092

Network Communication:

karma2xgg6ccmupd.onion
windows-tuneup.com/web293/xUser.php

Figure 16.12: OMG IOC

Let’s try to define which category/type those IoC belong to.

First, Windows-TuneUp.exe is without a doubt a filename, and the associated category may be Payload
delivery.

Second the registry entries (type regkey) seems to be from Artifacts dropped category

Then the hashes that are already said to be SHA 256, and a quick test on VirusTotal also reveals that
they correspond to the filename seen earlier. so we can add both as an association filename/SHA256. Once
again, the category will be Payload delivery.

And finally the network communication. No doubt here for the category: Network activity, and the type
might be url but for the example, we will let MISP decide for us.

So we begin with the filename. No real change from before for this one, except that we will set the IDS
flag to true.
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Add Attribute

Category e Type e

Payload delivery j filename j
Distribution @

Inherit event j
Value

Windows-TuneUp.exe

Contextual Comment

% for Intrusion Detection System Batch Import

Figure 16.13: filename

16.0.3 Freetext Import Tool

Then we can add the hashes in a similar way. We will had them both alone and combined with the filename.
In order to do it quickly, we are going to use the freetext import tool, hidden there

Populate using the freetext import tool

%xt
) Category Type Value

Figure 16.14: freetext import step 1

It will open a popup with a text area field where we will paste our IoC, one per line. As said previously,
we add both the hashes alone and with the filename.
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Freetext Import Tool

Paste a list of IOCs into the field below for automatic detection.

6545ae2b8811884ad257a7ib25b1eb0cbb3cic66a742fa76id44bddd05b741e8
cf5ida29f8e1f1352a68620ce7298e930be2cb93888e3f04c9cd0b13i5bc4092
Windows-TuneUp.exe|6545ae2b8811884ad257a7ib25b1eb0chB3cic66a742fa76id44bddd0sb74ie8
Windows-TuneUp.exe|cf5fda298e11135aa68620ce7298e930be2cb93888e3f04c9cd0b13i5bc4092)|

Figure 16.15: freetext import step 2

Then when we press the submit button, we are redirected on this page to control the sent data.

Freetext Import Results

Below you can see the affributes that are {o be created. Make sure that the categories and the types are correct, often several options will be offered based on an inconclusive automatic resolution

Proposals instead of attributes

Value Simllar Category Type DS Comment Actions
Attributes

65452e2b8811884ad2573 Pavload deliverv A sha2sé 4 x

cf5fda29f8e 11352268520 Pavload deliver 1 sha2se 3 *

Windows-TuneUp.exe|654 Pavload deliverv | filenamelsha2s6 B x

Windows-TuneUp.exe|cf5f Pavload deliverv A filenamelsha2s6 3 X

Submit
- sha256 j" authentihash j Change all
Change all

Figure 16.16: freetext import step 3

Here, MISP detected by itself what should be the category and type associated to our IoC and surprise!
It matches our suppositions. Plus, it also put the IDS flag, so it is perfect. But before submitting, please
double check to be sure all the values are correct and no information was lost (That can happen when the
data are not formatted as expected by MISP).

If the results of MISP were not what we expected, we can still modify it, however MISP will only suggest
suitable category/type regarding the format of your data. We can change for each attribute individually
or all at the same time using the option on the bottom right of the form. The same principle also applies
for the comments, individually or for all.
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External analysis

Category Type IDS

. Pavload delivery ﬁj . sha?56 E j
: : v

Artifacts dropped authentihash @

Payload installation sha512/256

filenamelsha256 j

(Yes I have two cursors, MISP is magic!)
We only have the network indicators left, and as said before, we will let MISP determined for us which
type is the best for the data we have.

Freetext Import Tool

Paste a list of IOCs into the field below for automatic detection.

karma2xggbeecmupd.gnion
windows:tuneup.com/web293/xUser.phyl

Figure 16.17: freetext import network

Freetext Import Results

Below you can see the atftributes that are to be created. Make sure that the categories and the types are correct, often several options will be offered

Proposals instead of attributes

Value Similar Category Type IDS
Attributes

karma2xgg6cemupd.onion Pavload delivery z filename

windows-tuneup.com/web293/xUser.php Network activity =+ un

Figure 16.18: type recognition fail

Oh well, that was unexpected. In fact, it is not that surprising regarding the format of the tor address that
look more like a filename than like a url but it is still a problem, since we can’t change the type nor the
category to a more consistent one. This is indeed one of the limitation of freetext import. To solve this
issue, we will use a simple trick: we will add a slash at the end of the tor address so it won’t be confused
for a filename.
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Freetext Import Tool

Paste a list of IOCs into the field below for automatic detection.

karmaZxgg6cemupd.onion/
windows:tuneup.com/web293/xUser.php

Figure 16.19: freetext import network

Freetext Import Results

Below you can see the afiributes that are o be created. Make sure that the categories and the types are correct, often several options will be

Proposals instead of atiributes

Value Similar Category Type
Attributes

karma2xggBccmupd.onion/ Network activity o un

windows-tuneup.com/web293/xUser.php Network activity x|

Figure 16.20: type recognition fail

Thanks to the added character, the first string is recognised as an url which is more consistent with the
reality. The second also seems okay, so we can now submit both.

Batch Import

The Freetext Import works properly only with a string of data without any spaces in one line. But if you
have lines of text with spaces between values, like e.g.

Associated Files:

%Appdata%\Microsoft\Windows\Start Menu\Programs\Startup\Info.hta
%Appdata%\Microsoft\Windows\Start Menu\Programs\Startup\cmb_ransomware.exe
%Appdata%\Info.hta

%UserProfile%\Desktop\FILES ENCRYPTED.txt

C:\Users\Public\Desktop\FILES ENCRYPTED. txt

Figure 16.21: freetext_with_spacesl

you can still import them at once using the “Add Attribute” option. Click on Add Attribute, copy the
data and paste it into the Value box. Choose the right category and type. Now check both checkboxes for
Intrusion Detection System and Batch Import. The option Batch Import will import your data line for line
just like the Freetext Import option without losing any information. Like this:
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Home

View Event Add Attribute

View Correlation Graph

View Event Hist
e Rvem e Did you consider adding an object instead of a composite attribute?

Edit Event Category [ ] Type °

Delete Event

Artifacts dropped j regkey|value j
Add Attribute

Add Object Distribution €

Add Attachment Inherit event j

Populate from... Value

Enrich Event
rieh Even %Appdata¥\Microsoft\Windows\Start Menu\Programs\Startup\Info.hta

Merge attributes from... %Appdata% Microsoft\Windows\Start Menu\Programs\Startup
\cmb_ransomware.gxe
Publish Event %Appdatae\Info.hta

%UserProfile%\Desktop\FILES ENCRYPTED. {xt

C:\Users\Public\Desktop\FILES ENCRYPTED.1xt
Publish event to ZMQ y

Publish (no email)

Contact Reporter Contextual Comment

Download as...

List Events for Intrusion Detection System Batch Import

Add Event .
Notices:

[gdpr]: This attribute is likely to contain personal data and the data subject could be potentially directly identifiable. Please verifi

Where applicable, please ensure that you have taken the necessary steps to ensure transparency towards the data subjects in

Figure 16.22: addattribute_freetext

And that is all we can get for the main informations and IoC in this report. If we search more carefully,
there might still be some information left in it, like the filename of the ransomnote for instance, but we
will stop here for this example.

16.0.5 Modify the event

If you want to modify your event from the home page, you can either double click on the event or click
the edit symbol located in the column Actions on the right side. You will be redirected to the editing
mode of the selected event.
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17.1.1

17.2

17. Event Reports

Event Reports are rich-text, markdown documents attached to an event. They let an analyst write the
narrative around an event — the story, the analysis, the context — while keeping that narrative tightly
linked to the structured data (attributes, objects, tags, galaxies) it describes. A report can reference a
specific attribute or object inline, so the prose and the indicators stay in sync, and MISP can even extract
new indicators out of a report’s text back into the event.

1 Note

This is distinct from the Create an event based on a report tutorial, which walks through building an
event by hand from an external write-up. Here we describe the Event Reports feature — markdown
reports stored on an event.

A report belongs to exactly one event, has a name and a markdown body, and carries its own distribution.
Reports are written and read in a built-in markdown editor and appear in a collapsible Event reports
section on the event view.

Writing a report

The editor offers several view modes — Edit, Split screen (source and preview side by side), Markdown
(rendered) and Raw — plus the usual formatting toolbar (bold, italic, headings, lists, quotes, code, tables).
Markdown is rendered with a GitHub-flavoured dialect, and diagrams (Mermaid) and syntax highlighting
are supported.

Referencing MISP elements inline

Beyond ordinary markdown, reports support a special syntax to embed live references to the event’s data.
These render as styled inline elements and stay linked to the underlying object:

Syntax Renders as

@[attribute] (UUID) The referenced attribute (type and value).

@[object] (UUID) The referenced object.

@[tag] (TAG_NAME) A tag — note tags are referenced by name, not
UUID (e.g. @[ tag] (tlp:green)).

@[galaxymatrix] (UUID) The event’s galaxy/ATT&CK matrix widget.

@![attribute] (UUID) The picture stored in an attachment-type at-

tribute (the ! displays the image).

{variable_name} A template variable, replaced by its configured
value (see below).

The editor has autocompletion and toolbar buttons that insert these for you, so you can pick the element
from a list rather than typing UUIDs by hand. References resolve across an extended-event chain, so a
report can point at elements of the parent or child events too.

Creating a report

From the Event reports section of an event you can create a report three ways:

+ Add Event Report — start from a blank markdown document.
« Import from URL — fetch a web page or document and convert it to markdown automatically.
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+ Generate report from Event — build a report from the event’s own data.

Import from URL

MISP can download a URL and convert its contents into a markdown report. HTML pages are converted
directly; PDF, DOCX, PPTX, XLSX, ODT and ODS files are converted through the corresponding enrich-
ment misp-modules. The relevant module must be enabled and permitted for your user.

Warning

Import-from-URL is disabled by default and gated by the
Security.eventreport_enable_arbitrary_urls setting, because the MISP server itself per-
forms the fetch — meaning it could be pointed at internal addresses the client cannot reach. Enable
it deliberately, and only if you trust the users who can create reports.

Generate report from Event

This produces a report from the event’s existing data, driven by a REST-search-style filter. You can choose
whether to include event metadata, correlations and the ATT&CK matrix, and whether to embed element
references (@[ ...]) or raw values. It is a fast way to turn a structured event into a readable, shareable
narrative.

Extracting indicators from a report

Because reports are text, MISP can parse them for indicators and pull them into the event as attributes.
There are two flows:

« Interactive suggestions — as you edit, MISP detects candidate indicators and existing matching
attributes, and offers to mark them up. Text that matches an existing attribute is turned into an
@[attribute] (uuid) reference automatically; you accept or reject each suggestion, and accepted ones
become new attributes and are linked in the report.

« Extract all IoCs — a one-shot action that detects all indicators in the report, creates attributes for them
and rewrites the report to reference them. It optionally tags the event with contextual elements (tags
and galaxy clusters, such as detected threat actors or ATT&CK techniques) found in the text.

This closes the loop between narrative and structured data: you can paste a write-up, extract its indicators,
and end up with both a readable report and a populated event.

Template variables

Reusable snippets are provided by Event Report Template Variables —named {variable} placeholders
that expand to a configured value (for example a standard TLP banner or a company logo). Site adminis-
trators define the variables under the Event Reports menus; any report can then use {variable name}
and MISP substitutes the value when rendering and exporting. (There is no separate “report template”
object in 2.5 — templating is done entirely through these variables.)

Exporting a report

From the editor’s download menu you can export a report as:

« PDF — rendered through the convert markdown to pdf enrichment module (which must be enabled),
with all element references and template variables fully expanded; or via your browser’s print-to-PDF.

« Markdown — the raw source.

« GFM (simplified) — GitHub-flavoured markdown with the MISP-specific syntax replaced by plain
equivalents, for sharing outside MISP.
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Distribution, visibility and sync

A report has its own distribution setting, using the event levels 0-4 plus Inherit event (the default), so a
report can be shared exactly as widely as the event or more narrowly. Visibility follows the same rules as
other event data. Reports are part of event synchronisation — they are pushed and pulled along with their
event (subject to distribution and the usual sync filtering), matched by UUID so edits reconcile correctly
across instances.

Al-assisted extraction (experimental)

MISP includes an experimental integration that can send a report’s markdown to an external LLM
service to extract additional context — for example an executive summary, a suspected threat actor,
attributed country or motivation — and optionally tag the event with the corresponding galaxy clusters.
It is configured through the Plugin.CTIInfoExtractor enable, Plugin.CTIInfoExtractor url and
Plugin.CTIInfoExtractor_authentication settings and calls a generic, provider-agnostic HTTP end-
point (you supply the URL and API key of the service you want to use). It is disabled by default.

Permissions and API

Creating, editing, deleting, importing and extracting require the perm add permission; viewing and
rendering require only a logged-in user (subject to the report’s distribution); tagging a report requires
perm_tagger. Editing or deleting a report is limited to the event’s creator organisation (and site admins).

Event Reports are fully available over the REST API under /eventReports/ (add, view, index, edit,
delete, restore, extractAllFromReport, importReportFromUrl, reportFromEvent, downloadAsPDF, and
more), and template variables under /eventReportTemplateVariables/. See the Automation & API
chapter for authentication and the request/response envelope.
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18. Analyst Data

Analyst Data is a collaborative annotation layer that lets analysts enrich anything in MISP — an event, an
attribute, an object, an event report, a galaxy cluster and more — without modifying the annotated element
itself. Instead of editing another organisation’s event (which you cannot do) or spawning a proposal, you
attach your own record alongside it. Each record has its own identity, its own distribution, and its own
author, so it can be shared and synchronised independently of the thing it describes.

There are three types of analyst data:

« Note — free-text commentary, with a language tag.
« Opinion — a numeric agreement score from 0 to 100 plus an optional justification.
« Relationship — a directed, labelled link from one element to another.

Because each record is identified by its own UUID and carries its creator organisation, analyst data is
inherently federated: notes, opinions and relationships propagate between instances through synchro-
nisation just like events do, letting a whole community build a shared, attributable body of analysis around
the same intelligence.

1 Note

Creating or editing analyst data requires a role with the Analyst Data Creator permission
(perm_analyst data). Viewing analyst data only requires being logged in (subject to the record’s
distribution).

The three types

Notes

A Note is a piece of free-text commentary attached to a target element. Beyond the note body itself, a note
carries a language (an RFC 5646 tag such as en, fr, de) so that multilingual communities can annotate in
their own language and filter accordingly.

Use notes to record analysis, caveats, remediation guidance, or any context that does not fit neatly into
an attribute or tag.

Opinions

An Opinion expresses how much you agree with the element it is attached to, as a score from 0 to 100,
with an optional free-text comment explaining your reasoning. The scale is read as five bands:

Score Meaning

0-20 Strongly disagree
21-40 Disagree
41-60 Neutral (50 = neutral midpoint)
61-80 Agree
81-100 Strongly agree

In the interface the score is shown as a coloured gradient bar with the numeric value. Opinions are the
natural way to signal (dis)agreement with a shared indicator or assessment without altering it — for
example, to flag a suspected false positive or to endorse a high-value indicator.
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Relationships

A Relationship is a directed edge from a source element to a related element, carrying a free-text
relationship type label (for example similar-to, derived-from, part-of). The relationship type is a
free-text field with autocomplete — the suggestions combine relationship types already used in analyst
data with MISP’s object-reference vocabulary — so you are not restricted to a fixed list.

A relationship can link any two supported elements, even across events and across instances, and both
ends are referenced by UUID. A record cannot relate an element to itself.

| Tmportant

Analyst-data Relationships are not the same as two other MISP concepts that also link things
together:

« MISP object references link an attribute or object to another object within the same event; they
are part of the event’s own data model, not analyst data.
« Galaxy cluster relationships link galaxy clusters to one another as part of the galaxy data model.

Only analyst-data Relationships are individually authored by an organisation, individually distrib-
utable, blocklistable, and synchronised through the analyst-data pipeline. See MISP Objects and
Galaxies for the other two.

What can be annotated

Analyst data can be attached to any of the following target types: Attribute, Event, Event Report,
Galaxy Cluster, Galaxy, Object, Organisation, Sharing Group, and — because analyst data can
annotate analyst data — Note, Opinion and Relationship themselves. Attaching a note or opinion to
another note produces a thread, so a discussion can build up around a single element.

In practice, notes, opinions and relationships are surfaced automatically when you view an event,
attribute, object, event report or galaxy cluster; the other target types are valid anchors but are not
all rendered inline in their own views.

Working with analyst data in the Ul

Analyst data appears in the event view attached to the element it annotates. From there you can add a
note, opinion or relationship in place; the form asks for the target, the distribution, and the type-specific
fields (note text and language, opinion score and comment, or relationship type and related element).

Opening a record shows it together with its thread — nested notes and opinions — and its relationships,
split into:

« Outbound relationships (edges this element points out to), and
+ Inbound relationships (edges from other elements that point at this element).

Inbound relationships are computed automatically, so you can see who has linked to an element even if
the link was created elsewhere.

Distribution and sharing

Every analyst-data record has its own distribution setting, independent of the element it annotates, using
the same levels as events:

Level Meaning

0  Your organisation only
1 This community only

2 Connected communities
3 All communities

4  Sharing group (an explicit list of organisations)
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The default level for new analyst data is controlled by the Plugin.default_analyst_data_distribution
server setting (default: This community only). When the level is Sharing group, MISP validates that you
are allowed to use the chosen sharing group. Visibility follows the usual rules: you can see a record if
your organisation created it, if it is distributed to your community or wider, or if it is in a sharing group
you belong to.

Collaboration and synchronisation

Analyst data is built for federated collaboration:

« Identity — each record has a globally unique UUID that is stable across instances, so the same note is
recognised everywhere it travels.

+ Authorship — every record records its creator organisation; only the creating organisation (or a site
admin) can edit or delete it. Other organisations add their own parallel notes and opinions rather than
changing yours.

« Synchronisation — analyst data is pushed and pulled between instances alongside events, provided
both sides support the feature and the per-server Push analyst data / Pull analyst data toggles are
enabled (see Sharing). Distribution degrades by one step on each outbound hop, exactly like event
data, and records received from a remote instance are marked as locked so they are not accidentally
overwritten locally.

Analyst Data Blocklist

Because analyst data is synchronised, simply deleting an unwanted record locally would not stop it being
pulled back in from a remote instance. To prevent that, MISP keeps an Analyst Data Blocklist keyed on
the record UUID. When a record is (hard-)deleted, a blocklist entry is created automatically — recording
the UUID, a short human-readable summary, and the creator organisation — so the record is ignored if it
is offered again during synchronisation.

The blocklist is managed by site administrators under the administration menus and behaves like the
other blocklists in MISP.

API and permissions

Analyst data is fully accessible over the REST API under the /analystData/ controller. The main actions
are:

Action Purpose Permission

add/ Create a note/opinion/rela- perm_add + perm analyst data

{type}/{object uuid}/  tionship on a target
{object type}

edit/{type}/{id or Modify a record you own perm add + perm_analyst data
uuid}

delete/{type}/{id or Delete a record you own perm add + perm analyst data
uuid}

view/{type}/{id or View a single record any logged-in user

uuid}

index/{type} List records of a type any logged-in user
getChildren/{type}/ Fetch a record’s thread any logged-in user

{uuid}

where {type} is Note, Opinion or Relationship (or all, letting MISP deduce the type from the UUID).
The synchronisation endpoints used between instances require the perm_sync permission. As with the
rest of the API, requests and responses use the standard MISP JSON envelope — see the Automation &
API chapter.
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19. Sightings

Basically, sighting is a system allowing people to react on attributes on an event. It was originally designed
to provide an easy method for user to tell when they see a given attribute, giving it more credibility.

Now sightings have been improved to also provide a method to signal false positives, but also to give
an expiration date for some attributes.

Explanation

As said before, Sighting is a way for a user to say that they have seen or notice an attribute and confirm
its validity. An attribute can been spotted several times by the same user, that is why a single user can
use sighting several times on a single attribute.

Sometimes, some attributes can be considered as false positives, even if the false positive list do not
detect them (for instance, if the IDS flag is set to false) so they can also be notified. As well as concerning
sighting, the same user can signal a single attribute as a false positive several times.

It also happens that some attributes are only valid a certain time (for instance, in case of a phishing
campaign that is assumed to be up for only one week). In this case, people can also assign an expiration
date to an attribute, but this time, there can be only one valid expiration date per organisation.

Using sightings on an event (GUI)

Sighting is applied to every attribute, under the column “Sightings”, easily identifiable with its colored
number. This column shows three icons and three values.

[ 2026-07-09* 3c6..a47 I Network activity ip-dst  198.51.100.7 A E¥Y  Documentation address used 71543851 Q Inherit feleld sy ] -] |
to demo sightings (91411) B

Figure 19.1: attribute

These three values show respectively: - The number of true positives detected with the attribute, in green.
Malicious activity as described in the event. - The number of times the attribute has been marked as false
positive, in red. Non-malicious activity or incorrect detection. - The number of different expiration dates
that have been affected on this attribute, in orange

Concerning the three icons: - The first one (Thumb up) allows to add a sighting (true positive) on an
attribute. - The second one (Thumb down) allows to mark the attribute as a false positive. - The third one
(Tool) opens a popup for advanced sightings, showing sightings details and allowing different actions.

Advanced sightings

« The first tab, “Graph”, represents a line graph showing the evolution of sightings and false positives
over time.
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Sighting details
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Figure 19.2: sighting graph

« The second tab gives a quick view of all the sightings applied to the attribute.

Sighting details

Graph All Myorg Add si

Date Organisation Type Source Event ID Attribute ID Actions

2026-07-08 23:23:12 5 Expiration IR team 7190 100099610 ]
2026-07-08 23:23:11 3 Sighting SOC 7190 100099610 | ]
2026-07-07 23:23:12 g False-positive analyst 7190 100099610 | ]
2026-07-07 23:23:11 3 Sighting SsocC 7190 100099610 L 1
2026-07-07 23:23:11 3 Sighting sandbox 7190 100099610 [ ]
2026-07-07 11:23:33 5 Sighting Slele} 7190 100099610 L 1
2026-07-06 23:23:11 b ] False-positive analyst 7190 100099610 | |
2026-07-06 23:23:11 g False-positive 7190 100099610 | 1
2026-07-06 23:23:11 5 False-positive sandbox 7190 100099610 [ ]
2026-07-06 23:23:10 3 Sighting SOC 7190 100099610 | |
2026-07-06 23:23:10 g Sighting sandbox 7190 100099610 | ]
2026-07-06 23:23:10 == Sighting honeypot 7190 100099610 [ |
2026-07-06 23:23:10 5 Sighting 7190 100099610 | 1
2026-07-05 23:23:10 5 Sighting SoC 7190 100099610

| 4

Figure 19.3: sighting all

« The third tab gives a quick view of the sightings applied to the attribute by your own organisation only.
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Sighting details

Graph All My org Add sighting

Date Organisation Type Source Event ID Attribute ID Actions

2026-07-08 23:23:12 3 Expiration IR team 7190 100099610 | 1
2026-07-08 23:23:11 == Sighting SoC 7190 100099610 L 1
2026-07-07 23:23:12 be- ] False-positive analyst 7190 100099610 | |
2026-07-07 23:23:11 g Sighting sSoC 7190 100099610 | 1
2026-07-07 23:23:11 == Sighting sandbox 7190 100099610 L ]
2026-07-07 11:23:33 5 Sighting SOoC 7190 100099610 | |
2026-07-06 23:23:11 b ] False-positive analyst 7190 100099610 | ]
2026-07-06 23:23:11 b ] False-positive 7190 100099610 | ]
2026-07-06 23:23:11 5 False-positive sandbox 7190 100099610 | 1
2026-07-06 23:23:10 = Sighting SoC 7190 100099610 L 1
2026-07-06 23:23:10 g Sighting sandbox 7190 100099610 | |
2026-07-06 23:23:10 g Sighting honeypot 7190 100099610 | ]
2026-07-06 23:23:10 5 Sighting 7190 100099610 L 1
2026-07-05 23:23:10 5 Sighting SOoC 7190 100099610

| 4

Figure 19.4: sighting my org

« The last tab can be used to add either a sighting, mark the attribute as a false positive, or define an
expiration date. You can precise both the date and time of day, as well as note a particular source where
the sighting comes from.

Sighting details

Graph All Myorg Add sighting

Add Sighting

Type Source Sighting Date
Sighting v 2026-07-09 11:28:00
Filters Add
| 4

Figure 19.5: sighting add

At Event level

The total number of sightings across the whole event is shown in the event metadata, next to the
Sightings label: the overall count, your own organisation’s count in green, and — depending on the
sightings policy — a note about whose sightings you are allowed to see.

Sightings 14 (14) - restricted to own organisation only. /#

Figure 19.6: sighting event

Clicking the wrench opens the same Sighting details popup for the whole event, with the Graph, All and
My org tabs (there is no Add sighting tab here — sightings are always added against a specific attribute).
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Sighting details

Graph All My org
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Figure 19.7: sighting event popup

Sighting policies and privacy

Because sightings reveal who is looking at which indicators, MISP gives administrators several controls
over how much of that is shared (all under Administration — Server Settings):

« Sightings_policy — who can see the reported sightings on an event: the event-owner organisation
only (the default; everyone always sees their own contribution), the sighting reporters (the owner plus
any organisation that contributed a sighting), or everyone who can see the event.

+ Sightings_anonymise — strip the reporting organisation from sightings so consumers see the counts
but not who reported them.

« Sightings_anonymise_as — when pushing sightings to other servers, report them all as a single
organisation, hiding the individual reporters on this instance behind one identity.

« Sightings_range — how many days back a sighting is considered relevant (default 365).

SightingDB

For high-volume sighting data, MISP can offload sightings to one or more external SightingDB servers
instead of storing every sighting in the main database. Enable it with Sightings sighting db enable
and configure the SightingDB servers from the administration menu; matching attributes then gain an
additional SightingDB column in the event view.

Real-time sharing and blocklists

« With Sightings enable realtime publish set, new sightings are pushed to your sync partners as
they are created, rather than only when the event is (re)published. You can also push sighting updates
on demand with Publish Sightings in the event menu.

« To ignore sightings from a specific organisation (for example a noisy source), add it to the sighting
blocklist — see Blocklists in the administration chapter.

Using sightings on an event (API)

Please have a look at the automation API
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20. Decaying Models

Indicators of compromise do not stay relevant forever. An IP address used in a campaign today may be
reassigned next week; a phishing domain is taken down; a malware hash stops being seen. Decaying
models let MISP express this decay of relevance automatically, turning a static attribute into a score that
falls over time, and a decayed flag once that score drops below a chosen cut-off. Instead of manually
toggling the IDS flag on ageing indicators, you define how each type of indicator should age and let MISP
compute an up-to-date score whenever you query.

Decaying models are based on the MISP indicator-scoring research (arxiv.org/abs/1902.03914). They
are managed under Global Actions — Decaying Models (the “Decaying Tool”) and require a role with the
Decaying Model Editor permission (perm _decaying) to create or edit.

How scoring works

For a given attribute and model, MISP computes:

+ a base score — the indicator’s intrinsic importance, derived from its tags, and
« acurrent score — the base score multiplied by a time-decay factor based on how long it has been since
the indicator was last seen (its most recent sighting, or its last_seen / last-modified time).

An attribute is considered decayed by a model once its current score falls below that model’s threshold.
Crucially, a single attribute can carry several scores at once — one for every enabled model that applies
to its type — so the same indicator can be “still hot” for one detection use-case and “decayed” for another.

Scores are computed on demand at query time; there is no background job precomputing and storing
them. This keeps scores always current but means score-heavy queries cost CPU (see the performance
note at the end).

The base score

The base score is derived from taxonomy tags on the attribute (and its event) that carry a numerical
value — for example a confidence or false-positive-risk taxonomy. A model’s base_score_config maps
such taxonomies to weights; MISP combines the numerical values of the matching tags into the base
score. If the attribute carries none of the configured taxonomies, the model’s default_base_score is used
instead. Attribute-level tags take precedence over event-level tags of the same taxonomy.

Model parameters

A decaying model is defined by a formula plus a small set of parameters:

Parameter Meaning

Lifetime Number of days after which the score reaches 0.

Decay speed Controls the shape of the decay curve — a higher
value decays more slowly.

Threshold The cut-off score; below it, the indicator is marked
decayed.

Default base score Base score used when no configured taxonomy

tag is present (0-100).

Base score config Mapping of numerical-value taxonomies to
weights, used to compute the base score from
tags.

Formula The decay formula class to use (see below).
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Parameter Meaning

Settings Optional per-formula settings (only some formu-
las use this).

Decay formulas

The decay curve is provided by a pluggable formula. MISP ships three:

« Polynomial (default) — the classic scoring formula: the score decays from the base score to zero over
the model’s lifetime, with the curve shaped by the decay speed.

« Polynomial (Extended) — the same, but additionally honours the retention taxonomy: an indicator
tagged with a retention period is forced to a score of 0 once that period has elapsed, giving a hard end-
of-life on top of the smooth decay.

« Sightings — scores the indicator from its true-positive versus false-positive sightings rather than
purely from elapsed time. It returns the base score until a minimum number of sightings has accumu-
lated, then weights the score by the true-positive ratio. This formula requires sightings to be recorded.

1 Note

Formulas are ordinary PHP classes under app/Model/DecayingModelsFormulas/. To add a custom
decay behaviour, drop in a new class that extends the decaying-model base class and implements the
score/decayed logic; it appears in the formula dropdown automatically. This is an advanced, code-
level extension.

Mapping models to attribute types

A model only applies to the attribute types you associate with it. The Decaying Tool shows a matrix of
attribute types against models, letting you link each model to the types it should score (for example, a
phishing model applies to domain, hostname, url, ip-dst, and so on). Default models carry their applicable
types built in; models you create store their type associations separately, which you edit from the tool.

Simulating and previewing a model

Before enabling a model you can simulate it. The model editor includes a simulation view that plots
the score over time as an interactive chart, so you can see the effect of your lifetime, decay speed and
threshold choices. You can drive the simulation two ways:

« By REST search — score a set of real attributes matching a filter (tags, to_ids, and so on), and
« By specific attribute — score a single attribute by ID or UUID.

The simulation also shows the base-score computation steps and lets you override model parameters on
the fly, so you can tune a model against your own data before committing it.

Using decay scores in queries and the event view

Decay scores are exposed through the REST API’s attribute and event search (restSearch) with these
filters:

Filter Effect

includeDecayScore Attach the decay score(s) to each returned at-
tribute.

includeFullModel Include the full model definition alongside each

score, not just its id/name.

decayingModel Restrict scoring to a specific model.
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Filter Effect

excludeDecayed Drop attributes that are decayed under all their
applicable models (implies includeDecayScore).

modelOverrides Override threshold, lifetime or decay speed
for this query only.

score Shortcut to override the threshold for this query.

Each returned score contains the numeric score, the base score, the decayed boolean, and the model it
came from. This makes it straightforward to, for example, export only the indicators that are still relevant
for detection (excludeDecayed), rather than everything ever recorded.

In the web interface, the event view has an Include Decay Score toggle in the attribute filter/query-
builder. Enabling it adds a decay-score column to the attribute list so you can see, per indicator, how
relevant it currently is.

Ownership, sharing and default models

Models fall into a few categories, reflected by the filters in the model index:

« My models — models your organisation created.

+ Shared models — models flagged to be usable by every organisation on the instance.

+ Default models — models shipped with MISP. These can be enabled/disabled and shared, but their
formula and parameters are locked (they are maintained upstream).

A model is editable by a site admin, or by a user with the Decaying Model Editor permission when the
model belongs to their organisation and is not a default model.

Import, export and updating defaults

You can export a model as JSON and import one from JSON (the import is always brought in as a
non-default model owned by your organisation). Default models can be updated from the upstream misp-
decaying-models collection: MISP upserts models by UUID and upgrades those whose shipped version
is newer than the local copy.

Q Tip

Decay scoring is computed at read time and can be CPU-intensive on large result sets. Enable
includeDecayScore (and related options) deliberately on big exports, and lean on excludeDecayed /
model thresholds to keep result sets focused. A workflow action module, Attach decay score, is also
available to attach scores as part of a workflow.
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21. Delegation

In information sharing, the privacy of the reporting organization can be important in cases such as:

« when an incident should not be linked to a potential victim.
« when you want to avoid linking a specific organization to the shared information.

MISP includes a delegation feature that lets another organization publish an event on your behalf and
removes the direct link between the shared information and your organization. If you want to publish an
event without your organization being tied to it, you can delegate publication to another organization.
That organization becomes the owner of the event. You can delegate only to local target organizations
not to remote ones.

>

Warning

You need a role with Delegation access to delegate an event.

Warning

You must also enable the MISP.delegation parameter on your instance.

21.0.1 Send a delegation request

To do this, you first need to set the event distribution to Your organization only.
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View Correlation Graph

View Event History

Edit Event

Delete Event
Add Attribute

Add Object

Add Attachment
Add Event Report
Populate from...
Enrich Event

Merge attributes from...

Publish Event
Publish (no email)
Delegate Publishing
Publish event to ZMQ
Contact Reporter

Download as...

Add Event to Collection

List Events

Add Event

Otherwise, the delegation option will not be available.
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View Correlation Graph

View Event History

Edit Event

Delete Event

Add Attribute

Add Object

Add Attachment
Add Event Report
Populate from...
Enrich Event

Merge attributes from...

Publish Event
Publish (no email)
Publish event to ZMQ
Contact Reporter

Download as...

Add Event to Collection

List Events

Add Event
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1 Note

The “distribution must be Your organization only” restriction is lifted if the site administrator has
enabled the MISP.unpublishedprivate setting on the instance. When that setting is on, an event
with any distribution level can be delegated.

An event can only have one pending delegation request at a time. If you need to change the target
organization or the requested distribution, discard the existing request first, then create a new one.
When you click Delegate Publishing, a pop-up appears.

Delegate the publishing of the Event to another organisation

arning: You are about to request another organisation to take ownership of this event.
Target Organisation

Setec Astronomy v

Desired Distribution

Recipient decides v

o

Here you can choose the following options: - The organization to which you want to
delegate the event. In this example, we ask Setec Astronomy to publish the event for
us. - The distribution option you would like to request for the event. You can let the
recipient organization choose if you do not mind. In this example, we request All commu-
nities, but this is only a suggestion and the recipient can still change the distribution later.

Delegate the publishing of the Event to another organisation

arning: You are about to request another organisation to take ownership of this event.
Target Organisation

Setec Astronomy v

Desired Distribution

All communities v

o
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- An optional free-form message to the recipient organization.

Delegate the publishing of the Event to another organisation

arning: You are about to request another organisation to take ownership of this event.

Target Organisation

Setec Astronomy v
Desired Distribution

All communities v

Please publish this on our behalf so our organisation is not linked to it.

o

Once the request is sent, a message appears on the event to remind you that the request is pending.

Delegation request You have requested that Setec Astronomy take over this event. (View request details)

You can  also view  more details by  clicking  View  request  details.

Event Delegation

Request details
Your organisation Is requesting Setec Astronomy to
take over this event.

The desired distribution level is All communities

Message from requester
Please publish this event on our behalf so our

organisation is not linked to It.

Discard Cancel

b d
You can discard the request yourself by using either this pop-up or the link in the left-side menu.

Both the requesting and the recipient organization can review pending delegations at any time from the
top navigation bar under Global Actions — View delegation requests (labelled Delegation Requests),
which lists every request awaiting action.
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Answer a delegation request

As the recipient organization, you receive the delegation request. You are notified by a red envelope in

Setec Publisher

the upper-right corner of the screen.
Open Global Actions — View delegation requests to see every event that other organizations
want to delegate to your organization. In this example, there is a single request from Acme Factory.
Id Requester  Recipient

Eventid Eventinfo Message

3 Acme Factory Setec Astronomy 7191 Delegation demo: publish on our behalf Please publish this event on our behalf so our organisation is not linked to it

Opening the event shows its metadata, including a banner about the pending delegation.

Event ID

uuiD

Source Organisation
Member Organisation

Protected Event
(experimental) @

Tags

Date
Threat Level
Analysis

Distribution

Published

#Attributes

First recorded change
Last change

Modification map

Sightings

Delegation request

7191
7d2bc8ce-99c6-4cfd-a7{6-80408303088f IF
Acme Factory

Acme Factory

& Event is in unprotected mode.

TLP

2026-07-09
= Medium

Ongoing

o<

Your organisation only I
2 (0 Objects)
2026-07-09 11:36:43

2026-07-09 11:36:43

0 (0) - restricted to own organisation only. /#

Acme Factory has requested that you take over

is event. (View request details)

Correlation Enabled
Click View request details to see the full request — the re-
questing  organization, the  distribution level it  suggested, and its  message.
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Event Delegation

Request details
Acme Factory Is requesting your organisation to
take over this event.

The desired distribution level is All communities

Message from requester

Please publish this event on our behalf so our
organisation is not linked to it.

|- |
If your role includes publishing rights, you can manage the delegation request by
using one of the two links in the Ileft-side menu. You can either discard it:

Delete Delegation Request

Are you sure you would like to discard the request by

Acme Factory to take ownership of Event #71917

Or accept it:
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Accept Delegation Request

Are you sure you would like to accept the request by
Acme Factory to take ownership of Event #71917

. _J
Note that the distribution requested by the original sender is not applied automatically. If the setting is
not changed, the event remains distributed only to your own organization.
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22. Best Practices

The following page hosts some best practices for the usage of the MISP platform. For generic threat
intelligence practices, please refer to MISP project - best practices in threat intelligence.

Tagging
Tagging at event level versus tagging at attribute level

You can add tags to an entire event. For a more fine-grained specification tags can also be placed at
attribute level. This allows the user to put a more detailed and selective view on each attribute. If a tag
applies to all or most attributes in the event, the best practice is to only include a specific tag for the
attributes when they are an exception from the tag set at event level. In the below screenshot you see an
example of the best practice, the tlp:white tag is only set at the event level.

Good practice tagging event Related Events

Event ID 1278

uuin 040-ebedianidss O S
Creator org

Qwnar arg

Creator ugsr :
Tage & toownite B
Dats 2021-02-28

Threst Level % Hig

Analysia ciial

Distribution

mro

#atirbutas

First récoroea cnangs

Last changs

Modification map

siphtings 0.00) - resiricted 1o

—Pivols —Galaxy Evenigraph -FEventimeline -+ Comelation graph  4-ATTACK maix +Eventreparts —ABrdbutes — Discussian

1278: Good p._

Galaxies

@ ]2}

=  WDelsted B2 Decayscom M SightingDE @ Conexd  "T"Redwied Tage T Fillaring inal

[ Datst org Catagory Typs alug Tage Galaxiss Comment Comslste  Relsted Events  Fead hits
O 710228 External analysis link s iwitter comArkbind_SOLGistatus1 3455631857 25242573 =2Em
O 20210228 External analysis link ip:fichuongong comlinsverests Henginsering 2021/0103 BabukRaream | [ PR

Figure 22.1: Screenshot of event tagged with tlp:white, no tlp:white tag set at attribute level
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In the next screenshot you see a bad practice example. The
tlp:white tag is added to both the event and all the attributes.

Bad practice tagging event Related Events

EventID 1278 . ‘

uuip 2ef;

Creator org
Cwmar arg
Craator ussr

Tage

Date
Threat Level R/ High
anaryais il

Distribution

#atiributes

First recorded changs

Last changs

Modification map
sightings 0 (0] - restricted to own organisation anly. /&

—Pivole =—Galary Evenigraph +Eveni imeline =+Comsistion graph  ++ATTRCK matix =+Event reports = Aliibutes = Disruission

1278: Bad pr...

Galaxies

@ ]2}

m Soopeioggle =  Wieletsd B Decayscos 4 SiphingD8 @ Coniext % Relmied Tags T Filiering tool
5 org S— =

O Dats f Ci Type Tage Galaxles Comment Correlate Redated Events Fead nitg
O 2z 2 45 [] tie-wiits
8
0O 020228 2 256 0z [E] tipownits |
2
O = 2 = " p:muen
(1
O = 2 E fip-whits

Minimal subset of tags to use for each event
Traffic Light Protocol

TLP-Tags: TLP utilizes a simple four color schema for indicating how intelligence can be shared.

Confidence

There are huge differences in the quality of data and in how well it was vetted before sharing.
Communicate your confidence explicitly so recipients can weight the intelligence accordingly. Common
vocabularies are the estimative-language taxonomy (confidence in an analytic judgement) and the admi-
ralty-scale taxonomy (source reliability and information credibility).

Origin
information-origin: Describes where the information came from — for example whether it was produced

in an automated fashion or through manual investigation. This gives an impression of how much the
intelligence should be trusted, as manual investigation generally supersedes automatically generated data.

Permissible Actions Protocol

PAP-Tags: An even more advanced approach of data classification is using the Permissible Actions
Protocol. It indicates how the received data can be used to search for compromises within the individual
company or constituency.

Setting distribution
Similar to tagging, inheritance should be used wherever possible. This is especially important when using

sharing groups due to limit the impact of sharing group usage on performance. Note that for distribution,
the event or object distribution of the attribute should be the same or less restrictive than the attribute
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distribution. Below are two good practice examples, the first using community distribution and the second
using sharing groups. Note that a combination of the two can be used as well.

Good practice distribution event Related Events
Event ID 1270 @ O Bk Rensomas
uuID 2efeB215-4c03-4743-3040-fe0e03za0402 [

Creator org Setec Astronomy
Owner org Setec Astronomy
Creator user adming@admin.test
Tags [ tip-white [

Date 2021-02-28

Threat Level R High
Analysis Initial
Distribution This commwnity only -I 0=
Info Good practice distribution event
Published No
#Attributes

First recorded change 202
Last change 2021-02-22 16:32:24

WModification map

Sightings 0 (0} - restricted to own organisation only. &

=Fivols =Galzxy *+Eventgraph ++Eventtmeiine ++Comelafiongraph +ATTECKmatrix +Eventrepots =Afiibutes =Discussion

Galaxies

mm

previous | next view a

m Scopefoggle~  @Deleted  [2Decayscore  FSightngDE @ Conted  %"RelatedTags Y Filtering ool Enter value &

[ Date® Org Category Type  Value Tags Galaxies ~ Comment  Comelate Related Feed IDS Distribufion
Events  hits

[ 20210228 Other comment Warninglist should be renamed to prevent-copsiedist [0 Orgznisation
2 -]

[ 2021-02-28 External analysis link hitps-/itwitter.com/Arkbird_SOLGlststus/1345562305725242373 m 1208 O Inhet

[] 2021-02-22 External analysis link nuongdong.comifreversa%20engineering/2021/01/03/BabukRanso E 1200 O Innert
mware

[ 2021-02:28 Payload defivery sha255  8203c2f0ecd3aebflch3247aTdToi35e55038230607c850bdb ScRR0457 m 1208 O Inhert

Figure 22.2: Screenshot of good practice event with this community distribution at event level and only
one attribute set to your organisation only distribution
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Good practice distribution event example - sharing group case Related Events

Event D

uuin
Creator org
wmar org
creator uger
Tage

Dats

Threat Level
Anaiysie
Districution

nfo
Published
#atirioutes

First rscordsd changs

Last changs
Woarcation map

sightings 0(0) - resiricied 1o own organisasion anly. &

=Pivats =Galaxy +Evenigraph =Eventtimeine +-Comelation graph +ATTACK maiiix =+Eventreparis = Arbutes = Discussion

1278: Good p...

Galaxies

@ ]2}

n Scopeloggie - WDelelsd B2 Decayswoe M SightingD8 @ Conexd - Relsted Tags T Fitering toci Enter valus

O Datet org  Calsgory Type Valug Tage Galsxdes  Comment Corelats  Related Events  Fead hifs DS Distribution

O 20210228 Tageingdats  emall-address:  adminiedmin lest o her
. S—
O 20210220 External analysis ink il it comlArkL 572524273 mm 1209 o herit

O 20210228 Extemal analysis link 1 g camil R &+ | & -] 1208 o heit
O 2102 Payload defivery  sha256 ecilaeGlckiZ TaTdTbI SeBEe e a0 Tcasasornasst [N PP 1209 o Therit
-
O 20210228 Paylond defivery  mdS 10713040 5ME357 675 4dB0SbecaTT mm 1209 o rherit
O 20210228 Ot camment Waminghst shoukd b renarmed ta prevent aoosie st o Subsel_sharing_graus
&3+

Figure 22.3: Screenshot of good practice event example with sharing group usage - inheritance is used
where possible and only one attribute is set to a more restrictive sharing group

In the next to screenshots, you can see the equivalent bad practice examples.
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Bad practice distribution event example Related Events

Event D 1279

i Felcfi? | B-dcha-di45 2040 fcbedtantdas B R
Creator org
Cwmer arg
Creator ussr
Tage

Date

Threat Level

Lnalysla il

Distriution

info
Pubished Ho
aatiributas. (1 Object}

First recorged change 202

Last changs 2021
Modification map

sightings

o

imasion arly.

() - restricied 1o own org

=Pivols =Galaxy =+Evenigraph +Eventfimeline +Comelation graph <+ ATTACK matrix -+ Event repors == Aliributes = Discyssion

1278 Bad pr__

Galaxies

mm

-m Scope toggie ~  WDsieted B2 Decaysom M SighingDE @ Context %" Reiated Tage Y Fitering toal En

[0 Datet org  Category Type alug Tage Galaxles  Comment Correlate  Related Events  Fead hife DS Distibution

o 2210228 Payload mis E54JE00bedTT (&2 -] o Community
O 0210228 Payload delivery  sha2SE 0E0cHIZATaTd Tbib3EaS5-IFaD 5 5 m 1209 o Cornmunity

O 20210228 e comment "Waminglst should be renamer 1 prevent aopsie-list & pred x o
3+|3

1208 o Cormmunity

B 1208 O Communy

O 0210228

O 20210228

0O 20210228

emall-aooress; sdmini@admnlest m o Cornmunity

target-ema

Figure 22.4: Screenshot of bad practice event example - distribution inheritance is not used
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Bad practice distribution event example - sharing group case Related Events

EventiD 1278

OSINT - Babuk R .
L 4
uuID af e
Creator org
Owmsr arg
Creator ussr adminGachmin test
Tage B tevne B
Date 0210228
Threst Laval 2 Hig
Znalysia
Distrioution
| P
info :
Publishad
#atinibutas
First racorsed change
Lest changs 02102
Modification map
signtinge 010) - resiricied 1o own organisatian only. &
—Pivols —Galary +Evenigraph +Eventlimeline -+ Corelation graph +ATTACK matrix +Event reports — Aliibutes  — Discussion
1279 Bad pr._.
Galaxies
@ ]2.]
m Scopsfoggle ~  WDeleled b2 Decaysom M SightingD8 @ Conexd o~ Relsted Tags Y Filteing tool
O Dats g Galaxisa  Commen t Comslats  Relsted Events  Fesd hits DS Distribution
o mmen 0.1z ] o
O 20214022 & 203 o () OO 1208 o
-
O 2o External analysis ik e ergineering 2021101 D BabukR [a+]2 ] o
O 21020 oo s ? Arbi]_SOL Gl 1045508085 72524237 [a+]2 ] 1208 5
O 20210628 Tageingdata  emall-a0dress:  admin@edmin lest [a.]2] o
ek e
s 7
O 2020228 Ores comment Warningést should be renamed to prevent-oopsie fist S Bprsd x o
&+|a -]

Figure 22.5: Screenshot of bad practice event example using sharing groups - Instead of using inheritance
the same sharing group as the one set at event level is also specifically set for most attributes

Use objects instead of combined attributes

Some attributes like filename|sha512 and ip-dst|port now have equivalent objects such as file and ip-port.
Using the object equivalent of attributes is recommended. It gives flexibility to add more context later and
groups all the relevant attributes related to one concept, for example a file, together.

Use proposals when possible to request author to make changes
to an event

If possible, use proposals when you want to inform the original analyst/author (e.g. a security vendor
or a CSIRT) about a specific mistake or error which needs to be corrected. The advantages of using the
proposal system include the lack of a need to create a new event as well as the process itself being very
simple and fast.

Make use of the 2.5 collaboration and lifecycle features

MISP 2.5 adds several capabilities that materially improve the quality and longevity of shared intelligence.
Build them into your day-to-day workflow.

- Report sightings. When you observe an indicator (or confirm it is a false positive), record a sighting.
Sightings keep indicators current, feed reputation back to the author, and are the raw signal that
decaying models consume. This is far more valuable than silently consuming a feed.

+ Prefer decaying models over manual to_ids toggling. Rather than flipping the IDS flag by hand
as indicators age, let decaying models score them over time and filter your exports on the decay score.
This keeps detection content fresh automatically and consistently.
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+ Add context with Analyst Data instead of altering others’ events. Use Notes, Opinions and
Relationships to attach your assessment, a second opinion, or a link to related material without needing
to own or copy the event. Reserve proposals for correcting factual errors; use an Opinion to express
(dis)agreement, and a Note to add analysis.

» Record temporal context with first_seen / last_seen. Where an indicator’s activity window is
known, set the first_seen/last_seen fields so downstream consumers can reason about timelines rather
than just presence.

« Keep correlations meaningful. Disable correlation on intrinsically noisy attributes, and maintain
correlation exclusions for known-benign values (your own infrastructure, popular CDNs, sinkholes).
Over-correlating values dilute the value of the correlation graph for everyone.
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23. Categories and Types

23.0.1 Attribute Categories vs. Types

1 Note

This reference is derived from MISP’s own Attribute: : categoryDefinitions and typeDefinitions
(the authoritative category type mappings). To keep it from drifting, regenerate it from a running
instance via GET /attributes/describeTypes.json (or the bundled describeTypes.json) rather
than editing cells by hand. It reflects MISP 2.5.42 (16 categories, 194 types).

Cate- Antivirus Artifacts Attribution External Financial Internal ref-
gory detection dropped analysis fraud erence

AS X

aba- X
rtn

anonymised X X X X X X

at- X X X
tach-
ment

au- X
then-
tihash

azure-
ap-
plica-
tion-

id

bank- X
ac-

count-

nr

bic X
bin X
boolean

bro X

btc X
cam- X

paign-

id

cam- X

paign-
name
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Cate- Antivirus Artifacts Attribution External Financial Internal ref-
gory detection dropped analysis fraud erence

cc- X
num-
ber

cd- X
hash

chrome-

exten-

sion-

id

com- X X X X X X
ment

com- X
mu-

nity-

id

cookie X
cortex X
counter

coun-
try-
of-
resi-
dence

cpe X
dash X

date-
of-
birth

date-
time
dkim
dkim-
signa-

ture

dns- X
soa-
email

dom- X
hash

do- X
main

do- X
main|

ip
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Artifacts
dropped

Cate- Antivirus
gory detection

Attribution

External
analysis

Financial
fraud

Internal ref-
erence

edge-
exten-
sion-
id
email

email-
at-
tach-
ment

email-

body

email-

dst

email-
dst-
dis-
play-
name

email-header

email-

mes-

sage-

id

email-
mime-bound-

ary

email-

reply-
to

email-
src

email-
src-
dis-
play-

name

email-
sub-
ject

email-thread-
index

email-

x-

mailer

eppn
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Cate- Antivirus
gory detection

Artifacts
dropped

Attribution External Financial Internal ref-
analysis fraud erence

favi-
con-
mmh3

file-
name

file-
name-
pat-
tern

file-
name|
au-
then-
tihash

file-
name|
imp-
fuzzy

file-
name|
im-
phash
file-

name|
md5

file-
name|
pe-
hash

file-
name|
shal

file-
name|sha224

file-
name|sha256

file-
name|sha3-224

file-
name|sha3-256

file-
name|sha3-384

file-
name|sha3-512

file-
name|sha384
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Cate- Antivirus Artifacts Attribution External Financial Internal ref-
gory detection dropped analysis fraud erence

file- X
name|sha512

file- X
name|sha512/224

file- X
name|sha512/256

file- X
name|
ss-

deep

file- X
name|

tlsh

file- X
name|

vhash

first-
name
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frequent-
flyer-
num-

ber
full-

name

gen-
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git- X
com-
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github-

or-

gani-
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github- X

repos-
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github-
user-
name

hassh- X
md5

hasshserver- X
md5
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Cate- Antivirus Artifacts Attribution External Financial Internal ref-
gory detection dropped analysis fraud erence

hex X X X X

host- X
name

host-
name|
port

http-method
iban X

iden-
tity-

card-
num-

ber

imp- X
fuzzy

im- X
phash

inte-

ger

ip-dst X

ip-dst]| X
port

ip-src X

ip-src| X
port
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date-
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print-
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jab-

ber-id
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last-
name

154



23.0 Make use of the 2.5 collaboration and lifecycle features

155

Cate- Antivirus
gory detection

Artifacts
dropped

Attribution

External
analysis

Financial
fraud

Internal ref-
erence

link

mac-
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dress

mac-
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mal-
ware-
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ple

mal-
ware-

type
md5
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name

mime-
type
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ap-
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tion-
id
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pipe
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X

X
X
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Artifacts
dropped

Internal ref-
erence

External Financial
analysis fraud

Attribution

coun-
try

pass-
port-
expi-
ration

pass-
port-
num-
ber

pat-
tern-
in-file

pat-
tern-
in-
mem-
ory

pat-
tern-
in-
traffic

pay-
ment-
details

pdb

pe-
hash

pgp-
pri-
vate-
key

pgp-
pub-
lic-
key

phone-
num-
ber

place-
of-
birth

place-
port-
of-
clear-
ance
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Artifacts
dropped

Cate- Antivirus
gory detection

Attribution

External
analysis

Financial
fraud

Internal ref-
erence

place-
port-
of-on-
ward-
for-
eign-
desti-
nation

place-
port-
of-
orig-
inal-
em-
barka-

tion
port

pri-
mary-
resi-
dence

process- X
state

prtn

re-
dress-
num-

ber

>

regkey

=

regkey]|
value

shal
sha224
sha256
sha3-224
sha3-256
sha3-384
sha3-512
sha384
sha512
sha512/224
sha512/256

HKoX X X X X X X X X X X

sigma
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Cate-
gory

Antivirus
detection

Artifacts
dropped

Attribution

External
analysis

Financial
fraud

Internal ref-
erence

size-
in-
bytes

snort

spe-
cial-
ser-
vice-
re-
quest

ss- X
deep

ssh-
fin-
ger-
print

stix2- X
pat-
tern

suri-
cata

tar-
get-
email

tar-
get-
exter-
nal

tar-
get-
loca-
tion

tar-
get-
ma-
chine

tar-
get-
org
tar-
get-
user

telfthash X
text X X

threat-
actor
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Artifacts
dropped

Cate- Antivirus
gory detection

Attribution

External Financial
analysis fraud

Internal ref-
erence

tlsh

travel-
details

twit-
ter-id

uri
url

user-
agent

uuid
vhash X

visa-
num-
ber

vul-
nera-
bility
weak-
ness

whois-
cre-
ation-
date

whois-
regis-
trant-
email

whois-
regis-
trant-
name

whois-
regis-
trant-
org

whois-
regis-
trant-
phone

whois-
regis-
trar

win- X
dows-

sched-
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Cate- Antivirus Artifacts Attribution External Financial Internal ref-
gory detection dropped analysis fraud erence

uled-
task

win- X
dows-

ser-

vice-

dis-

play-

name

win- X
dows-

ser-

vice-

name

x509- X X X
fin-

ger-

print-

md5

x509- X X X
fin-

ger-

print-

shal

x509- X X X
fin-

ger-

print-sha256

xmr X
yara X
zeek X

Cate-  Network ac- Other Payload de- Payload in- Payloadtype Persistence
gory tivity livery stallation mechanism

AS X X

aba-
rtn

anonymised X X X X X X

at- X X X
tach-
ment

au- X X
then-
tihash

azure- X X

ap-

plica-
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Cate-  Network ac- Other Payload de- Payload in- Payloadtype Persistence
gory tivity livery stallation mechanism

tion-
id

bank-
ac-
count-
nr

bic

bin

boolean X
bro X

btc

cam-
paign-
id
cam-
paign-
name
cc-
num-
ber

cd- X X
hash

chrome- X X

exten-

sion-

id

com- X X X X X X

ment

com- X
mu-

nity-

id

cookie X
cortex

counter X

coun-
try-
of-
resi-
dence

cpe X X X
dash
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Cate-  Network ac- Other Payload de- Payload in- Payloadtype Persistence
gory tivity livery stallation mechanism

date-
of-
birth

date- X
time

dkim X

dkim- X
signa-
ture

dns-
soa-
email

dom- X
hash

do- X X
main

do- X

main|

ip

edge- X X
exten-

sion-

id

email X X

email- X
at-

tach-

ment

email- X
body

email- X X
dst

email- X
dst-

dis-

play-

name

email-header

email- X
mes-

sage-

id

email- X
mime-bound-

ary
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Cate-  Network ac-
gory tivity

Payload de-

livery

Payload type

Persistence
mechanism

email-

reply-
to

email-
src

email-
src-
dis-
play-

name

email-
sub-
ject

email-thread-
index

email-
x-
mailer

eppn

favi-
con-
mmh3

file-
name

file-
name-
pat-
tern

file-
name|
au-
then-
tihash

file-
name|
imp-
fuzzy
file-
name|
im-
phash
file-

name|
md5

file-

name|

X
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Cate-  Network ac- Other Payload de- Payload in- Payloadtype Persistence
gory tivity livery stallation mechanism

pe-
hash

file- X X
name|
shal

file- X X
name|sha224

file- X X
name|sha256

file- X X
name|sha3-224

file- X X
name|sha3-256

file- X X
name|sha3-384

file- X X
name|sha3-512

file- X X
name|sha384

file- X X
name|sha512

file- X X
name|sha512/224

file- X X
name|sha512/256

file- X X
name|
ss-

deep

file- X X
name|

tlsh

file- X X
name|

vhash

first-
name

float X

frequent-
flyer-
num-

ber

full-

name
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Cate-  Network ac- Other Payload de- Payload in- Payloadtype Persistence
gory tivity livery stallation mechanism

gen-
der

gene

git-
com-
mit-id
github-
or-
gani-
sation
github-
repos-
itory
github-
user-
name

hassh- X X
md5

hasshserver- X X
md5

hex X X X X X

host- X X
name

host- X X
name|
port

http-method X
iban

iden-

tity-

card-

num-
ber

imp- X X
fuzzy

im- X X
phash

inte- X
ger

ip-dst X X

ip-dst| X X
port

ip-src X X
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Cate-  Network ac- Other Payload de- Payload in- Payloadtype Persistence
gory tivity livery stallation mechanism

ip-src] X X
port

issue-

date-

of-

the-

visa

jas- X X
fin-

ger-

print-

md5

jab-

ber-id

jarm- X X
fin-

ger-

print

kusto-

query

last-

name

link

mac- X
ad-

dress

mac- X X
eui-64

mal- X X
ware-

sam-

ple

mal- X X
ware-

type

md5 X X
mid-

dle-

name

mime- X X
type

bile-
ap-
plica-
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Network ac- Other

tivity

Cate-
gory

Payload de-

livery

Payload in-
stallation

Payload type

Persistence
mechanism

tion-
id

mutex

named
pipe
na-
tion-
ality

onion- X X
ad-
dress

other X X X X X

pas-
sen-

ger-
name-record-
loca-

tor-

num-

ber

pass-

port-

coun-
try

pass-
port-
expi-
ration

pass-
port-
num-
ber

pat- X X X
tern-

in-file

pat- X
tern-

in-

mem-

ory

pat- X X X
tern-

in-

traffic

pay-

ment-
details
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Cate-  Network ac- Other Payload de- Payload in- Payloadtype Persistence
gory tivity livery stallation mechanism

pdb

pe- X X
hash

pgp- X
pri-
vate-

key

pgp- X
pub-

lic-

key

phone- X
num-

ber

place-
of-
birth

place-
port-
of-
clear-
ance

place-
port-
of-on-
ward-
for-
eign-
desti-
nation

place-
port-
of-
orig-
inal-
em-
barka-

tion
port X X

pri-
mary-
resi-
dence

process-
state

prin

re-
dress-

168



23.0 Make use of the 2.5 collaboration and lifecycle features 169

Cate-  Network ac- Other Payload de- Payload in- Payloadtype Persistence
gory tivity livery stallation mechanism

num-
ber

regkey X

regkey]| X
value

shal
sha224
sha256
sha3-224
sha3-256
sha3-384
sha3-512
sha384
sha512
sha512/224
sha512/256

XXX X X X X X X X X X
XX X X X X X X X X X X

sigma

size- X
in-

bytes

snort X

spe-
cial-
ser-
vice-
re-
quest

Ss- X X
deep

ssh- X
fin-

ger-

print

stix2- X X X
pat-
tern

suri- X
cata

tar-
get-
email
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Cate-  Network ac- Other Payload de- Payload in- Payloadtype Persistence
gory tivity livery stallation mechanism

tar-
get-
exter-
nal

tar-
get-
loca-
tion

tar-
get-
ma-
chine

tar-
get-
org

tar-
get-
user

telfhash X X
text X X X X X X

threat-
actor

tlsh X X

travel-
details

twit-
ter-id

uri X
url X

user- X X
agent

uuid X
vhash X X

visa-
num-
ber

vul- X X
nera-
bility

weak- X X
ness

whois-
cre-
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Cate-  Network ac- Other Payload de- Payload in- Payloadtype Persistence
gory tivity livery stallation mechanism

ation-
date

whois- X
regis-
trant-
email

whois-
regis-
trant-
name

whois-
regis-
trant-
org

whois-
regis-
trant-
phone

whois-
regis-
trar

win-
dows-
sched-
uled-
task

win-
dows-
ser-
vice-
dis-
play-
name

win-
dows-
ser-
vice-
name

x509- X X X
fin-

ger-

print-

md5

x509- X X X
fin-

ger-

print-

shal
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Cate-  Network ac- Other Payload de- Payload in- Payloadtype Persistence
gory tivity livery stallation mechanism
x509- X X X

fin-

ger-

print-sha256

xmr

yara X X
zeek X

Category Person Social network  Support Tool Targeting data

AS

aba-rtn

anonymised X X X X
attachment X
authentihash

azure-application-id

bank-account-nr

bic

bin

boolean

bro

btc

campaign-id

campaign-name

cc-number

cdhash

chrome-extension-id

comment X X X X
community-id

cookie

cortex

counter

country-of-residence X

cpe

dash

date-of-birth X

datetime

dkim
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Category Person Social network Support Tool Targeting data

dkim-signature

dns-soa-email

dom-hash

domain

domainl|ip

edge-extension-id

email X X
email-attachment

email-body

email-dst X
email-dst-display-name

email-header

email-message-id

email-mime-boundary

email-reply-to

email-src X
email-src-display-name

email-subject

email-thread-index

email-x-mailer

eppn X
favicon-mmh3

filename

filename-pattern

filenamel|authentihash

filename|impfuzzy

filename|imphash

filename|lmd5

filename|pehash

filename|shal

filename|sha224

filename|sha256

filename|sha3-224

filename|sha3-256

filename|sha3-384
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Category Person Social network Support Tool Targeting data

filename|sha3-512
filename|sha384
filename|sha512
filename|sha512/224
filename|sha512/256
filename|ssdeep
filename|tlsh

filename|vhash

first-name X
float
frequent-flyer-number X
full-name X
gender X
gene

git-commit-id

github-organisation X
github-repository X
github-username X
hassh-md5

hasshserver-md5

hex X
hostname

hostname|port

http-method

iban

identity-card-number X
impfuzzy

imphash

integer

ip-dst

ip-dst|port

ip-src

ip-src|port

issue-date-of-the-visa X

ja3-fingerprint-md5
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Category

Person

Social network  Support Tool

Targeting data

jabber-id
jarm-fingerprint
kusto-query
last-name

link

mac-address
mac-eui-64
malware-sample
malware-type

md5

middle-name
mime-type
mobile-application-id
mutex

named pipe
nationality
onion-address
other
passenger-name-record-locator-number
passport-country
passport-expiration
passport-number
pattern-in-file
pattern-in-memory
pattern-in-traffic
payment-details
pdb

pehash
pgp-private-key
pgp-public-key
phone-number
place-of-birth
place-port-of-clearance

place-port-of-onward-foreign-destina-
tion

place-port-of-original-embarkation

XXX X X

XXX X X X

>
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Category Person Social network Support Tool Targeting data
port
primary-residence X

process-state
prtn
redress-number X
regkey
regkey|value
shal

sha224

sha256
sha3-224
sha3-256
sha3-384
sha3-512
sha384

sha512
sha512/224
sha512/256
sigma
size-in-bytes
snort
special-service-request X
ssdeep
ssh-fingerprint
stix2-pattern
suricata
target-email
target-external
target-location
target-machine

target-org

XXX X X X

target-user
telthash
text X X X

threat-actor
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Category Person Social network Support Tool Targeting data

tlsh

travel-details X
twitter-id X
uri

url

user-agent

uuid

vhash

visa-number X
vulnerability

weakness

whois-creation-date

whois-registrant-email X
whois-registrant-name

whois-registrant-org

whois-registrant-phone

whois-registrar

windows-scheduled-task
windows-service-displayname
windows-service-name

x509-fingerprint-md5

x509-fingerprint-shal

x509-fingerprint-sha256

xmr

yara

zeek

Categories

« Antivirus detection: All the info about how the malware is detected by the antivirus products

« Artifacts dropped: Any artifact (files, registry keys etc.) dropped by the malware or other modifica-
tions to the system

« Attribution: Identification of the group, organisation, or country behind the attack

« External analysis: Any other result from additional analysis of the malware like tools output

« Financial fraud: Financial Fraud indicators

« Internal reference: Reference used by the publishing party (e.g. ticket number)

« Network activity: Information about network traffic generated by the malware

« Other: Attributes that are not part of any other category or are meant to be used as a component in
MISP objects in the future

« Payload delivery: Information about how the malware is delivered

- Payload installation: Info on where the malware gets installed in the system
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« Payload type: Information about the final payload(s)

+ Persistence mechanism: Mechanisms used by the malware to start at boot
« Person: A human being - natural person

« Social network: Social networks and platforms

« Support Tool: Tools supporting analysis or detection of the event

« Targeting data: Internal Attack Targeting and Compromise Information

Types

« AS: Autonomous system

« aba-rtn: ABA routing transit number

- anonymised: Anonymised value - described with the anonymisation object via a relationship

« attachment: Attachment with external information

+ authentihash: Authenticode executable signature hash

+ azure-application-id: Azure Application ID.

+ bank-account-nr: Bank account number without any routing number

« bic: Bank Identifier Code Number also known as SWIFT-BIC, SWIFT code or ISO 9362 code

« bin: Bank Identification Number

« boolean: Boolean value - to be used in objects

+ bro: An NIDS rule in the Bro rule-format

« btc: Bitcoin Address

« campaign-id: Associated campaign ID

+ campaign-name: Associated campaign name

+ cc-number: Credit-Card Number

« cdhash: An Apple Code Directory Hash, identifying a code-signed Mach-O executable file

+ chrome-extension-id: Chrome extension id

« comment: Comment or description in a human language

« community-id: A community ID flow hashing algorithm to map multiple traffic monitors into common
flow id

+ cookie: HTTP cookie as often stored on the user web client. This can include authentication cookie or
session cookie.

« cortex: Cortex analysis result

« counter: An integer counter, generally to be used in objects

« country-of-residence: The country of residence of a natural person

+ cpe: Common Platform Enumeration - structured naming scheme for information technology systems,
software, and packages.

« dash: Dash Address

« date-of-birth: Date of birth of a natural person (in YYYY-MM-DD format)

+ datetime: Datetime in the ISO 8601 format

« dkim: DKIM public key

« dkim-signature: DKIM signature

+ dns-soa-email: RFC 1035 mandates that DNS zones should have a SOA (Statement Of Authority) record
that contains an email address where a PoC for the domain could be contacted. This can sometimes be
used for attribution/linkage between different domains even if protected by whois privacy

« dom-hash: A dom-hash algorithm is a structural fingerprint of an HTML Document Object Model
where all tag names are contained in a single string separated by a pipe. The truncated SHA252 value
by the first 32-character serves as fingerprint.

+ domain: A domain name used in the malware

+ domain|ip: A domain name and its IP address (as found in DNS lookup) separated by a |

+ edge-extension-id: A browser extension identifier (for example, a Microsoft Edge / Chromium exten-
sion ID)

« email: An email address

« email-attachment: File name of the email attachment.

+ email-body: Email body

+ email-dst: The destination email address. Used to describe the recipient when describing an e-mail.

« email-dst-display-name: Email destination display name

« email-header: Email header

+ email-message-id: The email message ID

+ email-mime-boundary: The email mime boundary separating parts in a multipart email
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« email-reply-to: Email reply to header

» email-src: The source email address. Used to describe the sender when describing an e-mail.

+ email-src-display-name: Email source display name

« email-subject: The subject of the email

« email-thread-index: The email thread index header

« email-x-mailer: Email x-mailer header

«+ eppn: eduPersonPrincipalName - eppn - the Netld of the person for the purposes of inter-institutional
authentication. Should be stored in the form of user@univ.edu, where univ.edu is the name of the local
security domain.

« favicon-mmh3: favicon-mmbh3 is the murmur3 hash of a favicon as used in Shodan.

« filename: Filename

« filename-pattern: A pattern in the name of a file

« filename|authentihash: A filename and Authenticode executable signature hash

+ filename|impfuzzy: Import fuzzy hash - a fuzzy hash created based on the imports in the sample.

+ filename|imphash: Import hash - a hash created based on the imports in the sample.

. filename|md5: A filename and an MD5 hash separated by a |

« filename|pehash: A filename and a peHash separated by a |

. filename|shal: A filename and an SHA1 hash separated by a |

« filename|sha224: A filename and a SHA-224 hash separated by a |

. filename|sha256: A filename and an SHA256 hash separated by a |

« filename|sha3-224: A filename and an SHA3-224 hash separated by a |

« filename|sha3-256: A filename and an SHA3-256 hash separated by a |

« filename|sha3-384: A filename and an SHA3-384 hash separated by a |

« filename|sha3-512: A filename and an SHA3-512 hash separated by a |

« filename|sha384: A filename and a SHA-384 hash separated by a |

« filename|sha512: A filename and a SHA-512 hash separated by a |

« filename|sha512/224: A filename and a SHa-512/224 hash separated by a |

« filename|sha512/256: A filename and a SHA-512/256 hash separated by a |

« filename|ssdeep: A checksum in ssdeep format

« filename|tlsh: A filename and a Trend Micro Locality Sensitive Hash separated by a |

« filename|vhash: A filename and a VirusTotal hash separated by a |

« first-name: First name of a natural person

« float: A floating point value.

+ frequent-flyer-number: The frequent flyer number of a passenger

« full-name: Full name of a natural person

« gender: The gender of a natural person (Male, Female, Other, Prefer not to say)

» gene: GENE - Go Evtx sigNature Engine

« git-commit-id: A Git commit ID.

+ github-organisation: A GitHub organisation

« github-repository: A Github repository

+ github-username: A GitHub user name

« hassh-md5: hassh is a network fingerprinting standard which can be used to identify specific Client
SSH implementations. The fingerprints can be easily stored, searched and shared in the form of an MD5
fingerprint.

+ hasshserver-md5: hasshServer is a network fingerprinting standard which can be used to identify
specific Server SSH implementations. The fingerprints can be easily stored, searched and shared in the
form of an MD?5 fingerprint.

+ hex: A value in hexadecimal format

+ hostname: A full host/dnsname of an attacker

+ hostname|port: Hostname and port number separated by a |

« http-method: HTTP method used by the malware (e.g. POST, GET, ...).

« iban: International Bank Account Number

« identity-card-number: Identity card number

« impfuzzy: A fuzzy hash of import table of Portable Executable format

+ imphash: Import hash - a hash created based on the imports in the sample.

- integer: A generic integer generally to be used in objects

« ip-dst: A destination IP address of the attacker or C&C server

« ip-dst|port: IP destination and port number separated by a |

« ip-src: A source IP address of the attacker

179



180 Chapter 23. Categories and Types

ip-src|port: IP source and port number separated by a |

issue-date-of-the-visa: The date on which the visa was issued

ja3-fingerprint-md5: JA3 is a method for creating SSL/TLS client fingerprints that should be easy to
produce on any platform and can be easily shared for threat intelligence.

jabber-id: Jabber ID

jarm-fingerprint: JARM is a method for creating SSL/TLS server fingerprints.

kusto-query: Kusto query - Kusto from Microsoft Azure is a service for storing and running interactive
analytics over Big Data.

last-name: Last name of a natural person

link: Link to an external information

mac-address: MAC address

mac-eui-64: MAC EUI-64 address

malware-sample: Attachment containing encrypted malware sample

malware-type:

md5: A checksum in MD5 format

middle-name: Middle name of a natural person

mime-type: A media type (also MIME type and content type) is a two-part identifier for file formats
and format contents transmitted on the Internet

mobile-application-id: The application id of a mobile application

mutex: Mutex, use the format <Mutex>

named pipe: Named pipe, use the format .<PipeName>

nationality: The nationality of a natural person

onion-address: Onion service (formerly known as “hidden service”) address

other: Other attribute

passenger-name-record-locator-number: The Passenger Name Record Locator is a key under which
the reservation for a trip is stored in the system. The PNR contains, among other data, the name, flight
segments and address of the passenger. It is defined by a combination of five or six letters and numbers.
passport-country: The country in which the passport was issued

passport-expiration: The expiration date of a passport

passport-number: The passport number of a natural person

pattern-in-file: Pattern in file that identifies the malware

pattern-in-memory: Pattern in memory dump that identifies the malware

pattern-in-traffic: Pattern in network traffic that identifies the malware

payment-details: Payment details

pdb: Microsoft Program database (PDB) path information

pehash: peHash - a hash calculated based of certain pieces of a PE executable file

pgp-private-key: A PGP private key

pgp-public-key: A PGP public key

phone-number: Telephone Number

place-of-birth: Place of birth of a natural person

place-port-of-clearance: The port of clearance

place-port-of-onward-foreign-destination: A Port where the passenger is transiting to
place-port-of-original-embarkation: The original port of embarkation

port: Port number

primary-residence: The primary residence of a natural person

process-state: State of a process

prtn: Premium-Rate Telephone Number

redress-number: The Redress Control Number is the record identifier for people who apply for redress
through the DHS Travel Redress Inquiry Program (DHS TRIP). DHS TRIP is for travelers who have
been repeatedly identified for additional screening and who want to file an inquiry to have erroneous
information corrected in DHS systems

regkey: Registry key or value

regkey|value: Registry value + data separated by |

shal: A checksum in SHA1 format

sha224: A checksum in SHA-224 format

sha256: A checksum in SHA256 format

sha3-224: A checksum in SHA3-224 format

sha3-256: A checksum in SHA3-256 format

sha3-384: A checksum in SHA3-384 format
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« sha3-512: A checksum in SHA3-512 format

« sha384: A checksum in SHA-384 format

« sha512: A checksum in SHA-512 format

+ sha512/224: A checksum in the SHA-512/224 format

« sha512/256: A checksum in the SHA-512/256 format

« sigma: Sigma - Generic Signature Format for SIEM Systems

. size-in-bytes: Size expressed in bytes

« snort: An IDS rule in Snort rule-format

« special-service-request: A Special Service Request is a function to an airline to provide a particular
facility for A Passenger or passengers.

« ssdeep: A checksum in ssdeep format

« ssh-fingerprint: A fingerprint of SSH key material

« stix2-pattern: STIX 2 pattern

« suricata: An IDS rule in Suricata rule-format

. target-email: Attack Targets Email(s)

. target-external: External Target Organizations Affected by this Attack

« target-location: Attack Targets Physical Location(s)

« target-machine: Attack Targets Machine Name(s)

. target-org: Attack Targets Department or Organization(s)

. target-user: Attack Targets Username(s)

« telfhash: telfhash is symbol hash for ELF files, just like imphash is imports hash for PE files.

« text: Name, ID or a reference

« threat-actor: A string identifying the threat actor

« tlsh: A checksum in the Trend Micro Locality Sensitive Hash format

« travel-details: Travel details

« twitter-id: Twitter ID

« uri: Uniform Resource Identifier

+ url: Uniform Resource Locator

+ user-agent: The user-agent used by the malware in the HTTP request.

+ uuid: A universally unique identifier referencing another object, event, or resource

+ vhash: A VirusTotal checksum

+ visa-number: Visa number

« vulnerability: A reference to the vulnerability used in the exploit

« weakness: A reference to the weakness (CWE) used in the exploit

« whois-creation-date: The date of domain’s creation, obtained from the WHOIS information.

« whois-registrant-email: The e-mail of a domain’s registrant, obtained from the WHOIS information.

« whois-registrant-name: The name of a domain’s registrant, obtained from the WHOIS information.

» whois-registrant-org: The org of a domain’s registrant, obtained from the WHOIS information.

« whois-registrant-phone: The phone number of a domain’s registrant, obtained from the WHOIS
information.

« whois-registrar: The registrar of the domain, obtained from the WHOIS information.

« windows-scheduled-task: A scheduled task in windows

« windows-service-displayname: A windows service’s displayname, not to be confused with the
windows-service-name. This is the name that applications will generally display as the service’s name
in applications.

» windows-service-name: A windows service name. This is the name used internally by windows. Not
to be confused with the windows-service-displayname.

« x509-fingerprint-md5: X509 fingerprint in MD5 format

« x509-fingerprint-shal: X509 fingerprint in SHA-1 format

« x509-fingerprint-sha256: X509 fingerprint in SHA-256 format

« xmr: Monero Address

« yara: YARA signature

« zeek: An NIDS rule in the Zeek rule-format
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24. Taxonomies

MISP supports a flexible mechanism for taxonomies of classification — curated sets of machine tags you
can enable, cherry-pick, and share across instances.

You can access the taxonomy by going into ‘Event Actions’ and select ‘List Taxonomies’. For fresh
install, make sure to click ‘Update Taxonomies’ to view available taxonomies.

A complete list of the available taxonomies PDF are available on the MISP project website.

D¢ Namespace Description Version Enabled Required Highlighted Active Tags Actions
1 CERT-XLM CERT-XLM Security Incident Classification. 2 x 0 0 5/37 [ 3 K3
2 DFRLab-dichotomies-of-disinformation DFRLab Dichotomies of Disinformation. 1 x m) m) 0/608 PEe
3 DML The Detection Maturity Level (DML) model is a capability maturity model for referencing ones 1 x m) @) 0/9 PEe
maturity in detecting cyber attacks. It's designed for organizations who perform intel-driven
detection and response and who put an emphasis on having a mature detection program.
5 access-method The access method used to remotely access a system. 1 x m) m)] 1/8 [ 4 K4
6 accessnow Access Now classification to classify an issue (such as security, human rights, youth rights). ~ 3 x m) 0 0/22 [ 2 Ko
7 action-taken Action taken in the case of a security incident (CSIRT perspective) 2 x m) m] 0/6 [ 3 Ko
8 admiralty-scale The Admiralty Scale or Ranking (also called the NATO System) is used to rank the reliability 5 x @) 0 10/13 [ 3 K3
of a source and the credibility of an information. Reference based on FM 2-22.3 (FM 34-52)
HUMAN INTELLIGENCE COLLECTOR OPERATIONS and NATO documents.
10 ais-marking The AIS Marking Schema implementation is maintained by the National Cybersecurity and 2 x m) 0 0/10 PEO®
Communication Integration Center (NCCIC) of the U.S. Department of Homeland Security
(DHS)
1n approved-category-of-action A pre-approved category of action for indicators being shared with partners (MIMIC). 1 x (m] (] 0/6 [ Kod
12 binary-class Custom taxonomy for types of binary file. 2 x (m] m] 0/3 Te
13 cccs Internal taxonomy for CCCS. 2 x 0 0 0/129 e
15 coa Course of action taken within organization to discover, detect, deny, disrupt, degrade, 2 x (m] (m] 0/61 ®

deceive and/or destroy an attack.

Figure 24.1: MISP Taxonomy index

Taxonomies can be used in MISP (as local or distributed tags) or in other tools willing to share common
taxonomies among security information sharing tools.
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MISP taxonomies - Flexible Classification for Information Sharing

Examples of machine tags and human readable rags :
MISP taxenomies Is a solutlon fo use . . - -
existing taxonomles {or create your adm Ira|W—5ca|e:$Ource—rellab||||'y=£
own) o classify your cybersecurity admiralty-scale:Source Reliability="Falrly rellable’
events, Indlcators and rthrears. This
technique Is Integrated as a defaulf

h fi MISP . . . T ey
ahwars mformasen Sharing admiralty-scale:information-credibility="3
Platform & Threat Sharing} and o admiralty-scaleInformaticn Credibllity="Pcsslbly rrﬁ

support a disiributed classification
where organlzalions can share
1]

common Taxanomles In a local or naro:classification=" |=" !'
distributed fashion. nato:Classfication="NATO UNCLASSIFIED"

Classffications are distributed as

simple JSON files to use with MISP tpo:amber
but can be easlly Integrated Into any | ramc |1ght Protacol{TLP:AMBER) Information exclusively given o an organization;
other Information sharing software. sharing lmited within the organization to be effectively acted upan.

You can also propose new
taxcnomies to the community.

namespace I ml

predicate
valve meeeessssss—— Mr!.ggﬂn'

https.//github.com/MISP/misp-taxonomies”

Figure 24.2: Overview of the MISP taxonomies

MISP ships 166 taxonomies in 2.5.42 and the catalogue grows regularly, so this guide no longer repro-
duces the full list. Browse the always-current, authoritative catalogue on the MISP taxonomies page (PDF),
or in your own instance under Event Actions — List Taxonomies (on a fresh install, click Update
Taxonomies first). Widely used examples include TLP, PAP, Admiralty Scale, Estimative Language and
the MISP taxonomy.

A taxonomy contains a series of tags that can be used as normal tags in your MISP instance.

Tagging is a simple way to attach a classification to an event. In the early version of MISP, tagging
was local to an instance. Classification must be globally used to be efficient. After evaluating different
solutions of classification, we build a new scheme using the concept of machine tags.

Taxonomy is a classification of informations. Taxonomies are implemented in a simple JSON format.
Anyone can create their own taxonomy or reuse an existing one.

Taxonomies are in an independent git repository.

These can be freely reused and integrated in other threat intel tools.

The advantage is that you can set a specific tag as being exportable. This means that you can export
your classification with other MISP instance and share the same taxonomies. Tagging is a simple way to
attach a classification to an event.

Classification must be globally used to be efficient.

If you want to enable a specific taxonomy, you can click on the cross to enable it.
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ADMIRALTY-SCALE Taxonomy Library

D 8
Namespace admiralty-scale
Description The Admiralty Scale or Ranking (also called the NATO System) is used to rank the reliability of a source and the

credibility of an information. Reference based on FM 2-22.3 (FM 34-52) HUMAN INTELLIGENCE COLLECTOR
'OPERATIONS and NATO documents.

Version 5
Enabled x
Highlighted x
Action Enable taxonomy

Taxonomy Tags

«previous | next»

All Enabled Enter value to search
Name Expanded Numerical Value # Events # Attributes Tag Enabled Actions
admiralty- i ibility="1" ion Credibility: Confirmed by other sources 100 12 0 admiralty-scale:information-credibility="1"
admiralty- o Credibility: Probably true 75 18 1 admiralty-scale:information-credibility="2"

dmiralty { ibility="3" ion Credibility: Possibly true 50 12 3 admiralty-scale:information-credibility="3"
admiralty-s i ibility="4" ion Credibility: Doubtful 25 0 1 admiralty-scale:information-credibility='
admiralty- ibility="5" ion Credibility: 0 0 0

dmiralty ity="6" Credibility: Truth cannot be judged 50 2 2 v
admiralty-scale:source-reliability="a" Source Reliability: Completely reliable 100 12 [ admiralty-scale:source-reliability=" v
admiralty-scale:source-reliability="b" Source Reliability: Usually reliable 75 20 62 admiralty-scale:source-reliability="b" v
admiralty-scale:source-reliability="c" Source Reliability: Fairly reliable 50 5 5 admiralty-scale:source-reliability="c" v
admiralty-scale:source-reliability="d" Source Reliability: Not usually reliable 25 1 [ admiralty-scale:source-reliability="d" v
admiralty-scale:source-reliability="e" Source Reliability: Unreliable 0 0 0 N/A

admiralty-scale:source-reliability="f' Source Reliability: Reliability cannot be judged 50 5 6 admiralty-scale:source-reliability v

admiralty-scale:source-reliability="g Source Reliability: Deliberatly deceptive 0 0 0 N/A

Page 1 of 1, showing 1 records out of 13 total, starting on record 1, ending on 13

«previous | next»

Figure 24.3: enableTaxonomy

Then you can even cherry-pick the tags you want to use on the system. If you want to use the whole
taxonomy, select all and then click on the cross in the top left.

24.1 Contributing to Taxonomy

It is quite easy. Create a JSON file describing your taxonomy as triple tags.
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|

2 "namespace”" : "admiralty—scale”,

3 “description”: "The Admiralty Scale [also called the MATO
System) is wsed to ramk the reliability of a source and
the credibility of an information.",

4 "wersion”: 1,

5 “predicates™: |

B {

7 “walue": "source—reliability”™,

B "expanded" : "Source Reliability"

g }.

10 [

11 “"walue": "information—credibility™,

12 "expanded" : " Information Credibility”

13 1

14 |

15

1 {

2 "walues”: |

3 {

4 “"predicate" : "source—reliability",

5 “entry”: |

[+

T "walue”: "a",

& "expanded”: " Completely reliable”

G }.

10

(e.g. check an existing one like Admiralty Scale), create a directory matching your name space, put your
machinetag file in the directory and pull your request. Publishing your taxonomy is as easy as a simple
git pull request on misp-taxonomies (https://github.com/MISP/misp-taxonomies). That’s it. Everyone can
benefit from your taxonomy and can be automatically enabled in information sharing tools like MISP.

Reserved Taxonomy

The following taxonomy namespaces are reserved and used internally to MISP.

- galaxy mapping taxonomy with cluster:element:“value”.

Adding Taxonomy in MISP

How are taxonomies integrated in MISP?

MISP administrators have only to import (or even cherry pick) the namespace or predicates they want
to use as tags.

Tags can be exported to other instances.

Tags are also accessible via the MISP REST APL

For more information, “Information Sharing and Taxonomies Practical Classification of Threat Indica-
tors using MISP” presentation given to the last MISP training in Luxembourg.
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24.4 Adding a private taxonomy

cd /var/www/MISP/app/files/taxonomies/
mkdir privatetaxonomy

cd privatetaxonomy

vi machinetag.json

©# 7 A A

Create a JSON file describing your taxonomy as triple tags.

For example :

mkdir sample

cd sample

vim machinetag.json

Sample JSON with triple tags. You can use the JSON validator to be sure that there is no syntax error.

{
"namespace": "sample",
"description": "Some descriptive words",
"version": 1,
"predicates": [
{
"value": "my-predicate",
"expanded": "my-predicate"
}
s
"values": [
{
"predicate": "my-predicate",
"entry": [
{
"value": "a-value",
"expanded": "A value"
}
1
}
1
}

Go to MISP Web GUI taxonomies/index and update the taxonomies once you are happy with your file.
The newly created taxonomy should be visible. Now you need to activate the tags within your taxonomy.

24.5 How to use Taxonomy in MISP

24.5.1 Filtering the distribution of events among MISP instances

Taxonomy tags can drive what MISP shares with connected instances. When you configure a synchro-
nisation server (Sync Actions — List Servers), the push and pull rules let you allow or block events
by tag — as well as by organisation, attribute type, or object. This makes tags such as t1p:* a practical
distribution control. See Synchronisation and Sharing for the full push/pull rule set.

24.5.2 MISP Taxonomies - tools

« machinetag.py is a parsing tool to dump taxonomies expressed in Machine Tags (Triple Tags) and list
all valid tags from a specific taxonomy.

% cd tools

% python machinetag.py
admiralty-scale:source-reliability="a"
admiralty-scale:source-reliability="b"
admiralty-scale:source-reliability="c"
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admiralty-scale:source-reliability="d"
admiralty-scale:source-reliability="e"
admiralty-scale:source-reliability="f"
admiralty-scale:information-credibility="1"
admiralty-scale:information-credibility="2"
admiralty-scale:information-credibility="3"
admiralty-scale:information-credibility="4"
admiralty-scale:information-credibility="5"
admiralty-scale:information-credibility="6"

« PyTaxonomies - Python module to use the MISP Taxonomies

Other use cases using MISP taxonomies

Tags can be used to:

« Set events for further processing by external tools (for example to trigger automated enrichment or
export via a workflow or an external integration).

« Ensure a classification manager classes the events before release (e.g. release of information from air-
gapped/classified networks).

« Enrich IDS export with tags to fit your NIDS deployment.

More options to configure taxonomies.

For MISP users and organisations, it’s important to show the important contextualised information
and especially the taxonomies which are important to your use-case. Once a taxonomy is enabled and
available for use in MISP, there are two more options a admin can be set to encourage the use of particular
taxonomies. Both are found in Event Actions > List Taxonomies menu.

D3 Namespace Description Version Enabled Required Highlighted Active Tags Actions

1 CERT-XLM CERT-XLM Security Incident Classification. 2 x =] 0 5/37 | Ko
2 DFRLab-dichotomies-of-disinformation DFRLab Dichotomies of Disinformation. 1 x (m] (m] 0/608 [ 3 Ko
3 DML The Detection Maturity Level (DML) model is a capability maturity model for referencing ones 1 x (] m] 0/9 PR

maturity in detecting cyber attacks. It's designed for organizations who perform intel-driven
detection and response and who put an emphasis on having a mature detection program.

5 access-method The access method used to remotely access a system. 1 x (m] [m] 1/8 PR
6 accessnow Access Now classification to classify an issue (such as security, human rights, youth rights). 3 x 0 0 0/22 e
7 action-taken Action taken in the case of a security incident (CSIRT perspective) 2 x 0 0 0/6 e
8 admiralty-scale The Admiralty Scale or Ranking (also called the NATO System) is used to rank the reliability 5 x 0 0 10/13 [
of a source and the credibility of an information. Reference based on FM 2-22.3 (FM 34-52)
HUMAN INTELLIGENCE COLLECTOR OPERATIONS and NATO documents.
10 ais-marking The AIS Marking Schema implementation is maintained by the National Cybersecurity and 2 x @) 0 0/10 [ 3 K3
Communication Integration Center (NCCIC) of the U.S. Department of Homeland Security
(DHS)
1 approved-category-of-action A pre-approved category of action for indicators being shared with partners (MIMIC). 1 x @) 0 0/6 [ 3 £o3
12 binary-class Custom taxonomy for types of binary file 2 x m) @] 0/3 [ 3 Ko

Figure 24.4: taxonomies-list

Setting a taxonomy as “Highlighted”

If a taxonomy is highlighted, its namespace will appear in a visible box, even if it is not set in the event.

TLP [£) white A3

Figure 24.5: highlight-event
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Tags are also hilighted in the event list.

[ & sourceorg Memberorg ID Clusters Tags #Attr. #Corr. #Reports #Sightings #Posts Creator user Date Published Info Distribution  Actions
at

0O x =8 = ¥ 7188 e [Puhie 2t o admin@admin.test 2026-07-08 Demo: warninglist hit (RFC 1918 address) Al irEe

0x =8 == 27185 Threat Actor Q e @unte L o admin@admin.test 2026-07-08 ‘Galaxy demo (with cluster) Al Eica 23
@ Sofacy Qi=

Ox =8 = 2?7184 e @whie L 0 admin@admin.test 2026-07-08 Galaxy picker demo (no clusters) Al irie

0 x =M == — 7183 Attack Pattern Q e @whte 7 1 b admin@admin.test 2026-07-08 Demo: spearphishing intrusion — ATT&CK mapping ~ All ¢ Eica 2]

@ Exfiltration Over C2 Channel - T1041 Q 1=
@ PowerShell - T1059.001 Qi=

@ Application Layer Protocol - T1071 Q i=

@ Malicious File - T1204.002 Q3=

@ Phishing - T1566 Q=

@ Spearphishing Attachment - T1566.001 Q=

Figure 24.6: highlight-list-event

It is also easier to add an highlighted tag to an event.

tip:red

tip:amber |
tip:amber+strict |
tip:green |
tlp:white |
tip:clear |

© © 0 © O

Figure 24.7: tag-box

Setting a taxonomy as “Required”

If taxonomies are set as required, a message will be visible on the tag list of the event, enumerating the
missing required taxonomies still missing.

Missing taxonomies: estimative-language

e (& white KD

Figure 24.8: missing-taxo

An event will not be published if it is not tagged with at least one of tag of each required taxonomy.

Could not publish event - no tag for required taxonomies missing: estimative-language

Figure 24.9: publishing-without-required

Exclusive taxonomies

A taxonomy — or an individual predicate within one — can be marked exclusive. Exclusivity means only
one value may apply at a time: for an exclusive taxonomy, an event may carry only a single tag from
that whole namespace; for an exclusive predicate, only one value of that predicate may be set. t1p is the
classic example — an event should have exactly one TLP level. When an event ends up carrying more
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than one value from an exclusive taxonomy or predicate — for example both tlp:white and tlp:red —
MISP does not silently reconcile them: it applies the tags but flags the conflict with a prominent warning
in the event’s tag area, so you can resolve it. (Such a state most often arises from synchronised or API-
tagged events.) Exclusivity is defined in the taxonomy’s JSON, not toggled from the UL

Taxonomy “tlp® is an exclusive Taxonomy
= tlp:white
= tip:red

Figure 24.10: An exclusivity conflict: because t1p is an exclusive taxonomy, an event tagged both
tlp:white and tlp:red is flagged with a warning in its tag area.

Bulk actions and normalising custom tags

The List Taxonomies index supports bulk actions across selected taxonomies — enable, disable, set
required/optional, and highlight/remove highlight — so you can configure many taxonomies in one step
instead of one at a time.

If your instance has accumulated free-text (custom) tags that happen to match a taxonomy’s machine-
tag format, the Normalise custom tags to taxonomy format action converts them into proper
taxonomy tags, so they benefit from the taxonomy’s metadata (expanded labels, exclusivity, numerical
values) and display consistently.

Future functionalities related to MISP taxonomies

« Sighting support (thanks to NCSC-NL) is integrated in MISP allowing to auto expire IOC based on user
detection.

« Adjusting taxonomies (adding/removing tags) based on their score or visibility via sighting.

+ Simple taxonomy editors to help non-technical users to create their taxonomies.

« Filtering mechanisms in MISP to rename or replace taxonomies/tags at pull and push synchronisation.

« More public taxonomies to be included
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25. Galaxies

Galaxies are MISP’s way of attaching rich, structured knowledge objects — clusters — to events and
attributes. A cluster is a named entry (a threat actor, a malware family, an ATT&CK technique, a sector, a
country, ...) carrying a description, synonyms, and a set of key/value metadata. Where a plain tag gives you
one label and one colour, a galaxy cluster gives you a whole reusable object with context and relationships.
MISP ships with a large library of community-maintained galaxies (from misp-galaxy, and drawing on
standards such as ATT&CK, STIX and others). You can use these default clusters as they are, and — since
“Galaxy 2.0” — create, edit, fork and relate your own clusters directly in the web interface. Each cluster
carries a MISP distribution level, so custom knowledge can be kept local or shared as widely as you like.
Under the hood a galaxy cluster is stored as a tag of the form misp-galaxy:<type>="<uuid>", which
is what actually gets attached to an event or attribute — but the UI presents it as a first-class object rather
than a flat tag. For the difference between galaxies and taxonomy tags, see the Taxonomies chapter.

Managing galaxies in the Ul

Open Galaxies from the top menu to see every galaxy on the instance.

| .

List Galaxies

List Relationships

Figure 25.1: The Galaxies menu.

The index lists each galaxy with its icon, name, version, namespace and description, and shows whether
it is enabled and whether it is local only. Use the All / Enabled / Disabled tabs and the search box to
filter.

(L Icon Name Version Namespace  Description Enabled Local Only Actions
1 > Mobile Attack - Tool 5 deprecated Name of ATT&CK software v x oni
2 & Threat Actor 3 misp Threat actors are characteristics of malicious actors (or adversaries) representing a cyber attack threat including v x oni

presumed intent and historically observed behaviour.

3 ] Bhadra Framework 3 misp Bhadra Threat Modelling Framework v x oni
4 & Country 1 misp Country meta information based on the database provided by geonames.org. v x oni
5 (- Cert EU GovSector 2 misp Cert EU GovSector v x oni
6 & Intrusion Set 8 mitre-attack  Name of ATT&CK Group v x onl
7 e Regions UN M49 2 misp Regions based on UN M49. v x onl
8 > mitre-tool 7 mitre-attack  Name of ATT&CK software v x (o} | §
9 ® RAT 3 misp remote administration tool or remote access tool (RAT), also called sometimes remote access trojan, is a piece of v x onl
software or programming that allows a remote "operator” to control a system as if they have physical access to that
system.
10 L+] Malpedia 2 misp Malware galaxy based on Malpedia archive. v x onl
1 Fd Enterprise Attack - Tool 5 deprecated Name of ATT&CK software v x ol
12 » Assets 1 mitre-attack-ics  ATT&CK for ICS Assets v x onn

Figure 25.2: The galaxy index.
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Each galaxy can be opened with the View action. The galaxy page shows its metadata (namespace, UUID,
distribution, owner and creator organisation, whether it is a default galaxy, and its kill-chain layout for

matrix galaxies) and, below it, the list of its clusters.
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193

ii Threat Actor galaxy

Galaxy ID
Name
Namespace
uuip

Description

Default

Version

Created

Modified

Enabled

Local Only
Distribution

Owner Organisation

Creator Organisation

«previous | 1

2
Threat Actor
misp

698774c7-8022-42¢4-917f-8d6e4f06ada3

Threat actors are characteristics of malicious actors (or adversaries) representing a cyber attack threat including

presumed intent and historically observed behaviour.
Yes
3
2026-06-12 12:21:55
2026-06-12 12:21:55
Yes
No
All communities
wise

wise

3 4 5 6 7  onext» last»

Default  Custom (2 My Clusters

D Published

Value Synonyms Owner Creator Default  Activity

#Events #Relations Description

Enter value to search

Distribution Actions

187006  N/A

187302 N/A

187786 N/A

186992 N/A

187528 N/A

Stealth Mango and Tangelo Misp Misp v

1937CN W ms v

313 Team wisP s v

ALLANITE Palmetto  yisp MIsP v
Fusion,
Allanite

ALTDOS MisP MisP v

Page 1 of 33, showing 60 records out of 1968 total, starting on record 1, ending on 60

«previous | 1 | 2

3 4 5 6 7 onext» last»

<]

<]

This threat actor targets organizations in the satellite Al

ging,
and defense sectors in the United States and Southeast
Asia for espionage purposes.

1937CN is a Chinese hacking group that has been active ~ All
since at least 2013. The group is known for targeting
Vi including agencies,

businesses, and media outlets. 1937CN has been linked to
a number of high-profile cyberattacks, including the hacking
of Vietnam Airlines in 2016 and the defacement of
Vietnamese government websites in 2015.

313 Team is an Irag-based threat actor that has conducted Al
coordinated DDoS campaigns targeting multiple
government servers in the UAE, Kuwait, and Romania,
often in response to political statements. They have claimed
responsibility for significant disruptions, including a one-
hour shutdown of Romania's National Tax Agency and an
18-hour outage of Kuwait's national e-government portal.
The group has also engaged in website defacements,
showcasing coordinated branding with other aligned groups.
Their reflect a focus on

DDos and
public political discourse as justification for their attacks.

Adversaries abusing ICS (based on Dragos Inc adversary Al
list). ALLANITE accesses business and industrial control
(ICS) networks, conducts reconnaissance, and gathers
intelligence in United States and United Kingdom electric
utility sectors. Dragos assesses with moderate confidence
that ALLANITE operators continue to maintain ICS network
access to: (1) understand the operational environment
necessary to develop disruptive capabilities, (2) have ready
access from which to disrupt electric utilities. ALLANITE
uses email phishing campaigns and compromised websites
called watering holes to steal credentials and gain access to
target networks, including collecting and distributing
screenshots of industrial control systems. ALLANITE

limit to i ion gathering and
have not demonstrated any disruptive or damaging

capabilities. ALLANITE conducts malware-less operations
primarily leveraging legitimate and available tools in the
Windows operating system.

ALTDOS is a threat actor group that has targeted entities in ~ All
Southeast Asia, including Singapore, Thailand, and

Malaysia. They have been involved in data breaches of
companies in various sectors, such as real estate and retail,
compromising sensitive information like customer names,

bank account numbers, and transaction details. ALTDOS

uses tactics like ransomware attacks, data exfiltration, and
dumping data publicly or for sale on underground forums.

The group has been known to demand ransom payments

from victims, but also leaks data if demands are not met.

Figure 25.3: Viewing a galaxy and its clusters.
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The cluster list has its own context tabs — All, Default (shipped clusters), Custom (clusters created on
this instance), My Clusters, Deleted, View Fork Tree and View Galaxy Relationships — and, for
each cluster, an activity sparkline (from sightings) alongside the number of events and relationships it
appears in.

Enabling, disabling and updating galaxies

Site admins can enable or disable a whole galaxy from the index (a disabled galaxy is hidden from the
attach picker). The bundled galaxy library is refreshed from the misp-galaxy files on disk with the side-
menu actions:

« Update Galaxies — reimport all galaxies from the library, adding new default clusters and relation-
ships.

+ Force Update Galaxies — drop and reimport, useful when a definition changed in place.

« Wipe Default Galaxy Clusters — remove all shipped clusters (custom clusters are kept).

Are you sure you want to reimport all galaxies from the submodule?

Cancel 0] 4

Figure 25.4: Confirming a galaxy update.

The same reimport is available on the command line with cake Admin updateGalaxies [force], which
is convenient for a cron job (see the administration chapter). The library files themselves are updated by
pulling the misp-galaxy submodule (part of the standard git submodule update during a MISP upgrade).

Matrix galaxies

Galaxies that define a kill chain order — most notably the MITRE ATT&CK galaxies — are rendered
as an interactive matrix, with the techniques present in an event highlighted as a heat-map across the
tactics.

194


../administration/index.qmd

25.2

25.1 Managing galaxies in the Ul 195

Galaxy Matrix: | Attack Pattern .

P e ;itack-Containers 1 ¥ Yshow all

Initial access  Execution Persistence Privilege Stealth Defense Credential  Discovery Lateral Impact Collection Exfiltration  Command ReconnaissanceResource
escalation impairment _access movement and control development

Phishing [CEETSZ W Accessibity  Abuse AccessToken  Clear Linux o fetc/passwd  Account Application  Account FUETEEN iltration Application  [ENE0S Acquire Access

Features Elevation Manipulation  Mac System  and Discovery Access Token  Access Poisoning Over C2 Layer Protocol Ut

Control Logs Ietc/shadow Removal Channel

Mechanism

(WIS Accessibilty — Access Token  AppDomainManagiear Windows ARP Cache  Application Application Application Adversary-in-  Automated Asymmetric  Business Acquire
Features Manipulation Event Logs Poisoning Window Access Token  Exhaustion the-Middle Exdiltration Cryptograpl
Discovery Flood
Cloud ppD Application Cloud Firewall ~ AS-REP Backup Application Application o Archive Data Bidirectional  CDNs Artificial
Accounts Manipulation  Features Access Token Roasting Software Deployment System Collected Data Compressed ~ Communication Intelligence
Discovery Software Exploitation

Compromise  AppleScript Active Setup  Accessibilty  Asynchronous ~ Code Signing  Adversary-in-  Browser Cloud Services ~Bandwidth Archive via Data Commonly Client Audio-Visual
Hardware Features Procedure Call the-Middle Information Hijacking Custom Encrypted Used Port Configurations  Content
Supply Chain Discovery Method
Compromise  AppleScript Add-ins Account BITS Jobs Code Signing  Bash History ~ Cloud Account ~ Component Cloud Service  Archive via Data Transfer ~ Communication Code Botnet
Software Manipulation Policy Object Model Hijacking Library Size Limits Through Repositories
Dependencies Modification and Distributed Removable
and CcoMm Media
Development
Tools
Compromise At (Linux) Additional Active Setup  Binary Padding Conditional ESNECHAN Cloud Groups  Direct Cloud  Compute Archive via Exiiltration Content Credentials Botnet
Software Cloud Access M Hijacking Utilty Over Injection
Supply Chain Credentials Policies Connections Alternative

Protocol
Content At Additional Additional Binary Padding Create Cloud ~ Brute Force  Cloud Distributed Data Audio Capture  Exfiltration Custom DNS Cloud
Injection Cloud Roles Cloud Instance Infrastructure Component Destruction Over Command and Accounts

Credentials Discovery Object Model Asymmetric  Control
Encrypted Protocol
AL

Figure 25.5: A matrix (ATT&CK-style) galaxy.

Using galaxies in events and attributes
Galaxy clusters are attached from the Galaxies panel on an event (or on an individual attribute). The
panel offers two add buttons: Add new cluster (global — the cluster is shared and synchronised with the

event) and Add new local cluster (the attachment stays on your instance only). Local attachments are
useful for adding your own context to data you intend to share without leaking that context.

Galaxies

Figure 25.6: An event before any galaxy cluster is attached — note the Galaxies panel and its “Add new
cluster” button.

Clicking either button opens a picker where you first choose a galaxy (or search across all of them), then
select one or more clusters to attach.

Add new cluster

[ Select an Option v ]

Figure 25.7: The galaxy picker.

Clusters carry synonyms, so if you cannot find an actor or family under the name you know, search for
it — an alias will lead you to the canonical cluster. In the example below, searching for “Sneaky Panda”
surfaces the cluster under its primary name.
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Select Cluster

Sneaky Panda

Beijing Group

Back to Galaxy Selection

Cancel

Figure 25.8: Searching the cluster list.

Select Cluster

neaky Panda

Beijing Gipup

EEWRLIEEIEM! Synonyms: Sneaky Panda

Cancel

Figure 25.9: The synonym reveals the matching cluster.

Once attached, each cluster in the Galaxies panel offers inline actions: a magnifier to view the cluster, an
icon to list the events that use it, a control to modify the tag relationship, and a trash icon to detach
it. A globe or user icon indicates whether the attachment is global or local.

Galaxies

Threat Actor Q
D Sofacy Q:i=%"W

Figure 25.10: A cluster attached to the event.

Creating your own galaxy clusters (Galaxy 2.0)

Users with the Galaxy Editor role permission (or site admins) can create custom clusters directly in the
UL Default (shipped) clusters are read-only; your custom clusters are owned by your organisation and
are fully editable.

From a galaxy’s view, use Add Cluster to open the cluster form:

« Name — the cluster’s value (for example the actor or family name).

Distribution / Sharing Group — who the cluster is shared with, using the standard MISP distribution

levels (Your organisation only — All communities, or a sharing group).

« Description — free text describing the cluster.

+ Authors — a JSON array or comma-separated list of authors.

« Source — where the information comes from.

« Galaxy Cluster Elements — the key/value metadata (synonyms, references, external IDs, and any
other fields). You can paste a JSON array of {key, value} objects, or use the Toggle UI button to fill
in the key/value pairs through a form.
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You can also create an entirely new custom galaxy to hold your clusters with Add Custom Galaxy (from
the galaxies index side menu) — for example a galaxy specific to your organisation’s internal taxonomy
of adversaries.

Publishing custom clusters

A custom cluster must be published before it can be attached to data or synchronised — an unpublished
cluster is hidden from the attach picker, and the cluster view warns you that users cannot yet use
it. Publishing requires both the Galaxy Editor and Publish permissions. Note that editing a cluster (or
changing one of its relationships) automatically un-publishes it, so you republish when your changes
are ready. Published clusters are pushed to the sync servers you are connected to, according to their
distribution level.

Forking a cluster

Sometimes you want to build on a shipped cluster without losing the link to the original — for example
to add your own metadata or relationships to a MITRE technique. Forking creates an editable copy of
any cluster in the same galaxy: use the Fork action on a cluster row (or Fork Cluster in the cluster menu).

The fork is a new, independent custom cluster owned by your organisation, with its own UUID, but
it records the parent it was forked from. The cluster view shows Forked From / Forked By links, and
when the parent later advances to a newer version you get a New version available banner with the
option to pull the parent’s changes into your fork.

Cluster relationships

Clusters can be linked to one another to build a graph of related knowledge — for example marking one
actor as is-similar to another, or a malware family as used-by an actor. A relationship connects a source
cluster to a target cluster with a relationship type (a free-form string; the picker suggests existing types
such as is-similar), can carry its own tags (for example estimative-language or false-positive tags to
qualify the link), and has its own distribution level.

Add relationships from a cluster’s View Galaxy Relationships panel using the inline Add relation-
ship form (the source is pre-filled; pick a type, choose the target cluster, and optionally add tags), or from
the dedicated relationship add form. The panel offers both a tree and a tabular view, with an option to
include inbound relations. Because a relationship is part of the cluster’s shared data, adding, editing or
deleting one un-publishes the source cluster until you republish.

Blocklisting galaxy clusters

If you want to keep a specific cluster from ever being captured or synchronised onto your instance, add
its UUID to the galaxy cluster blocklist (List Cluster Blocklists in the galaxies menu; hard-deleting a
cluster also adds it to the blocklist). See Blocklists in the administration chapter.

Authoring galaxies as JSON

The UI editor is the recommended way to build clusters on a running instance. If instead you want to
author galaxies as JSON files — for example to contribute them back to the community misp-galaxy
repository — a galaxy is made up of two paired files that share the same type and uuid:

. a galaxy definition (galaxies/<type>.json) — metadata: name, description, icon, namespace, and
(for matrix galaxies) the kill_chain_order that lays out the matrix columns; and

« acluster collection (clusters/<type>. json) — the actual clusters, each with a value, description, and
meta key/values (and, for matrix galaxies, a kill_chain entry per value that places it in the matrix).

Rather than hand-editing and validating these files, use the MISP Galaxy Editor, part of the MISP Engi-
neering Bay toolset. It is a small self-hosted web application that provides a guided editor for both simple
and matrix galaxies: a unified galaxy-and-cluster editor, a drag-and-drop matrix builder, autocomplete
for the common meta keys, a relationship editor, real-time validation with a live JSON preview, and one-
click export of a zip that matches the misp-galaxy repository layout (galaxies/ + clusters/). Once you
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have your files, drop them into app/files/misp-galaxy/ and run Update Galaxies (or cake Admin
updateGalaxies force) to load them.

Available galaxies

The set of bundled galaxies changes with every misp-galaxy release, so this chapter does not reproduce
the list. To see exactly what is available on your instance, browse Galaxies in the UL for the authoritative,
always-current catalogue see the misp-galaxy repository and the MISP galaxy page.
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26. MISP Objects

A MISP object is a structured group of related attributes, built from a reusable template — for example
a file object bundling a filename with its hashes and size, or a domain-ip object. Objects sit alongside
plain attributes and let you express richer, real-world constructs while keeping each value a first-class,
correlatable attribute. The object templates are community-maintained in the misp-objects repository and
are designed around real cyber-security use-cases and sharing practices.

26.1 Using objects

To add an object to an event, open the event and choose Add Object from the left-hand menu:
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View Correlation Graph

View Event History

Edit Event
Delete Event
Add Attribute
Add Object

Add Attachment
Populate from...

Merge attributes from...

Figure 26.1: The event side menu, with Add Object highlighted.

This opens a picker that lists every available object template in a single searchable dropdown. Start typing
to filter the list by name — each entry shows the template’s meta-category beneath its name, and its info
icon reveals a short description of what the object is for:
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Select an Option A
(C Q
i abuseipdb o
L network
administrative-decision Administrative Decision
L misc
D
ADS o
T L misc
Al ai-chat-prompt Object describing an Al prompt such as ChatGPT.
L misc
D
ail-leak o
L misc
P
ais 0o
#) L marine

Figure 26.2: Choosing a template from the searchable object picker.

For this example we will add an ip-port object. Selecting a template opens its form, which lists every
attribute the template defines:
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Add Ip-port Object

Object Template Ip-port v10
Description An IP address (or domain or hostname) and a port seen as a tuple (or as a triple) in a specific time frame.
Requirements Required one of: dst-port, src-port, domain, hostname, ip, ip-src, ip-dst
Meta category Network
Distribution Inherit event v
Comment
Z

First seen date il Last seen date i
First seen time @ Last seen time @

HH:MM:SS TTTT HH:MM 5SS+TT.TT

" Expected format: HH:MM:SS ssssss+TT-TT = Expected format: HH:MM:SS ssssss+TT-TT

Save Name :type Description Category Value IDS Disable Distribution Comment
Correlation
Domain Domain Network activit o ]} Inherit event v
Ly
domain 7
¥
Dst-port Destination Network activity o y O Inherit event v
port port ’
Hostname  Hostname Network activity v y O Inherit event v
hostname 2
¥
Ip IPAddress  Network activit - ] Inherit event v
Ly 4%
ip-dst i
¥
Ip-dst destination Network activity o ] Inherit event v
ip-dst IP address 4
v
Ip-src source IP Network activity v ] Inherit event v
ip-src address 7
¥
As Autonomous | Nenwork activit o @] Inherit event v
Y
AS system Z
¥
Country-code Country Network activity o O Inherit event v
text Code =
First-seen First time Other o ] Inherit event v
datetime the tuple 4
has been
seen
Last-seen  Lasttime Other o y @] Inherit event v
datetime the tuple Z
has been
seen
Protocol Protocol Network activity v O Inherit event v

text

Ptrrecord  PTRrecord | Neqork activity . O Inherit event v
domain associated 4

to the IP

address
Sre-port Source port | Network activity o y O Inherit event v
port ’

¥

Text Description | oypor o y O Inherit event v
text of the tuple Z

Figure 26.3: The ip-port object form.

Each template sets its own requirements, shown at the top of the form. The ip-port template requires
one of dst-port, src-port, domain, hostname, ip, ip-src or ip-dst to be set — you do not have to fill in
every field, but an object with no attributes at all, or one that does not satisfy its template’s requirements,
is invalid and will not be added to the event.

After pressing Submit you are shown a pre-save review, so you can confirm the object reflects what
you intended before it is created:
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Object pre-save review

Make sure that the below Object reflects your expectation before submiting it

Name ip-port
Weta-category network
Distribution Inherit event

Comment

Attribute Category Type Value ToIDS Comment uuip Distribution
dst-port Network activity port 123 No Inherit event

ip Network activity ip-dst 1234 Yes Inherit event

Figure 26.4: The object pre-save review.

Objects can also be created for you by the import tools (freetext and the various “Populate from...” formats),
which build the appropriate objects from the data you paste in.

Object references and relationships

The real power of objects comes from linking them together. An object can hold references to other
objects — or to individual attributes — each labelled with a relationship type that says how they are
related (for example a network-connection object connects-to an ip-port object, or a file object was
downloaded-from a url). Together these references form the event graph you can explore from the
event view.

To add one, use the Add reference action on an object and pick the target object or attribute plus
a relationship type. MISP offers a standard set of relationship types (maintained in the misp-objects
repository), or you can enter a custom one. References are directional (source — target) and are shown
both on the objects themselves and in the event graph.

Editing objects

An object’s attributes are edited just like any other attribute — inline in the event view, or through the
object’s edit form. As with attributes, changing an object un-publishes the event, so you republish once
you are done.

Object templates

Every object is created from an object template that defines which attributes it can contain, which are
required, and how they are presented. The template library ships with MISP and is kept up to date from
the misp-objects repository — refresh it with Update Objects in the administration menu, or on the
command line with cake Admin updateObjectTemplates (a good candidate for a cron job).

Creating object templates

An object template is a JSON file that follows the object schema.

An object is basically a combination of two or more attributes that can be used together to represent
real cyber security use-cases. These attributes are listed in a JSON object.

Each attribute is an JSON object defined by a name, a description, a misp-attribute and an ui-priority
value. - Name and description are self-explanatory. - misp-attribute is an existing type of attribute in misp
that matches the attribute. - Concerning ui-priority, the higher the number is, the most it is expected to
be seen.

There are also others options that can be added to define an attribute more precisely. - sane_default
is a list of default valid value for this attribute. The user can pick a value from this list or choose “Enter
value manually” - disable_correlation will disable correlation for this value. Useful for dates for instance -
recommended value for this field - multiple, if set to true, allow the user to add multiple instances of this
attribute.

Not all attributes are mandatory, but some can be required. If so, they need to be listed in a list called
“required”. The object will only be valid if the listed attributes are set. The same way, there are sometimes
when only one attribute in a set is needed. This set can be put in a list called “requiredOneOf”. If at least
one of the attributes in this list is set, the object will be valid.
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Rather than hand-editing and validating these JSON files, you can use the Object Template Creator,
part of the MISP Engineering Bay toolset. It is a small self-hosted web application that provides a guided
editor for object templates — a searchable attribute-type picker driven by MISP’s describeTypes, real-
time validation, and import/export of definition. json files — and can load any of the existing templates
as a starting point. Once your template is ready, add it to app/files/misp-objects/ and run Update
Objects (or cake Admin updateObjectTemplates) to load it.
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27. Warning Lists

MISP warning lists contain well-known indicators that may correspond to false positives, errors, or
mistakes. There is also a Python module for working with warning lists in a Pythonic way: PyMISPWarn-
ingLists. MISP Warning Lists GitHub Repository

Warning Lists and False Positives

False positives are a common issue in threat intelligence sharing. They are often contextual: - What counts
as a false positive may differ from one sharing community to another. - Organizations may also have their
own view of what should be treated as a false positive.

Usage

By default, MISP triggers warning list hits only when the attribute IDS flag is set. You can change this
behavior by setting the MISP.warning_for_all configuration parameter to true.

When an attribute matches a warninglist entry, an info/warning box is dis-
played at the event and attribute level, as can be seen in the screenshot below.

() Date Context  Category Type  Value Tags Galaxies Comment Correlate  Related Events  Feed hits DS Distribution Sightings Activity Actions

[ 2026-07-08* 5a3..a42 B Network activity ip-dst  192.168.0.1 A RFC 1918 private address (used Q 72 Inherit OO0, t 2 I |
to demo warninglist hits) (0f010)

[ 2026-07-08* 357..ae7 B Network activity ip-src  192.168.0.53 A RFC 1918 private address Q Inherit OO0, [ 2 I |

(0/010)

Individual warning lists can be enabled or disabled at the instance level from the warning
lists index page. Examples of default warning lists include known public DNS resolvers, multi-
cast IP addresses, hashes for empty values, RFC1918 ranges, TLDs, and known Google domains.

D3 Name Event ID translator Category Type Entries Default Enabled Actions
3 List of known Akamai IP ranges 20240422 Akamai IP ranges from BGP search False positive cidr 536 v x bom
4 Top 1000 website from Alexa 20230511 Event contains one or more entries from the top 1000 of the most used False positive hostname 1000 v x bom

website (Alexa).

5 List of known Amazon AWS IP address ranges 20251223 Amazon AWS IP address ranges (https://ip-ranges.amazonaws.com/ip- False positive cidr 3314 v x | Xol ]
ranges.json)

6 List of known domains used by automated malware 5 Domains used by automated malware analysis services & security False positive substring 26 v x | XN |
analysis services & security vendors vendors

7 List of known bank domains 8 Event contains one or more entries of known banking website False positive hostname 2153 v x | XN |

8 Top 1000 websites from Cisco Umbrella 20251223 Event contains one or more entries from the top 1000 of the mostused  False positive string 1000 v x | XN |

websites (Cisco Umbrella).

9 Top 10 000 websites from Cisco Umbrella 20251223 Event contains one or more entries from the top 10 000 of the most used ~ False positive ~string 10000 v x Pod
websites (Cisco Umbrella).

10 Top 20 000 websites from Cisco Umbrella 20251223 Event contains one or more entries from the top 20 000 of the most used ~ False positive ~string 20000 v x Pod
websites (Cisco Umbrella).

1 Top 5000 websites from Cisco Umbrella 20251223 Event contains one or more entries from the top 5000 of the mostused  False positive ~string 5000 v x | Xo¥ |
websites (Cisco Umbrella).

12 List of known Cloudflare IP ranges 20251223 List of known Cloudflare IP ranges (https:/mwww.cloudflare.com/ips/) False positive cidr 22 v x Pom

13 Common contact e-mail addresses 20200226 Alist of commonly used abuse and contact e-mail addresses, including  False positive regex 1 v x | Zo¥ |
the ones denoted in RFC2142.

14 List of known hashes with common false-positives 2 Event contains one or more entries with common false-positives False positive ~string 69 v x | ZoF |
(based on Florian Roth input list)

Warning lists can be extended locally in JSON or contributed through pull requests to https://github.
com/MISP/misp-warninglists. They can also be used for critical infrastructure, core infrastructure, or
personally identifiable information.

Warninglists and data export

The enforceWarninglist parameter of MISP restSearch can be used to exclude attributes that have a
warninglist hit from the export. For more information on the MISP API, please refer to the Automation
and MISP API chapter.
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Check individual values for warning list hits

It is also possible to do a lookup for a specific value in the warninglists. This functionality is accessible
by using the top menu “Input Filters” > “List Warninglists” and then using the link in the left side menu
bar (or by browsing directly to [misp_base_url]/warninglists/checkValue). Only enabled warninglists will
be searched.

Search in enabled Warninglists

Result for 192.168.0.1
« 192.168.0.0/16: List of RFC 1918 CIDR blocks
« 192.168.0.0/16: List of RFC 5735 CIDR blocks

Figure 27.1: Screenshot of example search in warninglists using check value, for value 192.168.0.1. The
result shows two hits, one for RFC 5735 CIDR blocka nd one for RFC 1918 CIDR blocks

Updating warninglists

An update of the warninglists can be triggered via the GUI using the “Update Warninglists” button in the
side menu bar when viewing any of the relevant warninglists pages, for example the index page.
Alternatively, it is also possible to trigger an update using a CLI command. ~ MISP/app/Console/cake
Admin updateWarningLists ~
If you are updating an existing warning list, make sure you increment the version number before
triggering the update in MISP. You can also contribute to the existing warning lists by forking the MISP
Warning Lists GitHub Repository, making your changes, and then opening a pull request.

How matching works: types and categories
Each warninglist declares a type that controls how its entries are matched against attribute values:

Type Matches when the value...

string equals an entry exactly

substring contains an entry as a substring

hostname  is (or is a subdomain of) an entry hostname
cidr is an IP address inside an entry CIDR range
regex matches an entry regular expression

Each list also has a category — either false_positive (values likely to be false positives, such as RFC1918
ranges or public DNS resolvers) or known (well-known values, such as your own infrastructure) — which
is shown alongside the hit so you understand why a value was flagged.

Managing warninglists from the GUI

As well as the file-based method below, MISP lets site administrators create and manage warninglists
directly in the web interface from Input Filters — List Warninglists:

« New Warninglist — create a list by giving it a name and description, choosing its type and category,
and pasting its entries (one per line). This is the quickest way to add, for example, a list of your
organisation’s own domains or IP ranges.

+ Edit — update an existing GUI-created list’s metadata or entries.

« Delete — remove a list you no longer need (individually or via the bulk selection).

« Enable / disable in bulk — the index supports mass enable/disable across selected lists.

206


https://github.com/MISP/misp-warninglists
https://github.com/MISP/misp-warninglists

27.2.6

27.2 Usage 207

1 Note

Lists that ship with MISP (from the misp-warninglists repository) are maintained upstream and
refreshed by the update mechanism; use the GUI editor mainly for your own local lists so your
changes are not overwritten on the next update.

Creating a custom warninglist on disk

You can also add a warninglist as a file on the server:

1. Create a new directory for your warninglist in /var/www/MISP/app/files/warninglists/lists.

2. Add a file called list.json to the newly created directory and add the content you want. You can use
any of the existing warning lists in https://github.com/MISP/misp-warninglists as reference.

3. Trigger an update of the warning lists on the instance to load in your new warning list.

Example use cases include a list of domain names owned by your organization or a list of employee email
addresses.
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28. Notice Lists

Notice lists inform MISP users about the legal, privacy, policy or technical implications of using specific
attributes, categories or objects. They are a way for a community to attach guidance to particular kinds of
data — for example reminding users of a handling requirement when they add an attribute that matches
a sensitive pattern.

How notices are triggered

Each notice list is a simple JSON description that pairs a set of triggers (by attribute type, category, object,
or value pattern) with an informational message. When you enter or edit data that matches an active
notice list — for example while adding an attribute — MISP shows the corresponding notice inline on the
form, so you are made aware of the implication before you save. Notices are purely informational: they
warn and inform, they do not block the action.

[gdpr]: This attribute is likely to contain personal data protected by additional safeguards and controls, but the data subject remains indirectly identifiable. Please verify that the processing of personal data is proportionate to the
purposes (e.g. ensuring network and information security) and that you have legal ground to share those personal data.

Figure 28.1: The GDPR notice list message displayed inline while adding a personal-data attribute.

Managing notice lists

Notice lists are managed from the administration menu:

« List Noticelists shows every notice list on the instance, whether it is enabled, and its contents. Only
enabled notice lists produce notices.

« Enable / disable a notice list to control whether it is active.

« Update Noticelists re-imports the bundled notice lists from the misp-noticelist library. The same
update is available on the command line with cake Admin updateNoticelLists (handy for a cron job
— see the administration chapter).

Dt Name Expanded Name Ref Geographical area Version Enabled Actions

1 gdpr General Data Protection Regulation http://eur-lex.europa.eu/legal-content/en/TXT/?uri=CELEX:32016R0679 EU 1 ®

Figure 28.2: The notice lists index, showing the bundled GDPR notice list.

The set of notice lists is maintained by the community in the MISP notice list repository; you can
contribute new ones there, or add your own locally.
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30. Sharing / Synchronisation

« MISP’s core functionality is sharing where everyone can be a consumer and/or a contributor/producer.
+ Quick benefit without the obligation to contribute
« Low barrier access to get acquainted to the system
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31. Synchronisation

31.1 Concept

The following figure shows the concept how different MISP instances could tie together.

MISP

Private Secto CIRCL MISP

i CERT
API Clearing House Community

MISP
Synchronisation

O Operated by CIRCL

() Operated by NATO/NCIRC

Private CER

Legend:

O Operated by other organizations

Figure 31.1: Scenario example

In MISP, two ways exist to get events from remote sources:

+ Use case 1: From another MISP server (also called MISP instance), by synchronising two MISP servers.
« Use case 2: From a link, by using Feeds.

The example below illustrate the synchronisation between two MISP servers (use case 1). An organisation
B (OrgB) wants to synchronise its MISP server, called ServerB, with the MISP server of an organisation
A (Org A), called ServerA. The following steps can be taken to syncronise ServerB with ServerA:
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2N
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ServerA
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OrgB.ServerA OrgA.ServerA
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OrgB.ServerB
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Synchronisation between two
MISF servars

Organisation in the MISP database
of a MISP server

Organisation

User of an organisatien in the MISP
database of a MISP server

MISP server (also called MISP instance)

FIGURE: Illustration of the synchronisation between two MISP servers

+ Step 1: Add OrgB as a local organisation on ServerA (OrgB.ServerA) using OrgB’s existing UUID from
their local organisation on ServerB.

« Step 2: Add a Sync User (syncuser@OrgB.ServerA) in the organisation OrgB.ServerA on the MISP
ServerA.

« Step 3: Set up a sync server on MISP ServerB using the key (called Authkey) from the sync user
(syncuser@OrgB.ServerA) created on MISP ServerA.

For additional information on the synchronisation process, refer to the MISP GitHub issues, for example,
issue 2595.

Pull vs Push synchronisation

Synchronisation can be set up using the pull or push option. A combination of the two is possible as well.
This section discusses the main practical differences between the two and the benefit of using both in
conjunction.

To automatically execute pull and push synchronisations on a schedule, please use a scheduling service
such as cron to execute the relevant command line functions mentioned in the related administration
section.

For a table overview of which community distributions lead to a sync on push or pull scenarios as well
as how the distribution level automatically decreases on sync, please refer to the syncing scenarios with
communities distribution section.

Push

The push mechanism provides a seemingly real time experience. If a push connection is enabled, data
created (and synchronized from other peers) will be synchronized as fast as possible. In practice, this
means that an attempt to synchronise is made immediately after publication of an event.

A disadvantage of the push mechanism is that connection issues or dead workers might prevent the
push from being successful.
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Data with distribution set to ‘Your organisation only’ or “This community only’ will not be synchronised
using the push mechanism (unless the internal instance flag is set for the server to be synced to).

Pull

In contrast to a push, pull synchronisation is only performed on command. This could be a manual trigger
by an admin from the servers page or a cron job executing a pull command. See administration for the
available command line interface commands.

A pull will also fetch objects with a distribution set to ‘this community only’ and even your ‘organisation
only’, if the auth key belongs to the organisation owning the related event.

Benefits of using push and pull in conjunction

« If an unexpected issue prevented the push from happening, the data can be pulled in later
« Different rules can be set for the push and pull sync

Adding a server

Servers can be added by users via
https://<misp url>/servers/add

The Add Server form is grouped into sections — Instance identification, Instance ownership and credentials,
Enabled synchronisation methods and Misc settings — and has several input fields:

Add Server

Instance identification

Base URL Instance name

Instance ownership and credentials
Information about the organisation that will receive the events, typically the remote instance’s host organisation.
Organisation Type Local Organisation

Local organisation v Sample Organisation v

Ask the owner of the remote instance for a sync account on their instance, log into their MISP using the sync user's
credentials and retrieve your API key by navigating to Global actions -> My profile. This key is used to authenticate

with the remote instance.
Authkey

Enabled synchronisation methods

(J Push (J Pull (J Push Sightings () Caching Enabled () Push Galaxy Clusters () Pull Galaxy Clusters () Push Analyst Data (J Pull Analyst Data

Misc settings

(J Unpublish event when pushing to remote server
(J Publish Without Email

(J Allow self-signed certificates (unsecure)

(J skip proxy (if applicable)

(J Remove Missing Tags (not recommended)
Server certificate file (*.pem): Not set.

Client certificate file: Not set.

Push rules:

Pull rules:

Figure 31.2: Add Server
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10.

11.
12.

13.
14.
15.

16.

17.

18.
19.

20.

. Base URL The base-url to the external server you want to sync with. Example: https://foo.sig.mil.be

Instance Name A name that will make it clear to your users what this instance is. For example:
Organisation A’s instance

. Internal instance This checkbox will only show up if the set ‘local organisation’, see 5, is the same

as the owning organisation of the instance the remote server is being configured on. If this flag is
set, the distribution of pushed data will not be automatically downgraded. Please refer to the syncing
scenarios with communities distribution section for a table overview of the differences.

Remote Sync Organisation Type MISP has several organisation “pools”, one for local and one for
known external organisations. When adding a synchronisation connection, you need to define the
host organisation of the remote instance. Select which pool you wish to pick the organisation from
using this drop-down. You also have the option of adding a new external organisation directly from
this interface.

Local/Known remote Organisation Choose the organisation from the selected pool that defines
the host organisation on the remote side. Make sure that the remote instance is actually run by the
organisation you select. When selecting data to push, this organisation will be used to determine
membership of sharing groups. As a result, this setting is very important, since selecting the wrong
organisation can lead to leaking confidential data (oversharing) or sharing less than intended.

. Authkey You can find the authentication key on your profile on the external server. If advanced auth

keys is enabled you might have to create an auth key manually. This can be done on your profile view
as well. Please refer to the automation section for more information about creating an automation key:.

. Push Allow the upload of events and their attributes. Only Events that match the given push rules

(see 19) will be pushed to the server. Sightings and relevant galaxy clusters will not be pushed unless
‘Push Sightings’ and ‘Push Galaxy Clusters’ are enabled as well.

Pull Allow the download of events and their attributes from the server. Only data matching the given
pull rules (see 20) will be pulled. Relevant galaxy clusters will not be pulled in unless the ‘Pull Galaxy
Clusters’ checkbox is ticked as well.

Push sightings If checked, sightings will be pushed out as well on push.

Caching Enabled Allow caching of the remote server. Once cached, caching related functionalities
such as server overlap analysis can be done.

Push Galaxy Clusters If checked, relevant galaxy clusters will be pushed out as well on push.

Pull Galaxy Clusters If checked, relevant galaxy clusters will be pulled in as well on push. This also
enables you to do a pull for galaxy clusters only if pull, see 8, is checked as well.

Unpublish Event Unpublish the synced event. This only works on push.
Publish Without Email Publish the event without sending out an email.

Self Signed Check this if you would like to allow a connection despite the other instance using a
self-signed certificate (not recommended).

Skip proxy (if applicable) Do not connect to this server using the configured proxy (if any proxy
host is set in the MISP configuration).

Server certificate file You can upload a certificate file if the instance you are trying to connect to
has its own signing authority. (*.pem)

Client certificate file Set a client certificate to use when connecting to this server.

Push rules Allows you to set filtering rules for data to be pushed out (tag based and organisation
based). Please see rules for more info.

Pull rules Allows you to set filtering rules for data to be pulled in (tag based and organisation based).
Please see rules for more info.

Synchronising analyst data and collections (2.5)

MISP 2.5 adds four more synchronisation toggles to the server form, alongside the galaxy-cluster options,
so that the newer collaborative data types can travel between instances:
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+ Push analyst data/Pull analyst data — synchronise Analyst Data (notes, opinions and relationships)
with the remote instance.

« Push collections / Pull collections — synchronise Collections (bundles of events and galaxy clusters)
with the remote instance.

Like the other sync options, each direction is independent, both instances must support the feature, and
the usual distribution-degradation rules apply.
Adding, editing and removing sync servers is restricted to site administrators.

Test connection

The connection test can be used to test the connection to the remote server and will give a feedback about
local and remote version of MISP.

Servers

1D Name Prio Connection
test

2 JEroEN_PUBLIC ©© (G} |

ID Name Prio Connection test

2 JEROEN_PUEBLIC ¥ Local version: 2.4.140
Remote version; 2.4.140
Status: OK
Compatibility: Compatible
o POST test: Received sent package

Rules

Rules are used to limit sharing when synchronising events and attributes. In the example below, data
tagged with tlp:red or owned by organisation Setec Astronomy will not be pushed out to this server.
Please note any other filtering set up on the instance will still apply as well (blocklists for example).
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Set PUSH rules

Configure the rules to be applied when PUSHing data to the server

Allowed tags (OR) Blocked tags (AND NOT)

< » tlp:red

~ Show freetext input

AND AND NOT

Blocked orgs (AND NOT) L

Allowed orgs (OR)

C » Setec Astronomy

O Type filtering

Figure 31.3: Screenshot of configured push rules, tlp:red tag is added to blocked tags and organisation
Setec Astronomy to Blocked Orgs

Troubleshooting

If you have issues connecting to a remote servers try to do the following things: - manually try to do an
API request, to ensure that your API key is valid - try to connect with your user account to the remote
server and check your roles on the remote server - perform a package capture and analyse the traffic - if
you have a SSL connection issue to a remote server with a certificate signed by a CA that is not included
in OS, make sure the whole certificate path is included in the path.

Sharing and distribution

The following section describes how distribution mechanisms of events and attributes work.

Distribution settings

The below five distribution settings are available for events and attributes. Descriptions of those settings
can be found here.

« Your organisation only
« This community only

+ Connected communities
+ All communities

« Sharing group

Events that are not published are only distributed/shared to the local organisations on the same MISP
server/instance (within the limit of the distribution model). Only events that are published will be shared
with remote organisations on other MISP servers via push/pull mechanisms. More details on publishing
events here.

Visibility of data - events objects and attributes

Assuming that none of the ancestors of the object of attribute are too restrictive, you can view an event/
object/attribute on an instance if: - You are a site admin - Your organisation is owner of the event - Neither
of the above apply and one of the below statements is true: - The distribution of the event/object/attribute
is “This community only’, ‘Connected communities’ or ‘All communities’ - Your organisation belongs to
the sharing group of the event/object/attribute or the sharing group has the ‘all orgs’ flag set for the
instance

Note: - As of MISP version 2.4.140: When pulling in data you can only see due to the ‘all orgs’ flag being
set in the sharing group, your organisation will be added to the sharing group when creating the data
locally.

222



31.7 Sharing and distribution 223

31.7.2 Community

A community is composed of the local organisations on a MISP server and the remote organisations
connected by the sync users. For more information on the concept of community, refer to an article on
MISP information sharing following ISO/IEC 27010, explaining the concept of community.

Specifically, communities are not reversible. Taking the example of the above figure, illustrating the
synchronisation between two MISP servers, OrgB.ServerB is part of the MISP ServerA community but
OrgB.ServerA is not part of MISP ServerB community.

31.7.3 Sharing-groups

There is an article about sharing groups in here

31.7.4 Distribution mechanisms

The distribution level of an event is automatically decreased as it is synchronised with other MISP
instances, when it was originally set to:

« Community only (to organisation only)
« Connected community (to community only)

It is not decreased when it was originally set to:

+ Organisation only
+ All communities
+ Sharing group

[!] This rule does not apply if “Internal instance” has been checked when creating the server.

As an example, the figure below illustrates two events e and €’ created by OrgA and respectively shared
as “This community only” and “Connected communities” and how they propagate in an illustrative MISP
set of intances synchronised with each others.
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Instance E

Operated by
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Figure 31.4: Illustration of MISP organisations and community interactions

General syncing rules

« The owner organisation of the event on instance B is set to the organisation of the sync user.
« The creator user is the authkey user when pushing
« The creator user is the user triggering the pull when pulling. This user can be different than the authkey

user.

« Rule of thumb: if the user configured to pull from instance A to B can see the event on instance A, the

event will be synced.

Syncing scenarios with communities distribution

Internal instance flag not set

The below scenarios are if “Internal instance” has not been checked when creating the server. This is the

usual scenario.

Push from instance A to instance B - usual scenario

Which organisation the remote sync user belongs to has no impact on which events are pushed.

Instance Instance B

A

Your or- Event/object/attribute not pushed

ganisa-
tion only
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Instance Instance B
A

This Event/object/attribute not pushed
commu-
nity only

Con- Event/object/attribute distribution decreased to “This community only’ on B
nected

commu-

nities

All com- Event/object/attribute distribution stays ‘all communities’

munities

Pulling from instance A to instance B - usual scenario
Rule of thumb: if the user configured to pull from instance A can see the event on instance A, the event
will be synced.

Instanbestance B
A

Your Event/object/attribute pulled in only if the sync user is member of the event’s owner organisation
organ-on A. Event distribution stays ‘Your organisation only’ on instance B

i-

sation

only

This Event/object/attribute distribution decreased to ‘Your organisation only’ on B
com-

mu-

nity

only

Con- Event/object/attribute distribution decreased to “This community only’ on B
nected

com-

mu-

nities

All cotlivent/object/attribute distribution stays all communities on B

mu-

nities

Internal instance flag set

The below scenarios are if “Internal instance” has been checked when creating the server. This is the not
the usual scenario and potentially dangerous. The internal instance flag can be used when both instances
have the same hosting organisation.

Push from instance A to instance B - internal flag set scenario

In- Instance B
stance
A

YourEvent/object/attribute not pushed if triggering push of already locally (on instance A) published
or- event. Event/object/attribute synced on publication of an event, even if the organisation publishing
gan-is not the host organisation of the instance

isa-

tion

only
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In- Instance B
stance
A

ThisEvent/object/attribute distribution stays “This community only’ on B
com-

mu-

nity

only

ConEvent/object/attribute distribution stays ‘Connected communities’ on B
nected

com-

mu-

ni-

ties

All Event/object/attribute distribution stays ‘All communities on B’
com-

mu-

ni-

ties

Pulling from instance A to instance B - internal flag set scenario
Rule of thumb: if the user configured to pull from instance A can see the event on instance A, the event
will be synced.

Instandastance B
A

Your Event/object/attribute pulled in only if the sync user is member of the event’s owner organi-
organ-sation. Event distribution stays ‘Your organisation only’ on B

isation

only

This Event/object/attribute distribution decreased to “Your organisation only’ on B
com-

mu-

nity

only

Con- Event/object/attribute distribution decreased to “This community only’ on B
nected

com-

mu-

ni-

ties

All conEvent/object/attribute distribution stays ‘All communities’ on B
mu-

ni-

ties

31.8 Collaboration
31.8.1 Proposals

Proposals can be used to propose new attribute values that can be reviewed by the event owner.
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31.8.2 Forums / Threats

Forums can be used to discuss non event related topics.
Discussions can be accessed on the top “Global Actions - List Discussions”
Discussions will and can not be shared with other servers
and via URL:

https://<misp url>/threads/index

Global Actions ~

MNews

My Profile
Dashboard
Crganisations

Role Permissions

i List Sharing Groups
Add Sharing Group

Usar Guide

Terms & Conditions

Statistics

List Discussions

Start Discussion

Figure 31.5: Discussions
31.8.2.1 Create a new Topic

To create a new topic

https://<misp url>/posts/add

227



228 Chapter 31. Synchronisation

List Threads Add Post
New Thread

Thread Subject
This is a test subject

Quote Event Thread Link Code

| would like to talk about foo bar because...

Figure 31.6: Start a topic

31.8.2.2 Comment a topic
A topic can be commented by any user

https://<misp url>/threads/view/<topic id>

31.8.3 Comments to events

In MISP ongoing events can be commented by every user to ask free text question to events. Comments
to events will not be shared with other servers

this is a test

MISP

admin@misp training Gmm

Page 1 of 1, showing 1 records out of 1 total, starting on record 1, ending on 1

Quote Event Thread Link Code

Figure 31.7: Contact reporter

31.8.4 Contact a reporter

This feature can be used to contact the person or the organisation that the person belongs to that has

created the event.
All E-Mails can be enforced to be encrypted
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Contact organization reporting event 4

You are about to contact the organization that reported event 4.
Feel free to add a custom message that will be sent to the reporting organization.
Your email address and details about the event will be added automagically to the message.

Message

Hello

we have seen several of the indicators mentioned in this event in our network, do
you have any more information on it?

# Submit only to the person that
created the event

Figure 31.8: Contact reporter

31.8.5 Receive alerts

It is possible to get alerts via encrypted mail in the following cases:

« published events by other user of the MISP instance
« events pushed to the MISP instance
« events pulled by the MISP instance

These E-Mail alerts are an opt-in feature
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Edit My Profile

Email Password Confirm Password
admin@misp.training
Organisation Role Nids Sid

admin ¥ 4000000

GPG key

Fetch GPG key

Receive alerts when events are Receive alerts from "contact

published reporter" requests

Figure 31.9: Change user settings

Cerebrate

Cerebrate is a companion open-source platform that acts as a directory and distributed trust source
for a community: it holds authoritative records of organisations and sharing groups that many MISP
instances can then draw from, instead of each instance maintaining that information by hand. Connecting
your MISP to a Cerebrate lets you pull those organisations and sharing groups in, keeping identities and
sharing-group memberships consistent across the community.

Cerebrate connections are managed under Sync Actions — Cerebrates and are site-admin only. To
add one, provide:

« Name and URL of the Cerebrate node,

« an Authkey for its API (stored encrypted),

« the local owner organisation that represents this connection, an optional description, and a Skip
proxy option, plus

+ Pull organisations and Pull sharing groups toggles for what you want to retrieve.

From a configured Cerebrate you can preview the remote organisations and sharing groups — each is
annotated with whether it already exists locally and what differs — before pulling. You can then pull
all organisations or sharing groups (creating the missing ones and updating the rest), or download an
individual organisation or sharing group. Pulled organisations are matched by UUID; a name clash is
resolved by suffixing the imported name.

Sharing group blueprints

Maintaining sharing groups by hand becomes tedious when membership follows a rule (“every national
CSIRT”, “all organisations in the finance sector”, “everyone except this org”). A Sharing Group Blueprint
captures that rule as JSON and lets MISP generate and keep a sharing group in sync automatically.

Blueprints are managed under Global Actions — List Sharing Group Blueprints. Creating or editing one
requires the sharing-group permission, and non-site-admins only see their own organisation’s blueprints.

A blueprint has a name and a rules definition (edited as JSON). The rules select organisations by
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properties — organisation id/uuid/name/sector/nationality/type, or sharing-group id/uuid — combined
with the boolean operators OR, AND and NOT.
Once defined, you can:

+ Execute the blueprint — MISP resolves the rules to a set of organisations and either creates a new
sharing group or updates the membership of the one it already manages.

+ Preview the organisations the rules currently resolve to before executing.

+ Detach the generated sharing group from the blueprint (making it a normal, manually managed sharing
group).

+ Encode as a sync rule (site admins) — transpose the resolved organisations directly into a sync server’s
push or pull rules.

TAXII 2.x servers

MISP can act as a TAXII 2.1 client, pushing your intelligence — converted to STIX 2.x — to a remote TAXII
2.1 collection, and browsing the collections and objects a TAXII server exposes. This is the standards-
based path for sharing with platforms that speak TAXII rather than MISP’s native synchronisation. The
STIX conversion relies on the misp-stix library.

TAXII servers are configured under Sync Actions — TAXII Servers and are site-admin only. The form
asks for:

. aname and owner label,

« the discovery URL of the TAXII server and a Skip proxy option,

« an Enabled toggle,

« the authentication type — basic (username and password) or bearer (an API token),

« the APIroot and collection, which are populated dynamically by querying the server (only collections
you can write to are offered for pushing), and

« a filters definition (a MISP REST search filter, as JSON) that decides which events are pushed.

Once a server is configured you can push events to it (filtered by the rules you set — run as a background
job when jobs are enabled), and browse the server’s collections and the STIX objects within a collection.
TAXII push complements the automation chapter’s STIX export formats.

Recommendation

The following section will describe what is the best practice how many MISP instances that showed to be
good for orgs. Of course depending on your specific requirements an architecture could be more spread
or simplified.

The architecture is divided into several systems / stages beginning with:

MISP Staging System

This systems purpose is to be linked to all available external MISP systems that you have access to. It will
download all events and do enrichment between these events.

MISP SECOps System

This system is the main system used by human analysts. It will it is not linked to any external MISP
instance other then the Staging System.

To publish events to the community assign the right tags to match your push Rules and publish the
event
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33. Feeds

Feeds are remote or local resources containing indicators that can be automatically imported into MISP
at regular intervals. Feeds can be structured in MISP format, CSV format or even free-text format. You
can easily import any remote or local URL to store the data in your MISP instance. It’s a simple way to
gather many external sources of information into MISP without any programming skills.

Feed descriptions can be also easily shared among different MISP instances as you can export a feed
description as JSON and import it back in another MISP instance.

Managing feeds

Warning

A site admin role is required to perform these actions.

To manage feeds you first need to access the Feeds page using the Feeds item on the Sync Actions
top menu:
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Remote Servers
Feeds
SightingDB
Communities
Cerebrates
TAXII Servers

Event ID translator

Figure 33.1: List feeds menu

Then you will see the Feeds page with a table of configured feeds.

- m m o= o= o= o=
ee o © © © © @

Figure 33.2: List feeds side menu

The index can be filtered by scope using the tabs at the top: All, Default (the feeds shipped with MISP)
and Custom (feeds you added yourself). Selecting feeds with the checkboxes reveals bulk actions, so
you can enable or disable many feeds at once instead of toggling each individually.

33.1.1 Default feeds

The MISP project supplies a list of open-source feeds. You can load these feed definitions by using the
‘Load default feed metadata’ button on the Feeds page. This feature creates new feeds by importing the
entries in file app/files/feed-metadata/defaults.json to the database. Existing feeds are not changed. The
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feature checks for duplicates using the feed URL. If a feed with the same URL already exists in the database,
that entry is not imported. This ensures that local modifications such as name, distribution or enabled
status are never overwritten.

Caching feeds

Caching downloads the feed content to the Redis server in your instance, and allows you to correlate
attributes and see matching “Feed hits” (similar to correlated “Related Events”) in the event view on each
attribute row. Caching does not create any events in the database server in your instance.

Use the buttons at the top of the Feeds screen to retrieve data from feeds and store the data in the Redis
cache. The buttons let you cache data from all feeds, cache data from freetext/CSV-format feeds only, or
cache data from MISP-format feeds only.

Fetching feeds

Use the button at the top right of the Feeds screen to fetch data from all feeds and ingest the data to the
MISP database.

Search feed caches

To search the feed caches, select the Search Feed Caches option on the side menu. This displays a table
where you can search for values potentially contained in the cached feeds and servers.

Feed Cache Search

Search for values potentially contained in the cached feeds and servers.

2 next » last »
Id Type Name Feed URL
1 MISP Feed CIRCL https://www.circl.lu/doc/misp/feed-osint/
2 MISP Feed Botvrij.eu https://www.botvrij.eu/data/feed-osint
9 Feed Tor exit nodes https://www.dan.me.uk/torlist/?exit

Figure 33.3: Feed cache search

Adding feeds

To add a new feed, select the Add Feed option on the side menu. Here you will have access to a dynamic
form. Let’s check each field by order. The form shows or hides fields based on the selections in the drop-
down fields.
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Add MISP Feed

Add a new MISP feed source.
(O Enabled

(J Caching enabled

(J Lookup visible

(J Disable correlation
(J Unpublish events

([ Lock events

Name

Feed name

Provider

Name of the content provider

Input Source
Network
URL
URL of the feed
Source Format

MISP Feed

Any headers to be passed with requests (for example: Authorization)

Line break separated list of headers in the "headername: value" format

Add Basic Auth

Distribution

All communities

Default Tag

None

Default Tag Collection

None

Filter rules:

« Enabled: Is the feed active or not

Figure 33.4: Add feed form

« Caching enabled: Should the feed data be cached

« Lookup visible: If this is not checked, correlations will only show up for you; if checked, correlations

are visible for other users as well

« Disable correlation: If this is checked, correlations will be disabled for all events coming from this Feed

« Unpublish event: If checked, the target event is unpublished whenever the feed updates it (useful when

you want to review changes before they are re-published)
« Name: Name to identify the feed; not required to be unique
« Provider: Name of the content provider

« Input Source: Where does the input come from

Input Source

- Network: hosted somewhere outside the platform
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— Local: Hosted on the local server. In this case, a new checkbox “Remove input after ingestion” will
appear. If checked, the source is deleted after usage.

Input Source

EELDcaI A

(| Remove input after ingestion

« URL: URL of the feed, where it is located (for Local hosted files, point to the manifest.json; e.g., /home/
user/feed-generator/output/manifest.json)

« Headers: Any HTTP headers to pass with the feed request, as a line-break-separated list in headername:
value format. This is how you consume a feed that requires authentication — for example an
Authorization header carrying an API token or bearer key.

. The Source Format can be:

Source Format

. MISP Feed N L
MISP Feed

Freetext Parsed Feed

Simple CSV Parsed Feed

— MISP Feed: The source points to a list of JSON formatted files like MISP events.
Example: https://www.circllu/doc/misp/feed-osint
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— Freetext Parsed Feed: The options for a freetext-parsed feed are shown below.

Source Format

Freetext Parsed Feed j

Creator organisation

CIRCL =

Target Event

4

Fixed Event

Target Event ID

Leave blank unless you want to reuse an existing event.

Exclusion Regex

Regex pattern, for example: "/Ahttps://myfeedurl/i

- Auto Publish
' Override IDS Flag

Delta Merge

o Creator organisation: The creator organisation (orgc_id) for the event created from this feed.
Appears in the Org column on the List Feeds screen.

o Target Event: The event to hold data from the feed. Can be either “New Event Each
Pull” (a new event will be created each time the feed is pulled) or “Fixed Event” (a
unique event will be updated with the new data, as determined by the next field).

Target Event

New Event Each Pull

Fixed Event

o Target Event ID: The ID of the event where the data will be added; if not set, the field will be set
the first time the feed is fetched.

o Exclusion Regex: Add a regex pattern for detecting IoCs that should be skipped. This can be useful
to exclude any references to the actual report / feed for example.

o Auto Publish: If checked, the event created from the feed will be automatically published

o Override IDS Flag: If checked, the IDS flag will be set to false

o Delta Merge: If checked, only attributes from the most recent fetch are kept, the old ones are
(soft-) deleted.
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- Simple CSV Parsed Feed: The options for a chacter-separated feed are shown below.
Source Format

Simple CSV Parsed Feed v

Creator organisation

CIRCL M

Target Event

Fixed Event v

Target Event ID

Value field(s) in the CSV

Delimiter

Exclusion Regex

Auto Publish
Override IDS Flag
Delta Merge

o Creator organisation: The creator organisation (orgc_id) for the event created from this feed.
Appears in the Org column on the List Feeds screen.

o Target Event: The event to hold data from the feed. Can be either “New Event Each Pull” (a new
event will be created each time the feed is pulled) or “Fixed Event” (a unique event will be updated
with the new data, as determined by the next field).

o Target Event ID: The ID of the event where the data will be added; if not set, the field will be set
the first time the feed is fetched.

o Value field(s) in the CSV: Select one or several fields that should be parsed by the CSV parser and
converted into MISP attributes; specify column position separated by commas

o Delimiter: Set the field separator; default is comma

o Exclusion Regex: Add a regex pattern for detecting IoCs that should be skipped. This can be useful
to exclude any references to the actual report / feed for example.

o Auto Publish: If checked, the event created from the feed will be automatically published

o Override IDS Flag: If checked, the IDS flag will be set to false

o Delta Merge: If checked, only attributes from the most recent fetch are kept, the old ones are
(soft-) deleted.

« Distribution: The distribution option that will be set on the event created from the feed. The choices are:
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- Your organisation only

— This community only

- Connected communities

- All communities

- Sharing Group. In this case, a new field Sharing Group appears where you must select a group.

— Inherit from Feed (only for MISP feeds). In this case the original distribution and Sharing Group
from the feed will be used. Note that the feed generator.py needs to be configured with
with distribution = True. Data will be imported as “Your organisation only” if the distribution is
not present in the feed.

+ Default Tag: A default tag can be added to the created event(s). You can select either a single tag or a tag
collection (a preset bundle of tags), so that every event created from the feed is consistently labelled.

« Filter rules: Here you can define which tags or organisations are allowed or blocked.

Set pull rules

Allowed Tags Blocked Tags

Allowed Organisations Blocked Organisations

To add a tag (or organisation respectively), first type it into the top middle (bottom middle for organisation)
text field. Then use the arrows that point to the outside to add it to the allowed or blocked tags (or
organisations respectively) list.
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Set pull rules

Allowed Tags Blocked Tags

u flp:green

Allowed Organisations Blocked Organisations

Set pull rules

Allowed Tags Blocked Tags

tlp:white tip:green

|

Allowed Organisations Blocked Organisations

o

To remove a tag (or organisation respectively), select it in the list and click on the arrow pointing to
the inside.
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Set pull rules

Allowed Tags Blocked Tags

flp:green

ﬂ

Allowed Organisations Blocked Organisations

Set pull rules

Allowed Tags Blocked Tags

flp:green

Allowed Organisations Blocked Organisations

Importing feeds

To import a new feed, select the Import Feeds from JSON option on the side menu. Paste MISP feed
metadata JSON into the text box and click the Add button. Double check values in ID fields that are specific
to an instance including the feed ID (field id), event ID (field event_id), organisation ID (field orgc_id),
sharing group ID (field sharing_group_id) and tag ID (field tag_id).

Analyze feed overlap

To analyze feed data overlap, select the Feed overlap analysis matrix option on the side menu. This
presents overlap matrix obtained by analyzing cached feed data.
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Feed overlap analysis matrix

F1 F2 F9 F10 F20 F25 F26 F31

Feed #1 CIRCL - 1% 0% 0% 0% 0% 0% 0%
Feed #2 Botvrij.eu - 0% 0% 0% 0% 0% 0%
Feed #9 Tor exit nodes 0% 0% - 95% 4% 0% 0%

Feed #10 Tor ALL nodes 0% 0% - 1% 0% 0% 1%
Feed #20 pop3gropers 0% 0% 0% 0% - 0% 0% 0%
Feed #25 OpenPhish url list 0% 0% 0% 0% 0% - 0% 0%
Feed #26 firehol_leveli 1% 0% 0% 0% 0% 0% - 0%
Feed #31 blocklist.de 0% 0% 0% 0% 1% 0% 0% -

Figure 33.5: Overlap analysis matrix

33.1.8 Exporting feeds

To export all feed metadata, select the Export Feeds settings option on the side menu. The server will
push a JSON file for download.

33.2 Feed correlation

If an indicator from a feed matches an indicator within a MISP event, it will show up as “Feed hits” in the
event overview. The correlation will not show up in the correlation graph of the event.
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A Collection is a named, distributable container that bundles a set of events and/or galaxy clusters into
one shareable unit. Collections let you organise data — whether it is shared by the community or produced
during your own research — into buckets based on a common theme: a campaign, an intrusion set, a piece
of research, and so on. Collections are first-class citizens in MISP: each has its own UUID and obeys the
same distribution and sharing rules as events, so a collection can be shared and synchronised across
instances just like the intelligence it groups.

Collections are managed from Global Actions — List Collections, and creating or editing one requires a
role with modify permission.

1 Note

A collection groups events and galaxy clusters — nothing else. It is distinct from two similarly
named features:

« A Sharing Group is an access-control list (which organisations may see data), not a content bundle
— a collection references a sharing group when its distribution is set to “Sharing group”.
« A Tag Collection is a preset bundle of tags applied together to events, unrelated to this feature.

34.1 What a collection contains

34.2

A collection has a small set of metadata plus a list of element references:

Field Purpose

Name A human-readable label for the collection.

Type The kind of grouping: campaign, intrusion set,
named threat, research, or other.

Description Free text describing what the collection is for.

Distribution How widely the collection may be shared (see
below).

Sharing group The sharing group to use when distribution is set

to “Sharing group”.

Each element in a collection is a reference (by UUID) to an event or a galaxy cluster, optionally with a
short per-element description. The collection stores the reference, not a copy — so the underlying event
or cluster keeps its own ownership and distribution, and an element can be removed from a collection
without touching the event itself. The same element cannot be added to the same collection twice.

Creating and populating a collection

From List Collections choose to create a new collection and fill in its name, type, description and distrib-
ution. Once it exists you can add elements to it in two ways:

« From the collection — open the collection and add an element by giving its type (Event or Galaxy
Cluster) and UUID.

- From an event or cluster — while viewing an event or a galaxy cluster, use the “add to collection”
action to attach it to one of your organisation’s existing collections. If you have not created a collection
yet, MISP prompts you to create one first.
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The collection view lists all of its elements and shows the collection’s metadata; the index lists your collec-
tions with an element count, type, distribution and timestamps, and lets you edit or delete each. Deleting
a collection removes its element references but leaves the referenced events and clusters untouched.

Distribution and sharing

Collections use the standard event distribution levels:

Level Meaning

0  Your organisation only
1 This community only

2 Connected communities
3 All communities

4  Sharing group

When the level is Sharing group, MISP checks that you are allowed to use the chosen sharing group.
Visibility follows the same logic as events: you can see a collection if your organisation owns it, if it is
distributed to your community or wider, or if it belongs to a sharing group you are part of.

Note that a collection’s distribution governs visibility of the collection object itself — the list and its
metadata. The events and clusters it references each retain their own distribution, so being able to see a
collection does not automatically grant access to every element inside it.

Synchronising collections between instances

Collections synchronise between MISP instances much like events do, but only when both instances
support the feature and the relevant per-server toggle is enabled. On the sync server configuration (see
Sharing) there are two dedicated options:

« Push collections — send your eligible collections to the remote instance.
« Pull collections — retrieve collections from the remote instance.

During synchronisation MISP negotiates collection support with the peer, exchanges a compact {uuid:
modified} index to find what is new or newer, and transfers only the differences. Distribution degrades
by one step on each outbound hop, exactly as for events. Collections received from a remote instance are
marked as locked so that a locally created collection is never silently overwritten by an inbound copy;
between two synced copies, the one with the more recent modification time wins. Editing a collection’s
elements updates its modification time so the change propagates on the next sync. There is no separate
revision history — the modification timestamp and the locked flag are what keep copies consistent.

API

Collections are available over the REST API under the /collections/ and /collectionElements/
controllers, using the standard MISP JSON envelope:

Endpoint Purpose

GET /collections/index[.json] List collections (the REST view includes their el-
ements).

GET /collections/view/{id or uuid} Retrieve a single collection and its elements.

POST /collections/add Create a collection (optionally attaching elements

in the same call).

POST /collections/edit/{id or uuid} Edit a collection.
POST /collections/delete/{id or uuid} Delete a collection and its element references.
POST /collectionElements/ Add an element to a collection.

add/{collection id}
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Endpoint Purpose

GET /collectionElements/ List a collection’s elements.
index/{collection id}

POST /collectionElements/ Remove an element from a collection.

delete/{element id}
Listing and viewing require only a logged-in user (subject to visibility); creating, editing and deleting

require modify permission. The synchronisation endpoints used between instances require the sync
permission. See the Automation & API chapter for authentication and the request/response envelope.
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35. Cryptographic Keys & Event Signing

When an event is shared across a chain of MISP instances, each hop can, in principle, relay or modify it
before passing it on. Event signing lets the originator of an event constrain who is allowed to do that.
By attaching one or more cryptographic keys to an event and putting it into protected mode, the
creator declares: only instances that can sign updates with one of these keys may propagate or change this
event. Every hop then verifies the signature before accepting the event, giving tamper-evidence and origin
authentication along the whole sharing path.

This is a security feature for high-assurance sharing. It does not replace distribution levels or sharing
groups (which control who can see an event) — it controls who can author and relay updates to a protected
event as it travels.

1 Note

Event signing uses PGP keys. Both ends of every synchronisation hop must run a MISP version that
understands protected events (MISP 2.4.156 or newer — so any 2.5.x instance qualifies). An older
instance simply will not be offered protected events.

How it works

« Each cryptographic key attached to an event is a PGP public key (identified by its fingerprint). The
set of keys on an event is the list of authorised signers.

« An event’s own key list travels with the event during synchronisation, so every receiving instance
knows which keys are authorised. Key revocations propagate too: a key marked revoked upstream is
marked revoked locally, and keys removed upstream are removed locally.

« When a protected event is transferred, the sending instance signs the payload with its instance key
and includes a detached PGP signature in the transfer. The receiving instance verifies that signature
against the event’s authorised key list before accepting the add or edit. If verification fails, the event is
rejected — it is never silently accepted in a weakened, unprotected form.

« An instance will only relay a protected event onward if it can itself sign for it (i.e. it holds a private key
matching one of the event’s public keys). If it cannot, the event simply stops at that hop rather than
being passed on unsigned. This is what “cannot reliably be propagated beyond the reach of those that
can sign” means in practice.

The instance signing key

An instance signs with its configured GnuPG key — the same key used for encrypted/signed email
notifications (the GnuPG.email / GnuPG.password settings, or the key in the instance’s GPG homedir when
GnuPG.download gpg_from_homedir is enabled). The instance’s public key is published at ../gpg.asc. An
instance can only participate in protected sharing if it has a GnuPG key configured; without one, signing
fails and protected events cannot be pushed or served.

Protecting an event

The typical workflow, performed by a user in the event’s creator organisation:

1. Create the event as usual.

2. Attach the authorised signing keys. On the event, add each hop’s PGP public key. Your own
instance’s key can be added with a single click (“use the instance’s signing key”); partner instances are
added by pasting their published gpg.asc public key. Only a member of the event’s creator organisation
(or a site admin) may add or remove an event’s keys.
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3. Switch the event to protected mode using the Protect action. This flags the event as protected and,
because it is a significant change, un-publishes it — so you must re-publish it for the change to take
effect and propagate.

You can later Unprotect the event to remove the restriction (this also un-publishes it, requiring a re-
publish).

Warning

Once an event is protected, it — and its subsequent modifications — will be rejected by MISP
instances you synchronise with unless the hop through which the event is propagated can
sign with one of the listed keys. Make sure every instance that legitimately needs to relay or
update the event has a key on the list, or the event will not reach where you expect.

Verification on synchronisation

Signature verification happens at every stage of sync, and failure always means the update is blocked:

« Pushing a protected event to a remote: MISP signs the payload with the instance key and sends the
signature. If the remote is too old to understand protected events, or the instance has no valid signing
key, the push is aborted.

« Receiving a pushed protected event (over the REST API): the receiver requires a valid signature
matching the event’s key list, and rejects the add/edit otherwise. (Site-admin and internal-sync trust
paths are exempt from this check.)

+ Pulling a protected event from a non-internal remote: the puller validates the remote’s signature before
importing; a bad or missing signature means the event is not imported and the failure is logged.

« Serving a pull: MISP signs the served event with the instance key. A protected event whose key list
does not include this instance’s key is omitted from what the instance serves — propagation halts here
rather than continuing unsigned.

All signature validation failures are written to the audit log, so you can see when and why a protected
event was rejected.

Permissions and the server-signing endpoint

« Attaching or removing an event’s keys, and toggling protection, require the perm_add permission (plus
creator-organisation ownership of the event).

« MISP also exposes a server-signing endpoint, POST /cryptographicKeys/serverSign, which signs
an arbitrary payload with the instance key and returns the signature. It is gated by a dedicated Server
Signing role permission (perm_server_sign) and is intended for internal services that need to produce
instance-signed data.

API

Endpoint Purpose

POST /cryptographicKeys/add/Event/  Attach a PGP public key to an event.

{event id}

POST /cryptographicKeys/delete/{id} Remove a key from an event.

GET /cryptographicKeys/view/{id} View a stored key.

GET /cryptographicKeys/index List cryptographic keys.

POST /cryptographicKeys/serverSign Sign a payload with the instance key
(perm server sign).

POST /events/protect/{id} Put an event into protected mode.

POST /events/unprotect/{id} Remove protected mode from an event.
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During synchronisation the detached signature is carried in the x-pgp-signature HTTP header; REST
clients pushing a protected event must include it. See the Automation & API chapter for authentication
and the request/response envelope, and Sharing for how synchronisation between instances is configured.
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36. Automation and MISP API

Almost everything you can do in the MISP web interface you can also do programmatically through its
REST API: creating and updating events and attributes, searching, importing and exporting in many
formats, and administering the instance. Automation is authenticated with an API key rather than an
interactive login, so scripts and tools can talk to MISP directly. Your personal API keys are managed under
Global Actions — My Profile — Auth Keys.

The MISP REST API

MISP ships a complete, self-documenting API description. Rather than relying on a hand-maintained
endpoint list, use these built-in references on your own instance:

» OpenAPI/Swagger reference — a browsable OpenAPI 3.0 specification of the API is served at /api/
openapi (rendered with Redoc). It is the authoritative, versioned reference for the endpoints and their
request/response schemas for your exact MISP version.

« Built-in REST client — the interactive REST client at /api/rest lets you build, send and inspect API
calls from within MISP itself, using your session for authentication. It shows the exact headers, URL
and body for a call (handy for turning a UI action into a script) and keeps a history of your requests.

« PyMISP — for Python, the PyMISP library wraps the API; see that chapter.

The rest of this chapter is a set of practical recipes for the most common calls. Where an endpoint’s full
parameter set matters, cross-check it against /api/openapi for your version, as the API evolves between
releases.

General

Automation URL

The documentation will include a default MISP URL in the examples. Don’t forget to replace it with your
MISP URL.
Default MISP URL in the documentation:

https://<misp url>/

Automation key

The authentication of the automation is performed via a secure key. Make sure you keep that key secret, as
it gives access to your MISP data! Manage your keys under Global Actions > My Profile > Auth Keys.
Pass the key in an Authorization header on every request. URL-based authentication (putting the key
in the URL) is no longer supported.
The authorization is performed by using the following header:

Authorization: YOUR API KEY

Creating an automation key (using advanced authkeys)
Using the menu, go to Global Actions > My Profile and click “Auth keys” to show the auth keys view.
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Edit My Profile

Change Password

My Profile

List Organisations
Role Permissions

List Sharing G

Add Sharing Group
List Sharing Group Blueprints

Add Sharing Group Blueprint

Statistics

User admin@admin.test

ID

Email
Organisation
Role

TOTP

Email notifications

Contact alert enabled
Invited By

NIDS Start SID

PGP key

Created

4
admin@admin.test
ORGNAME

admin

m Generate

Event published notification RS

Daily notifications
Weekly notifications
Monthly notifications
N/A
3836994

2021-04-24 13:112:44

Download user profile for data portability

Auth keys £

Figure 36.1: Screenshot of My Profile view with Auth keys expanded

The following form will be displayed:

Add auth key

Auth keys are used for API access. A user can have more than one authkey, so if you would like to
use separate keys per tool that queries MISP, add additional Keysv Use the comment field to make
identifying your keys easier.

User

admin@admin.test v

Comment

Allowed IPs

Expiration (keep empty for indefinite)

[ Read only (it will be not possible to do any change operation with this token)

You can add an optional comment to indicate what the key will be used for.
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You can also limit the usage of the key to specific IPs or subnets (one per line), by adding them in the
Allowed IPs field. On some instances it is mandatory to set an IP allowlist. When adding subnets, please
note that you need to use the format network_ip/subnet_mask .

You can optionally set an expiration time for the key.

Finally, it is also possible to make this key read-only, meaning that it will not be possible to do any
changes on this instance using this automation key.

After clicking submit you will get a confirmation that the auth key was created, the key will be shown

Auth key created
Please make sure that you note down the auth key below, this is the only time the auth key is shown

in plain text, so make sure you save it. If you lose the key, simply remove the entry and generate a
new one.

MISP will use the first and the last 4 characters for identification purposes

sOfYatST3qVeyA7QtmTsgdnrtzQyyP3aGb5mbQcv

. I have noted down my key, take me back now
only one time.

The same fields are available when editing an automation key.

Pinning an allowed IP for an automation key (using advanced authkeys)

MISP will keep track of the unique IPs that were seen for a specific automation key. You can easily limit
future usage of an automation key to one of the IPs that was seen in the past. To do so, using the menu,
go to Global Actions > My Profile and click “Auth keys” to show the auth keys view. If the automation
key was used in the past, you will see the “Seen IPs” listed per key. Click on the pin button next to the IP
you want to limit usage to.

QO G httpsi//192.168.252.12/users

User admin@admin.test
D 4
Email admin@admin.test
ary settings Organisation ORGNAME
Role admin
TOTP LT Generate
Email notifications Event published notification (K223
Daily notifications [ No |
Weekly notifications [ No |
Monthly notifications 3
Contact alert enabled
Invited By N/A
NIDS Start SID 3836994
PGP key [ No |
Created 2021-04-24 13:12:44
Auth keys [£
# User Auth Key Expiration Last used Comment Allowed IPs Seen IPs
16 admin@admin.test 173Asesesessssssssccssccssssssssees mnqz Indefinite 2023-08-03 13:30:04 192.168.252.12°%
192.168.252.1%

You will get a pop up requesting confirmation that you want to pin this IP for the key:
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@ 192.168.252.12

Use this as only possible source IP?

Cancel ﬂ
After confirmation, if all goes well,
you will get a confirmation that the allowed IP was set for the automation key:

192.168.252.12/auth

Authentication key Index

A list of API keys bound to a user.

<+ Add authentication key

# User Auth Key Expiration Last used Comment Allowed IPs Seen IPs

2023-08-03 13:30:04 192.168.252.12 192.168.252.12 ¥
192.168.252.1 ¥

16 admin@admin.test —

Accept and Content-Type headers

When performing your request, depending on the type of request, you might need to explicitly specify in
what content type you want to get your results. This is done by setting one of the below Accept headers:

Accept: application/json
Accept: application/xml

When submitting data in a POST, PUT or DELETE operation you also need to specify in what content-
type you encoded the payload. This is done by setting one of the below Content-Type headers:

Content-Type: application/json
Content-Type: application/xml

Example:

curl --header "Authorization: YOUR API KEY" --header "Accept: application/json" --
header "Content-Type: application/json" https://<misp url>/

By appending .json or .xml the content type can also be set without the need for a header.

Automation using PyMISP

PyMISP is a Python library to access MISP platforms via their REST APIL.

PyMISP allows you to fetch events, add or update events/attributes, add or update samples or search
for attributes.

PyMISP is available including a documentation with various examples.

Status Codes

The API uses standard HTTP status codes:

« 200 OK — the request succeeded.

+ 403 Forbidden — authentication failed (missing/invalid API key) or the key’s role lacks permission for
the action; also returned for a read-only key attempting a write.

« 404 Not Found — the endpoint or object does not exist (or is not visible to you).

+ 405 Method Not Allowed — the HTTP method is not accepted for that endpoint.

+ 500 Internal Server Error — an error occurred server-side; check the application logs.

Error responses carry a JSON body with name, message and the requested url (see the example below).
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Error Handling

Wrong endpoint chosen

Example

curl --header "Authorization: YOUR API KEY " --header "Accept: application/json" --
header "Content-Type: application/json" http://10.50.13.60/servers/gaaa

{"name":"Not Found","message":"Not Found","url":"\/servers\/gaaa"}

Search

It is possible to search in the database for a list of attributes or events based on a list of criteria.
To return attributes or events in a desired format, use the following URL and header settings:
URL: YOUR_MISP_URL/attributes/restSearch YOUR_MISP_URL/events/restSearch
Headers: Accept: application/json Content-type: application/json Authorization: YOUR_API_KEY
The next feature to take care of then is the body of the query. This is where you are going to put your
filters.
As an example, if we want to export all the IP addresses that have a TLP marking and not marked as

TLP:red, you can find below the corresponding filters to use: jsen{returnFormat™—json>—type={-OR™
« » 1 €D, [

% <. L) », [« », [« B

>

Find below a non exhaustive list of parameters that can be used to filter data in your search (some
parameters specific to given export formats are not mentioned): - returnFormat: Set the return format
of the search. Can be passed as the first parameter after restSearch or via the JSON payload. The formats
supported by /events/restSearch are: attack, attack-sightings, cache, context, context-markdown,
count, csv, hashes, hosts, json, kunai, netfilter, opendata, openioc, rpz, snort, stix, stix-json,
stix2, suricata, text, xml, yara and yara- json. The exact set can vary by version — see /api/openapi
for the authoritative list. - limit: Limit the number of results returned, depending on the scope (for
example 10 attributes or 10 full events). - page: If a limit is set, sets the page to be returned. page 3,
limit 100 will return records 201->300). - value: Search for the given value in the attributes’ value field.
- type: The attribute type, any valid MISP attribute type is accepted. - category: The attribute category,
any valid MISP attribute category is accepted. - org: Search by the creator organisation by supplying the
organisation identifier. - tags: To include a tag in the results just write its names into this parameter. To
exclude a tag prepend it with a ‘. - quickfilter: Enabling this (by passing “1” as the argument) will make
the search ignore all of the other arguments, except for the auth key and value. MISP will return an xml /
json (depending on the header sent) of all events that have a sub-string match on value in the event info,
event orgc, or any of the attribute valuel / value2 fields, or in the attribute comment. - from: Events with
the date set to a date after the one specified in the from field (format: 2015-02-15). This filter will use the
date of the event. - to: Events with the date set to a date before the one specified in the to field (format:
2015-02-15). This filter will use the date of the event. - eventid: The events that should be included /
excluded from the search - withAttachments: If set, encodes the attachments / zipped malware samples
as base64 in the data field within each attribute - metadata: Only the metadata (event, tags, relations) is
returned, attributes and proposals are omitted. - uuid: Restrict the results by uuid. - publish_timestamp:
Restrict the results by the timestamp of the last publishing of the event. The input can be a timsetamp or
a short-hand time description (7d or 24h for example). You can also pass a list with two values to set a
time range (for example [“14d”, “7d”]). - last: (Deprecated synonym for publish_timestamp) Restrict the
results by the timestamp of the last publishing of the event. The input can be a timestamp or a short-
hand time description (7d or 24h for example). You can also pass a list with two values to set a time
range (for example [“14d”, “7d”]). - timestamp: Restrict the results by the timestamp (last edit). Any
event with a timestamp newer than the given timestamp will be returned. In case you are dealing with /
attributes as scope, the attribute’s timestamp will be used for the lookup. The input can be a timestamp
or a short-hand time description (7d or 24h for example). You can also pass a list with two values to set a
time range (for example [“14d”, “7d”]). - published: Set whether published or unpublished events should
be returned. Do not set the parameter if you want both. - enforceWarninglist: Remove any attributes
from the result that would cause a hit on a warninglist entry. - to_ids: By default (0) all attributes are
returned that match the other filter parameters, regardless of their to_ids setting. To restrict the returned
data set to to_ids only attributes set this parameter to 1. You can only use the special “exclude” setting
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to only return attributes that have the to_ids flag disabled. - deleted: Default value 0. If set to 1, only
deleted attributes will be returned. If set to [0,1] , both deleted and non-deleted attributes wil be returned.
- includeEventUuid: Instead of just including the event ID, also include the event UUID in each of the
attributes. - event_timestamp: Only return attributes from events that have received a modification
after the given timestamp. The input can be a timestamp or a short-hand time description (7d or 24h
for example). You can also pass a list with two values to set a time range (for example [“14d”, “7d”]). -
sgReferenceOnly: If this flag is set, sharing group objects will not be included, instead only the sharing
group ID is set. - eventinfo: Filter on the event’s info field. - searchall: Search for a full or a substring
(delimited by % for substrings) in the event info, event tags, attribute tags, attribute values or attribute
comment fields. - attackGalaxy: Select the ATT&CK matrix like galaxy to use when using returnFormat
= attack. Defaults to the Mitre ATT&CK library via mitre-attack-pattern. - order: Only available for /
events/restSearch. Sorts the results, can be useful in combination with limit. The accepted values to sort
on are “Event.[any_field_in_the_events_table] [asc|desc]”. You can also sort on multiple columns, see

» »_ &«

example below. ~ { “returnFormat”: “json”, “limit”: “3”, “order”: “Event.attribute_count desc, Event.date
desc” } ~

36.7 Events management

36.7.1 /events

36.7.1.1 Accepted Methods

« GET

« POST

« PUT

« DELETE

36.7.1.2 Description

Receive, update or delete Events. There is also a good amount of special output formats that can be
triggered.

36.7.2 GET /events
36.7.2.1 Description

Receive events based on criteria

36.7.2.2 URL Arguments

- event_id: Event id to receive
« event_uuid : Event uuid to receive

36.7.2.3 Output

[{"id":"1","org_id":"1",6"date":"2014-12-10","info":"0OSINT - F-Secure W32\/Regin, Stage
#1","uuid":"54884656-2da8-4625-bf07-43ef950d210b", "published": true, "analysis":"2","attribute count":"39"
{"id":"1","name":"ORGNAME"}, "Orgc":{"id":"2","name":"CIRCL"}, "EventTag":

[{"id":"1","event id":"1",6"tag id":"1","Tag":{"id":"1","name":"Type:0SINT", "colour":"#leed40", "exportabl
{"id" :null, "name" :null}}]

36.7.2.4 Example

curl --header "Authorization: YOUR API KEY" --header "Accept: application/json" --
header "Content-Type: application/json" https://<misp url>/
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POST /events

Example

curl -i -H "“Accept: application/json" -H ‘"content-type: application/json" -H
"Authorization: YOUR API KEY" --data "@event.json" -X POST http://10.50.13.60/events

DELETE /events

Description

Delete events based on criteria

URL Arguments

« event_id: Event id to receive
« event_uuid : Event uuid to receive

Output
{
"name": "Event deleted.",
"message": "Event deleted.",
"url": "\/events\/delete\/1"
}
Example

curl -header “Authorization: YOUR APIKEY” -header “Accept: application/json” —~header “Content-Type:
application/json” https:/// curl —~header “Authorization: YOUR API KEY” -header “Accept: application/
json” ~header “Content-Type: application/json” -X “DELETE” http://10.50.13.60/events/1

GET /events/index

Description

Return the event index. - Warning, there’s a limit on the number of results

Output
[{"id":"1","org _id":"1",6"date":"2014-12-10","info":"OSINT - F-Secure W32\/Regin, Stage
#1","uuid":"54884656-2da8-4625-bf07-43ef950d210b", "published": true, "analysis":"2","attribute count":"39"
{"id":"1","name": "ORGNAME"}, "Orgc":{"id":"2","name":"CIRCL"}, "EventTag":
[{"id":"1", "event id":"1",6 "tag id":"1","Tag":{"id":"1","name":"Type:0SINT","colour": "#leed40", "exportabl
{"id" :null, "name" :null}}]

Example

curl --header "Authorization: YOUR API KEY " --header "Accept: application/json" --
header "Content-Type: application/json" http://10.50.13.60/events/index

POST /events/AddTag

Add a tag or a tag collection to an existing event.
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36.7.6.1 URL Arguments

- event (id)
« tag (id, name or collection_[collection_id])

Examples:

curl \
-d '{"event":"1210","tag":"tlp:green"}"' \
-H "Authorization: YOUR API KEY" \
-H "Accept: application/json" \
-H "Content-type: application/json" \
-X POST https://192.168.0.223/events/addTag

curl \
-d '"{"event":"1210","tag":"383"}"' \
-H "Authorization: YOUR API KEY" \
-H "Accept: application/json" \
-H "Content-type: application/json" \
-X POST https://192.168.0.223/events/addTag

curl \
-d '{"event":"1210","tag":"collection 1"}"' \
-H "Authorization: YOUR API KEY" \
-H "Accept: application/json" \
-H "Content-type: application/json" \
-X POST https://192.168.0.223/events/addTag

36.7.7 POST /events/removeTag

Remove a tag from an existing event. Note that removing a tag collection in one go is not possible.

36.7.7.1 URL Arguments
« event (id)

« tag (id, name).

Examples:

curl \
-d '{"event":"1210","tag":"tlp:amber"}"' \
-H "Authorization: YOUR API KEY" \
-H "Accept: application/json" \
-H "Content-type: application/json" \
-X POST https://192.168.0.223/events/removeTag

curl \
-d "{"event":"1210","tag":"987"}"' \
-H "Authorization: YOUR API KEY" \
-H "Accept: application/json" \
-H "Content-type: application/json" \
-X POST https://192.168.0.223/events/removeTag

36.7.8 GET /events/pushEventToZMQ/

36.7.8.1 Description
Will push an Event to ZMQ

36.7.8.2 URL Arguments

. event_id
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Example

curl --header "Authorization: YOUR API KEY" --header "Accept: application/json" --
header "Content-Type: application/json" https://<misp url>events/pushEventToZMQ/223

GET /events/nids NIDS rules export

Automatic export of all network related attributes is available under the Snort or Suricata rule format.
Only published events and attributes marked as IDS Signature are exported.
You can configure your tools to automatically download the following file:

https://<misp url>/events/nids/suricata/download
https://<misp url>/events/nids/snort/download

The full API syntax is as follows:

https://<misp url>/events/nids/[format]/download/[eventid]/[frame]/[tags]/[from]/
[to]l/[last]

format The export format, can be “suricata” or “snort” eventid Restrict the download to a single event
frame Some commented out explanation framing the data. The reason to disable this would be if you would
like to concatenate a list of exports from various select events in order to avoid unnecessary duplication of
the comments. tags To include a tag in the results just write its names into this parameter. To exclude a tag
prepend it with a ‘I". You can also chain several tag commands together with the ‘&&’ operator. Please be
aware the colons (:) cannot be used in the tag search. Use semicolons instead (the search will automatically
search for colons instead). For example, to include tagl and tag2 but exclude tag3 you would use:

https://<misp url>/events/nids/snort/download/false/false/tagl&&tag2&&!tag3

from Events with the date set to a date after the one specified in the from field (format: 2015-02-15). This
filter will use the date of the event. to Events with the date set to a date before the one specified in the
to field (format: 2015-02-15). This filter will use the date of the event. last Events published within the
last x amount of time, where x can be defined in days, hours, minutes (for example 6d or 12h or 30m).
This filter will use the published timestamp of the event. The keywords false or null should be used for
optional empty parameters in the URL.

An example for a Suricata export for all events excluding those tagged tagl, without all of the
commented information at the start of the file would look like this:

https://<misp url>/events/nids/suricata/download/null/true/!tagl

Administration is able to maintain an allowedlist containing host, domain name and IP numbers to exclude
from the NIDS export.

GET /events/hids Hash - HIDS database export

Automatic export of MD5/SHA1 checksums contained in file-related attributes. This list can be used to
feed forensic software when searching for suspicious files. Only published events and attributes marked
as IDS Signature are exported.

You can configure your tools to automatically download all the MD5 hashes from MISP:

https://<misp url>/events/hids/md5/download
Or the SHA1 hashes:
https://<misp url>/events/hids/shal/download
The APTs full format is as follow:
https://<misp url>/events/hids/[format]/download/[tags]/[from]/[to]l/[last]

format The export format, can be “md5” or “shal” tags To include a tag in the results just write its names
into this parameter. To exclude a tag prepend it with a ‘I". You can also chain several tag commands
together with the ‘&&’ operator. Please be aware the colons (:) cannot be used in the tag search. Use
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semicolons instead (the search will automatically search for colons instead). For example, to include tagl
and tag2 but exclude tag3 you would use:

https://<misp url>/events/hids/md5/download/tagl&&tag2&&! tag3

from Events with the date set to a date after the one specified in the from field (format: 2015-02-15). This
filter will use the date of the event. to Events with the date set to a date before the one specified in the
to field (format: 2015-02-15). This filter will use the date of the event. last Events published within the
last x amount of time, where x can be defined in days, hours, minutes (for example 5d or 12h or 30m).
This filter will use the published timestamp of the event. The keywords false or null should be used for
optional empty parameters in the URL.

For example, to only show shal values from events tagged tagl, use:

https://<misp url>/events/hids/shal/download/tagl

GET /events/stix STIX export

You can export MISP events in MITRE’s STIX format (to read more about STIX). The STIX XML export is
currently very slow and can lead to timeouts with larger events or collections of events. The STIX JSON
return format does not suffer from this issue.

Usage of the APIL:

https://<misp url>/events/stix/download

Search parameters can be passed to the function via URL parameters or by POSTing an xml or json object
(depending on the return type). The following parameters can be passed to the STIX export tool: id,
withAttachments, tags. Both id and tags can use the && (and) and ! (not) operators to build queries. Using
the URL parameters, the syntax is as follows:

https://<misp url>/events/stix/download/[id]/[withAttachments]/[tags]/[from]/[tol/
[last]

id The event’s ID withAttachments Encode attachments where applicable tags To include a tag in the
results just write its names into this parameter. To exclude a tag prepend it with a ‘!". You can also chain
several tag commands together with the ‘&&’ operator. Please be aware the colons (:) cannot be used
in the tag search. Use semicolons instead (the search will automatically search for colons instead). For
example, to include tagl and tag2 but exclude tag3 you would use:

https://<misp url>/events/stix/download/false/true/tagl&&tag28&! tag3

from Events with the date set to a date after the one specified in the from field (format: 2015-02-15). This
filter will use the date of the event. to Events with the date set to a date before the one specified in the to
field (format: 2015-02-15). This filter will use the date of the event. last Events published within the last x
amount of time, where x can be defined in days, hours, minutes (for example 5d or 12h or 30m). This filter
will use the published timestamp of the event. You can post an XML or JSON object containing additional
parameters in the following formats.

If you use JSON query objects:

https://<misp url>/events/stix/download.json

{"request": {"id":["!51","162"],"withAttachment":false, "tags":
["APT1","!0SINT"],"from":false,"to":"2015-02-15"}}
If you use XML query objects:

https://<misp url>/events/stix/download

<request><id>!51</id><id>!62</id><withAttachment>false</withAttachment><tags>APT1</
tags><tags>!0SINT</tags><from>false</from><to>2015-02-15</to></request>
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Various ways to narrow down the search results of the STIX export

For example, to retrieve all events tagged “APT1” but excluding events tagged “OSINT” and excluding
events #51 and #62 without any attachments: https:///events/stix/download/!51&&!62/false/APT1&&!
OSINT/2015-02-15

To export the same events using a POST request use: https:///events/stix/download.json

Together with this JSON object in the POST message:

{"request": {"id":["!51","!62"],"tags":["APT1","!0SINT"],"from":"2015-02-15"}}
XML is automatically assumed when using the STIX export:
https://<misp url>/events/stix/download

The same search could be accomplished using the following POSTed XML object (note that ampersands
need to be escaped, or alternatively separate id and tag elements can be used):

<request><id>!51</id><id>!62</id><tags>APT1</tags><tags>!0SINT</
tags><from>2015-02-15</from></request>

Tag management

POST /tags/add

Description
Add a tag on the instance

URL Arguments
Mandatory

e name

Optional

« colour : A valid hexadecimal colour, for example #51961a, if not set, a random colour is chosen
« exportable : whether the tag is exported when synchronising with other instances, default true
« hide_tag : if set, the tag will not be selectable, default false

« org_id : if set, only users from this organisation will be able to add the tag to objects

« user_id : if set, only this user will be able to add the tag to objects

Example

curl \

-d '{"name":"tag only name"}' \
"Authorization: YOUR API KEY" \
"Accept: application/json" \
"Content-type: application/json" \
POST https://192.168.0.223/tags/add

T T
X T T T

curl \
-d '{"name":"tag doc","colour":"#51961a", "exportable":1,"hide tag":0,"org id":1}"' \
"Authorization: YOUR API KEY" \
"Accept: application/json" \
"Content-type: application/json" \
POST https://192.168.0.223/tags/add

T T
X T T T

POST /tags/attachTagToObject

Description

Attaches a tag to an object by a given UUID. Note that adding a tag collection via this endpoint is not
possible. Please refer to /events/addTag and /attributes/addTag for that functionality.
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This endpoint exists for convenience reasons and might be slightly less performant than /events/addTag
and /attributes/addTag.

URL Arguments

. UUID
« tag (as id or name)

Response

{
"name": "Tag tlp3Awhite(7) successfully attached to Attribute(153).",
"message": "Tag tlp3Awhite(7) successfully attached to Attribute(153).",
"url": "\/tags\/attachTagToObject"

}

Example
curl --header "Authorization: YOUR API KEY " --header "Accept: application/
json" --header "Content-Type: application/json" -X POST http://10.50.13.60/tags/

attachTagToObject/5a0d68b3-6dad-4ced-8233-77bb950d210f/t1p3Awhite

curl --header "Authorization: YOUR API KEY" - -header "Accept:
application/json" --header "Content-Type: application/json" -X POST -
d '{"uuid":"5a0d68b3-6da0-4ced-8233-77bb950d210f", "tag":"tlp:white"}' https://<misp
url>/tags/attachTagToObject

curl \
-d '{"uuid":"e76949e6-5cch-4483-bef2-0ed4cac73d236","tag":"6"}"' \
-H "Authorization: YOUR API KEY" \
-H "Accept: application/json" \
-H "Content-type: application/json" \
-X POST https://192.168.0.223/tags/attachTagToObject

POST /tags/removeTagFromObject

Description

Removes a tag from an object (attribute or event) with given UUID.
This endpoint exists for convenience reasons and might be slightly less performant than /events/
removeTag and /attributes/removeTag.

URL Arguments

- UUID
« tag (as id or name)

Response

{
"name": "Tag tlp3Awhite(7) successfully removed from Attribute(153).",
"message": "Tag tlp3Awhite(7) successfully removed from Attribute(153).",
"url": "\/tags\/removeTagFromObject"
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36.8.3.4 Example

curl --header "Authorization: YOUR API KEY " --header "Accept: application/
json" --header "Content-Type: application/json" -X POST http://10.50.13.60/tags/
removeTagFromObject/5a0d68b3-6dad-4ced-8233-77bb950d210f/t1p3Awhite

curl \
-d '{"uuid":"85752e06-7644-40c8-8190-f8bbe9e7b2c7","tag":"tlp:white"}"' \
-H "Authorization: YOUR API KEY" \
-H "Accept: application/json" \
-H "Content-type: application/json" \
-X POST https://192.168.0.223/tags/removeTagFromObject

curl \
-d '"{"uuid":"85752e06-7644-40c8-8190-f8bbe%e7b2c7","tag":7}"' \
-H "Authorization: YOUR API KEY" \
-H "Accept: application/json" \
-H "Content-type: application/json" \
-X POST https://192.168.0.223/tags/removeTagFromObject

36.8.4 GET /tags/tagStatistics/
36.8.4.1 Description

Will give an overview of the used attribute tags

36.8.4.2 Output

{
"tags": {
"Type:0SINT": "1",
"tlp:white": "1"
"osint:source-type=\"technical-report\"": "1",
"misp-galaxy:threat-actor=\"Lazarus Group\"": "1",
"misp-galaxy:rat=\"FALLCHILL\"": "1"
¥,
"taxonomies": []
}

36.8.4.3 Example
curl --header "Authorization: YOUR API KEY " --header "Accept: application/json" --
header "Content-Type: application/json" -X GET http://10.50.13.60/tags/tagStatistics/
36.9 Attribute management

36.9.1 POST /attributes/add/

Adds an Attribute to an event

36.9.1.1 URL Arguments

- event id
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Output

Example
curl --header "Authorization: YOUR API KEY" --header "Accept:
application/json" - -header "Content-Type: application/json" -X POST -d

"{"event id":"3542","value":"1.2.3.4","category":"Network activity","type":"ip-dst"}"
https://<misp url>/attributes/add/3542

GET /attributes

Get an attribute

URL Arguments

« attribute uuid

URL Attributes
Output

{"Attribute":

{"id":"39","event id":"1","object id":"0","object relation":null, "category":"Payload

installation", "type":"md5","to ids":true,"uuid":"548847db-060c-4275-a0c7-15bb950d210b","timestamp":"1418
samples collected.","deleted":false, "disable correlation":false, "value":"049436bb90f71cf38549817d9b90e2dze
bf07-43ef950d216b"}}

Example
curl --header "Authorization: YOUR API KEY " --header "Accept:
application/json" --header "Content-Type: application/json" http://10.50.13.60/

attributes/548847db-060c-4275-a0c7-15bb950d210b

POST /attributes/delete/

Description
Delete attributes.

URL Arguments

« attribute uuid
« attribute id
« attribute id/1 <- hard delete

Output

{"message":"Attribute deleted."}

Example

curl -X POST --header "Authorization: YOUR API KEY" --header "Accept: application/json"
--header "Content-Type: application/json" https://<misp url>/attributes/delete/12345

curl -X POST --header "Authorization: YOUR API KEY " --header "Accept: application/
json"  --header "Content-Type: application/json" http://10.50.13.60/attributes/
delete/548847db-060c-4275-a0c7-15bb950d210b

Hard delete:
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curl -X POST --header "Authorization: YOUR API KEY" --header "Accept: application/json"
--header "Content-Type: application/json" https://<misp url>/attributes/delete/12345/1

POST /attributes/addTag

Add a tag or a tag collection to an existing attribute.

URL Arguments

. attribute (id)
« tag (id, name or collection_[collection_id])

Examples:

curl \

-d
-H
-H
-H
-X

"{"attribute":"256919", "tag":"tlp:green"}"' \
"Authorization: YOUR API KEY" \

"Accept: application/json" \

"Content-type: application/json" \

POST https://192.168.0.223/attributes/addTag

curl \

-d
-H
-H
-H
-X

"{"attribute":"256919","tag":"987"}"' \
"Authorization: YOUR API KEY" \

"Accept: application/json" \

"Content-type: application/json" \

POST https://192.168.0.223/attributes/addTag

curl \

-d
-H
-H
=[nl
-X

"{"attribute":"256919","tag":"collection 1"}"' \
"Authorization: YOUR API KEY" \

"Accept: application/json" \

"Content-type: application/json" \

POST https://192.168.0.223/attributes/addTag

POST /attributes/removeTag

Remove a tag from an existing event. Note that removing a tag collection in one go is not possible.

URL Arguments

. attribute (id)
« tag (id, name).

Examples:

curl \

-d
-H
-H
-H
-X

"{"event":"1210","tag":"tlp:amber"}"' \
"Authorization: YOUR API KEY" \

"Accept: application/json" \

"Content-type: application/json" \

POST https://192.168.0.223/events/removeTag

curl \

-d
=[nl
-H
-H
-X

‘{"event":"1210","tag":"987"}"' \
"Authorization: YOUR API KEY" \

"Accept: application/json" \

"Content-type: application/json" \

POST https://192.168.0.223/events/removeTag
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GET /attributes/attributeStatistics

Description

Will give an overview of the used attribute types

Output
{
"attachment": "1",
"comment": "1",
"filename": "2",
"float": "2",
"ip-dst": "90",
"ip-dst|port": "3",
"link": "3",
"md5": "16",
"port": "3",
"shal": "2",
"sha256": "2",
"size-in-bytes": "1",
"ssdeep": "2"
}
Example
curl --header "Authorization: YOUR API KEY " --header "Accept: application/

json" --header "Content-Type: application/json" -X GET http://10.50.13.60/attributes/
attributeStatistics/

GET /attributes/describeTypes Describe types API

MISP can procedurally describe all attribute types and attribute categories it currently supports including
the category - type mappings. To access this information simply send a GET request to:

Example

https://<misp url>/attributes/describeTypes

Depending on the headers passed the returned data will be a JSON object or an XML, with 3 main sections:
types, categories, category_type_mappings.

POST /attributes/restSearch

Do not use this function with GET!

Parameters

« returnFormat: The format to return data in. Allowed formats:

- attack-sightings: Returns ATTA&CK Sightings in json format for attributes with mitre-attack-
pattern galaxies attached. For further details on the ATT&CK Sightings, please visit the related
MITRE website page.

- cache: Hashes the attributes and returns them as txt. A hashing algorithm can be chosen by also
adding the hash_type parameter. Supported hashing algorithms can be found on the PHP website.

— count: Returns the attribute count as txt.

- csv

- hashes: Returns hash attributes in txt format. For composite attributes, only the hash part is returned.

- json

- netfilter: Returns netfilter rules for IPs. Action can be set with the netfilter_action parameter. The
default action is DROP.
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- opendata: Please refer to the related MISP project blog post.

- openioc

- rpz

- snort

- suricata

- text: Returns only the attribute values in text format.

- xml

- yara:

- yara-json

value: Search for the given value in the attributes’ value field.

type: The attribute type, any valid MISP attribute type is accepted.

category: The attribute category, any valid MISP attribute category is accepted.

org: Search by the creator organisation by supplying the organisation identifier.

tags: Include or exclude attributes with certain tags. See example below. It is strongly recommended to
specifically exclude the tags you want to avoid, even if the tags should be exclusive, for example tlp:red
and tlp:green.

{
"returnFormat": "json",
"tags": {
"NOT": [
"tlp:red"
s
"OR": [
"tlp:green"
|
}
}

from: Will return attributes from events with the date set to a date after the one specified in the from
field (format: 2015-02-15).

to: Will return attributes with the date set to a date before the one specified in the to field (format:
2015-02-15).

last: Deprecated!!! (synonym for publish_timestamp) Restrict the results by the timestamp of the
last publication of the event. Any attribute with a last publication timestamp newer than the given
timestamp will be returned. The input can be a timestamp or a short-hand time description (7d or 24h
for example). You can also pass a list with two values to set a time range (for example [“14d”, “7d”]).
eventid: The events that should be included / excluded from the search.

withAttachments: If set, encodes the attachments / zipped malware samples as base64 in the data field
within each attribute

uuid: Restrict the results by uuid.

publish_timestamp: Restrict the results by the timestamp of the last publication of the event. Any
attribute with a last publication timestamp newer than the given timestamp will be returned. The input
can be a timestamp or a short-hand time description (7d or 24h for example). You can also pass a list
with two values to set a time range (for example [“14d”, “7d”]).

published: Set whether published or unpublished events should be returned. Do not set the parameter
if you want both.

timestamp: Deprecated!!! (synonym for attribute_timestamp) Restrict the results by the timestamp
(last edit). Any attribute with a timestamp newer than the given timestamp will be returned. The input
can be a timestamp or a short-hand time description (7d or 24h for example). You can also pass a list
with two values to set a time range (for example [“14d”, “7d”]).

enforceWarninglist: Remove any attributes from the result that would cause a hit on a warninglist
entry.

to_ids: By default (0) all attributes are returned that match the other filter parameters, regardless of
their to_ids setting. To restrict the returned data set to to_ids only attributes set this parameter to 1. You
can only use the special “exclude” setting to only return attributes that have the to_ids flag disabled.
deleted: Default value 0. If set to 1, only deleted attributes will be returned. If set to [0,1] , both deleted
and non-deleted attributes wil be returned.
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+ includeEventUuid: Instead of just including the event ID, also include the event UUID in each of the
attributes.

« event_timestamp: Only return attributes from events that have received a modification after the given
timestamp. The input can be a timestamp or a short-hand time description (7d or 24h for example). You
can also pass a list with two values to set a time range (for example [“14d”, “7d”]).

« threat_level_id: Only return attributes of events with the given threat level id(s). 1 = High, 2 = Medium,
3=Low, 4 = Undefined. See example below.

"returnFormat": "json",
"threat level id": [1,2]

« includeEventTags: If set to 1, the event tags of the event the attribute belongs to will be added to the
attribute.
« limit: Limit the number of results returned, for example 10 attributes.
« page: If a limit is set, sets the page to be returned. page 3, limit 100 will return records 201->300).
« requested_attributes: Only for CSV export. Choose the fields you want in the csv output. Available
fields are (non-exhaustive list, more fields can be available depending on the values of other parameters):
- uuid
- event_id
— category
- type
- value
— comment
- to_ids
- date
— object_relation
- attribute_tag
- object_uuid
— object_name
— object_meta_category
- event_info. Only available if includeContext parameter is set to 1.
- event_member_org. Only available if includeContext parameter is set to 1.
- event_source_org. Only available if includeContext parameter is set to 1.
- event_distribution. Only available if includeContext parameter is set to 1.
- event_threat_level_id. Only available if includeContext parameter is set to 1.
- event_analysis. Only available if includeContext parameter is set to 1.
- event_date. Only available if includeContext parameter is set to 1.
- event_tag. Only available if includeContext parameter is set to 1.
- event_timestamp. Only available if includeContext parameter is set to 1.
« includeContext: Adds extra event level context to the output. For each attribute more details are added
to the Event object in the output. Please note that this significantly bloats the output data. Example
below.

"Event": {
"id": "31",
"orgc_id": "1",
"org id": "1",

"date": "2021-03-11",

"threat level id": "1",

"info": "Correlation 2",

"published": true,

"uuid": "Obfe7bf3-f793-4761-8450-8b30ca9d9964",

"analysis": "0",

"timestamp": "1616972381",
"distribution": "1",

"publish timestamp": "1616972392",
"sharing group id": "0",
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"extends uuid": "",
"Tag": [I,
"Orgc": {

"id": "1",

"name": "SHARINGORG",
"uuid": "26867ddf-5a9b-4af0-b552-e4020a913b95",
"local": true

+ headerless: Only for CSV export. The CSV created when this setting is set to true will not contain the
header row.

« includeWarninglistHits: Adds a warnings block to an attribute if it has warninglist hits. See example
below.

"warnings": [

{
"match": "10.0.0.0/8",
"value": "10.0.0.1",
"warninglist name": "List of RFC 5735 CIDR blocks",
"warninglist id": "46"
}
{
"match": "10.0.0.0/8",
"value": "10.0.0.1",
"warninglist name": "List of RFC 1918 CIDR blocks",
"warninglist id": "44"
¥

s

- object_relation: Search on the object_relation field of attributes. You can search for ‘malware-sample
attributes of file objects for example. Searching for multiple values at the same time is possible as well.

"returnFormat": "json",
"object relation": ["malware-sample", "institution-name"]

includeSightings: Adds a list of sightings for attributes that have sightings. See example below.

"Sighting": [
{

"id": "1iv,

"attribute id": "29",

"event id": "31",

"org id": "1",

"date sighting": "1617017091",

"uuid": "48d21518-6b2a-4615-8c4e-91fbed4f08fe7",

"source": ""

"type": "0",

"attribute uuid": "b3c25257-7f47-41af-a29b-89188e583b5c",

"Organisation": {
"id": "1,
"uuid": "26867ddf-5a9b-4af0-b552-e4020a913b95",
"name": "SHARINGORG"
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« includeCorrelations: Adds a list of correlated attributes for attributes that have correlations. See
example below:.

"RelatedAttribute": [
{
"id": "31",
"event id": "30",
"object id": "0",
"object relation": null,
"category": "Network activity",
"type": "ip-dst",
"uuid": "f3b54c94-89ff-4fcf-9f47-52f70c6540b8",
"timestamp": "1616961683",

"distribution": "5",
"sharing group id": "0",
"to ids": false,
"comment": ""
"value": "10.0.0.1",
"Event": {

"id": "30",

"uuid": "8cca9f2f-9281-49fd-9b30-e16a8dbf6855",
“"threat level id": "1",

"analysis": "0",

"info": "Correlation 1",
"extends uuid": "",
"distribution": "1",
"sharing group id": "0",

"published": false,
"date": "2021-03-11",
"orgc_id": "1",
"org_id": "1"

« includeDecayScore: If set to 1, decay score information will be included for attributes that are affected
by decaying. See example below. Note that includeEventTags will be set to 1 automatically if includ-
eDecayScore is true.

"decay score": [
{
"score": 77.40239901751683,
"base score": 80,
"decayed": false,
"DecayingModel": {
"id": "2,
"name": "NIDS Simple Decaying Model"
)
)
5

« decayingModel: Allows you to set the decaying model(s) to use to calculate the decay score. You can
use a model that is not enabled. The value should be set to the id of the model. If this value is not set, a
decay score entry will be added for all enabled decaying models that apply to the attribute type.

« excludeDecayed: Filter out all expired IOCs. Note that includeDecayScore will be set to 1 automatically
if excludeDecayed is true.

- modelOverrides: JSON that can be used to modify Model parameters on-the-fly. Example can be found
beow.
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{
"type": "ip-src",
"tags": ["tlp:%","phishing:%"],
"includeDecayScore": 1,
"excludeDecayed": 1,
"modelOverrides": {

"threshold": 30

}
"decayingModel": [84, 12],

}

« includeFullModel: If set to 1, includes the full decaying model details instead of just the id and name.

« score: Overrides the model threshold value with the one you set. This means attributes for which the
decay score calculated for all relevant models is lower than this value, will be considered decayed.

« attribute_timestamp: Restrict the results by the timestamp (last edit). Any attribute with a timestamp
newer than the given timestamp will be returned. The input can be a timestamp or a short-hand time
description (7d or 24h for example). You can also pass a list with two values to set a time range (for
example [“14d”, “7d”]).

. first_seen: Restrict the results by the first_seen timestamp of the attribute. Any attribute with a
first_seen timestamp newer than the given timestamp will be returned. The input can be a timestamp
or a short-hand time description (7d or 24h for example). You can also pass a list with two values to set
a time range (for example [“14d”, “7d”]).

. last_seen: Restrict the results by the last_seen timestamp of the attribute. Any attribute with a
first_seen timestamp newer than the given timestamp will be returned. The input can be a timestamp
or a short-hand time description (7d or 24h for example). You can also pass a list with two values to set
a time range (for example [“14d”, “7d”]).

« searchall: Search for a full or a substring (delimited by % for substrings) in the attribute tags, attribute
values or attribute comment fields.

36.9.8.2 Example

curl \
-d '{"returnFormat":"json","value":"foobar"}"' \
-H "Authorization: YOUR API KEY" \
-H "Accept: application/json" \
-H "Content-type: application/json" \
-X POST https://192.168.0.220/attributes/restSearch

{"response": {"Attribute": [{"id":"44","event id":"30","object id":"0","object relation":null, "category":
{"org _id":"1","distribution":"1","id":"30","info":"Correlation
1","orgc_id":"1","uuid":"8cca9f2f-9281-49fd-9b30-e16a8dbf6855"}}1}}

36.10 Objects management

36.10.1 POST /objects/delete/[object_id]/[hard_delete]
36.10.1.1 Description

Delete an object.

36.10.1.2 URL Arguments

« object_id : mandatory
« hard_delete : if set to 1 or true, the object will be hard deleted. Defaults to false.
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36.10.1.3 Example

curl \
-d {3
-H "Authorization: YOUR API KEY" \
-H "Accept: application/json" \
-H "Content-type: application/json" \
-X POST https://192.168.0.223/0objects/delete/18732/1

36.11 Server management

36.11.1 GET /servers/getVersion

Returns the MISP version and the calling key’s capabilities. The response also carries the recommended
PyMISP version for this instance (pymisp recommended version), which supersedes the deprecated /
servers/getPyMISPVersion endpoint.

36.11.1.1 Result

{
"version": "2.5.42",
"pymisp recommended version": "2.5.34.1",
"perm _sync": true,
"perm_sighting": true,
"perm_galaxy editor": true,
"perm analyst data": true,
"uuid": "5bfba94a-d0ad4-4ad0-8d23-73d4011fb691",
"request encoding": ["gzip"],
"filter sightings": true,
“collection sync": true
}

36.11.1.2 Example

curl --header "Authorization: YOUR API KEY" --header "Accept: application/json"
https://<misp url>/servers/getVersion

36.12 Sightings
36.12.1 POST /sightings/add/

« attribute_id
« attribute_uuid

The different sightings types are:
0 => 'sighting',
1 => 'false-positive',
2 => 'expiration'

36.13 User management

MISP allows administrators to create and manage users via its REST API

https://<misp url>/admin/users/view/[user id]
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36.13.1 POST /admin/users/add

To create a new user, send a POST request to:
####Sample input

{
"email":"andras.iklody@circl.lu",
"org\_id":1,
"role\ id":1

}

To view the mandatory and optional fields, use a GET request on the above URL.
####Sample output

{

"name": "\/admin\/users\/add API description",

"description": "POST a User object in JSON format to this API to create a new user.",

"mandatory fields": [
"email",
"org id",
"role id"

I

"optional fields": [
"password",
"external auth required",
"external auth key",
"enable password",
"nids sid",
"server id",
"gpgkey",
"certif public",
"autoalert",
"contactalert",
"disabled",
"change pw",
"termsaccepted",
"newsread"

e

"url": "\/admin\/users\/add"

36.13.2 POST admin/users/edit/
To edit an existing user send a POST request to:
https://<misp url>/admin/users/edit/[user id]

Only the fields POSTed will be updated, the rest is left intact. To view all possible parameters, simply send
a GET request to the above URL.

36.13.3 POST admin/users/delete/

You can also delete users by POSTing to the below URL, but keep in mind that disabling users (by setting
the disabled flag via an edit) is always preferred to keep user associations to events intact.

36.13.3.1 Parameters

o [userid]
36.13.3.2 Example

https://<misp url>/admin/users/delete/[user id]
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GET admin/users

Description

Will output all users

Output
[
{
"User": {
id": "1,
"password": 'Rk
"org id": "1",
"server id": "0",
"email": "admin@admin.test",
"autoalert": false,
"authkey": "Rkt
"invited by": "0",
"gpgkey": null,
"certif public": ""
"nids sid": "4000000",
"termsaccepted": true,
"newsread": "0",
"role id": "1",
“change pw": "0",
"contactalert": false,
"disabled": false,
"expiration": null,
"current login": "1515752313",
"last_login": "1515748671",
"force logout": false,
"date created": null,
"date modified": null,
"org ci": "ORGNAME"
i
"Role": {
id": "1,
"name": "admin",
"perm _auth": true
B
"Organisation": {
"id": "1",
"name": "ORGNAME"
i
}
1
Example
curl --header "Authorization: YOUR API KEY "

--header "Accept:

application/json"

header "Content-Type: application/json" -X GET http://10.50.13.60/admin/users

GET admin/users/view/

Description

Will return a single user. To view a user simply send a GET request.
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36.13.5.2 Parameters
. id

36.13.5.3 Output

{
"User": {
"id": "1,
"password": 'Rkt
"org id": "1",
"server id": "0",
"email": "admin@admin.test",
"autoalert": false,
"authkey": "YOUR API KEY",
"invited by": "0",
"gpgkey": null,
"certif public": "",
"nids sid": "4000000",
"termsaccepted": true,
"newsread": "0",
"role id": "1",
"change pw": "0",
"contactalert": false,
"disabled": false,
"expiration": null,
"current login": "1515752313",
"last _login": "1515748671",
"force logout": false,
"orgAdmins": []
}
}

36.13.5.4 Example

curl --header "Authorization: YOUR API KEY " --header "Accept: application/json" --
header "Content-Type: application/json" -X GET http://10.50.13.60/admin/users/view/1

36.13.6 POST admin/users/add/
36.14 Discussion API

If you would like to fetch a discussion thread including all of its posts, simply send a GET request to:
https://<misp url>/threads/view/<thread id>
Using the following headers:

Authorization: [Your auth key]
Content-type: application/json
Accept: application/json

To get all posts related to an event simply send a GET request to:

https://<misp url>/threads/viewEvent/<event id>

36.15 Organisation management

MISP allows administrators to create and manage organisations via its REST API
The API is available in JSON format so make sure you use the following headers:
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Authorization: [Your auth key]
Content-type: application/json
Accept: application/json

To fetch all organisations send a GET request to:
https://<misp url>/organisations

To view an individual organisation, send a get request to:
https://<misp url>/organisations/view/id

The management of users happens via three apis:

https://<misp url>/admin/organisations/add
https://<misp url>/admin/organisations/edit/[org id]
https://<misp url>/admin/organisations/delete/[org id]

To delete an organisation simply send a POST or DELETE request to the above URL.
For creating or modifying an organisation, simply POST a JSON containing the relevant fields to the
appropriate APL The only mandatory field is the organisation name, with a host of optional parameters
An example for a simple organisation object:

{

"name": "Blizzard",
"nationality": "US"
)

Not setting a field will assume the default settings for the given field in the case of a new organisation
whilst it would retain the existing setting for existing organisations. The above example would create the
following object in MISP:

{

"Organisation": {
"id": "1108",
"name": "Blizzard",

"alias": ""

"anonymise": false,

"date created": "2017-01-22 17:32:29",

"date modified": "2017-01-22 17:32:29",
"description": "",

“type": "",

"nationality": "US",

"sector": "",

"created by": "1",

"uuid": "5884de9d-04f0-4d7d-bf15-0b88c0a83865",
"contacts": "",
"local": true,
"landingpage":

}

To query the add or edit APIs for the valid parameters, simply send a GET requests to either APIL. The
result currently looks like this (which might change when new fields are added):

{

"name": "\/admin\/organisations\/add API description",

"description": "POST an Organisation object in JSON format to this API to create
a new organisation.",

"mandatory fields": [

"name"
e
"optional fields": [
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"anonymise",
"description",
“type",
"nationality",
"sector",
"uuid",
"contacts",
"local"
Iz
"url": "\/admin\/organisations\/add"

Special Cases

Warning

The positional-URL export endpoints described in this section (for example /events/xml/
download/..., /events/csv/..., /events/text/..., /events/rpz/... and restSearch with para-
meters baked into the URL path) are legacy. They still resolve for backward compatibility, but the
canonical way to export data is a POST to /events/restSearch or /attributes/restSearch with a
JSON body and a returnFormat (see Search). Prefer restSearch for new integrations.

36.16.1 XML Export

36.16.1.1

36.16.1.2

An automatic export of all events and attributes (except file attachments) is available under a custom XML
format.
You can configure your tools to automatically download the following file:

https://<misp url>/events/xml/download
If you only want to fetch a specific event append the eventid number:
https://<misp url>/events/xml/download/1

You can post an XML or JSON object containing additional parameters in the JSON query format or XML
query format. Query parameters provide a way to filter the output to specific parameters.

JSON query format
The URL is appended with json:

https://<misp url>/events/xml/download.json
The query parameters can be the following:

{"request": {"eventid":["!51","162"],"withAttachment":false, "tags":["APT1","
OSINT"],"from":false,"to":"2015-02-15"}}

XML query format
The URL is path is:

https://<misp url>/events/xml/download
The query parameters can be the following:

<request><eventid>!
51</eventid><eventid>!62</eventid><withAttachment>false</withAttachment><tags>APT1</
tags><tags>!0SINT</tags><from>false</from><to>2015-02-15</to></request>
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XML download and URL parameters

The XML download also accepts two additional the following optional parameters in the url:

https://<misp url>/events/xml/download/[eventid]/[withattachments]/[tags]/[from]/
[tol/[last]

eventid Restrict the download to a single event withattachments A boolean field that determines whether
attachments should be encoded and a second parameter that controls the eligible tags. tags To include a
tag in the results just write its names into this parameter. To exclude a tag prepend it with a ‘!’ You can
also chain several tag commands together with the ‘&&’ operator. Please be aware the colons (:) cannot
be used in the tag search. Use semicolons instead (the search will automatically search for colons instead).

For example, to include tagl and tag2 but exclude tag3 you would use:
https://<misp url>/events/xml/download/false/true/tagl&&tag2&8&! tag3

from Events with the date set to a date after the one specified in the from field (format: 2015-02-15). This
filter will use the date of the event. to Events with the date set to a date before the one specified in the
to field (format: 2015-02-15). This filter will use the date of the event. last Events published within the
last x amount of time, where x can be defined in days, hours, minutes (for example 5d or 12h or 30m).
This filter will use the published timestamp of the event. The keywords false or null should be used for
optional empty parameters in the URL. Also check out the User Guide to read about the REST APIL

CSV export

An automatic export of attributes is available as CSV. Only attributes that are flagged “to_ids” will get
exported.
You can configure your tools to automatically download the following file:

https://<misp url>/events/csv/download

This will download all the valid attributes in your MISP instance (might take some time).
You can also configure your tools to download the attributes from a specific event. Here is the old legacy
CSV export that will work like exporting all attributes:

https://<misp url>/events/csv/download/<event-id>

You can specify additional flags for CSV exports as follows:

POST to: https:///events/csv/download

Headers: Authorization: Content-type: application/json

Body: json{"parametert™:“value I’ “parameler2”:1, “parameter3”: [ value3” “value4” “lvalue5”}}

eventid Restrict the download to a single event ignore Setting this flag to true will include attributes that
are not marked “to_ids”. tags Simply add a list of tags that should be included or negated (by prepending
the tag name with a “!”). Any event with a negated tag will be ignored, even if an included tag is matching.
An example is included further down. category The attribute category, any valid MISP attribute category
is accepted. type The attribute type, any valid MISP attribute type is accepted. includeContext Include the
event data with each attribute. from Events with the date set to a date after the one specified in the from
field (format: 2015-02-15). This filter will use the date of the event. to Events with the date set to a date
before the one specified in the to field (format: 2015-02-15). This filter will use the date of the event. last
Events published within the last x amount of time, where x can be defined in days, hours, minutes (for
example 5d or 12h or 30m). This filter will use the published timestamp of the event. For example, to only
download a csv generated of the “domain” type and the “Network activity” category attributes all events
except for the one and further restricting it to events that are tagged “tagl” or “tag2” but not “tag3”, only
allowing attributes that are IDS flagged use the following syntax:

POST to: https:///events/csv/download

Headers: Authorization: Content- type apphcatlon/ json

Body: j : ! SOry activity

Alternatlvely you can fall back to the deprecated syntax of passing parameters in a GET request via
the URL, however this is discouraged: https:///events/csv/download/[eventid]/[ignore]/[tags]/[category]/
[type]/[includeContext]/[from]/[to]/[last] If you use the deprecated URL parameter method, keep in mind
that the keywords false or null should be used for optional empty parameters. To export the attributes
of all events that are of the type “domain”, use the following syntax: https:///events/csv/download/false/
false/false/false/domain
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Update 2.4.82

Since version 2.4.82, the new export format allows to select more columns using the following query
format:

https://<misp-instance>/events/csv/download/<event-
id>?attributes=timestamp, type,uuid, value

The order of columns will be honoured including those related to object level information.
To select object level columns, simply prepend the given object column’s name by object_, such as:

https://<misp-instance>/events/csv/download/<event-
id>?attributes=timestamp, type,uuid, value&object attributes=uuid,name

The following columns will be returned (all columns related to objects will be prefixed with object_):
timestamp,type,uuid,value,object uuid,object name

includeContext option includes the tags for the event for each line.

RPZ export

You can export RPZ zone files for DNS level firewall by using the RPZ export functionality of MISP. The
file generated will include all of the IDS flagged domain, hostname and IP-src/IP-dst attribute values that
you have access to.

It is possible to further restrict the exported values using the following filters:

tags To include a tag in the results just write its names into this parameter. To exclude a tag prepend
it with a . You can also chain several tag commands together with the ‘&&’ operator. Please be aware
the colons (:) cannot be used in the tag search when passed through the URL. Use semicolons instead (the
search will automatically search for colons instead). id The event’s ID from Events with the date set to
a date after the one specified in the from field (format: 2015-02-03) to Events with the date set to a date
before the one specified in the to field (format: 2015-02-03) MISP will inject header values into the zone
file as well as define the action taken for each of the values that can all be overwritten. By default these
values are either the default values shipped with the application, or ones that are overwritten by your site
administrator. The values are as follows:

Value name Default value

RPZ_policy DROP
RPZ_walled_garden 127.0.0.1

RPZ_serial $date00
RPZ_refresh 2h
RPZ_retry 30m
RPZ_expiry 30d
RPZ_minimum_ttl 1h

RPZ ttl 1w
RPZ_ns localhost.
RPZ ns_alt

RPZ_email root.localhost

To override the above values, either use the URL parameters as described below:

https://<misp url>/attributes/rpz/download/[tags]/[eventId]/[from]/[to]/[policy]/
[walled garden]/[ns]/[ns alt]/[email]/[serial]/[refresh]/[retry]l/[expiry]l/[minim
um_ttl]/[ttl]

Or POST an XML or JSON object with the above listed options:

285



286 Chapter 36. Automation and MISP API

<request><tags>0SINT&S! OUTDATED</tags><policy>walled-garden</
policy><walled_garden>teamliquid.net</walled_garden><refresh>5h</refresh></request>

{"request": {"tags": ["OSINT", "10UTDATED"], "policy": "walled-garden",
"walled garden": "teamliquid.net", "refresh": "5h"}

36.18 Text export

An export of all attributes of a specific type to a plain text file. By default only published and IDS flagged
attributes are exported.
You can configure your tools to automatically download the following files:

https://<misp url>/attributes/text/download/md5
https://<misp url>/attributes/text/download/shal
https://<misp url>/attributes/text/download/sha256
https://<misp url>/attributes/text/download/filename
https://<misp url>/attributes/text/download/filename|md5
https://<misp url>/attributes/text/download/filename|shal
https://<misp url>/attributes/text/download/filename|sha256
https://<misp url>/attributes/text/download/ip-src
https://<misp url>/attributes/text/download/ip-dst
https://<misp url>/attributes/text/download/hostname
https://<misp url>/attributes/text/download/domain
https://<misp url>/attributes/text/download/email-src
https://<misp url>/attributes/text/download/email-dst
https://<misp url>/attributes/text/download/email-subject
https://<misp url>/attributes/text/download/email-attachment
https://<misp url>/attributes/text/download/url
https://<misp url>/attributes/text/download/http-method
https://<misp url>/attributes/text/download/user-agent
https://<misp url>/attributes/text/download/regkey
https://<misp url>/attributes/text/download/regkey|value
https://<misp url>/attributes/text/download/AS
https://<misp url>/attributes/text/download/snort
https://<misp url>/attributes/text/download/pattern-in-file
https://<misp url>/attributes/text/download/pattern-in-traffic
https://<misp url>/attributes/text/download/pattern-in-memory
https://<misp url>/attributes/text/download/yara
https://<misp url>/attributes/text/download/vulnerability
https://<misp url>/attributes/text/download/attachment
https://<misp url>/attributes/text/download/malware-sample
https://<misp url>/attributes/text/download/link
https://<misp url>/attributes/text/download/comment
https://<misp url>/attributes/text/download/text
https://<misp url>/attributes/text/download/other
https://<misp url>/attributes/text/download/named pipe
https://<misp url>/attributes/text/download/mutex
https://<misp url>/attributes/text/download/target-user
https://<misp url>/attributes/text/download/target-email
https://<misp url>/attributes/text/download/target-machine
https://<misp url>/attributes/text/download/target-org
https://<misp url>/attributes/text/download/target-location
https://<misp url>/attributes/text/download/target-external

To restrict the results by tags, use the usual syntax. Please be aware the colons (:) cannot be used in the
tag search. Use semicolons instead (the search will automatically search for colons instead). To get ip-src
values from events tagged tagl but not tag2 use:

https://<misp url>/attributes/text/download/ip-src/tagl&&
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It is possible to restrict the text exports on additional flags. The first allows the user to restrict based
on event ID, whilst the second is a boolean switch allowing non IDS flagged attributes to be exported.
Additionally, choosing “all” in the type field will return all eligible attributes.

https://<misp  url>/attributes/text/download/[typel/[tags]/[event_id]/[allowNonIDS]/
[from]/[to]/[last]

type The attribute type, any valid MISP attribute type is accepted. tags To include a tag in the results just
write its names into this parameter. To exclude a tag prepend it with a ‘" You can also chain several tag
commands together with the ‘&&’ operator. Please be aware the colons (:) cannot be used in the tag search.
Use semicolons instead (the search will automatically search for colons instead). allowNonIDS Include
attributes that would normally be excluded due to the IDS flag not being set or due to being allowlisted
from Set the lowest “date” field value that should be included in the export (format YYYY-MM-DD) to Set
the highest “date” field value that should be included in the export (format YYYY-MM-DD) last Set the
timeframe of the export based on the “timestamp” value. The parameter uses a time + metric notation
(valid examples: “2w”, “60m”, “24h”) For example, to include tag1 and tag2 but exclude tag3 you would use:

https://<misp url>/attributes/text/download/all/tagl&&tag2&&!tag3

event_id Restrict the results to the given event IDs. allowNonIDS Allow attributes to be exported that are
not marked as “to_ids”. from Events with the date set to a date after the one specified in the from field
(format: 2015-02-15). This filter will use the date of the event. to Events with the date set to a date before
the one specified in the to field (format: 2015-02-15). This filter will use the date of the event. last Events
published within the last x amount of time, where x can be defined in days, hours, minutes (for example
5d or 12h or 30m). This filter will use the published timestamp of the event. The keywords false or null
should be used for optional empty parameters in the URL.

For example, to retrieve all attributes for event #5, including non IDS marked attributes too, use the
following line:

https://<misp url>/attributes/text/download/all/null/5/true

RESTful searches with XML result export

It is possible to search the database for attributes based on a list of criteria.
To return an event with all of its attributes, relations, shadowAttributes, use the following syntax:

https://<misp url>/events/restSearch/download/[valuel/[typel/[category]/[orgl/[tagl/
[quickfilter]/[from]/[to]/[last]/[eventid]/[withAttachments]/[metadata]/[uuid]

value Search for the given value in the attributes’ value field. type The attribute type, any valid MISP
attribute type is accepted. category The attribute category, any valid MISP attribute category is accepted.
org Search by the creator organisation by supplying the organisation idenfitier. tags To include a tag in
the results just write its names into this parameter. To exclude a tag prepend it with a !’. You can also
chain several tag commands together with the ‘&&’ operator. Please be aware the colons (:) cannot be
used in the tag search. Use semicolons instead (the search will automatically search for colons instead).
For example, to include tagl and tag2 but exclude tag3 you would use:

https://<misp url>/events/restSearch/download/null/null/null/null/tagl&&tag2&s! tag3

quickfilter Enabling this (by passing “1” as the argument) will make the search ignore all of the other
arguments, except for the auth key and value. MISP will return an xml / json (depending on the header
sent) of all events that have a sub-string match on value in the event info, event orgc, or any of the
attribute valuel / value2 fields, or in the attribute comment. from Events with the date set to a date after
the one specified in the from field (format: 2015-02-15). This filter will use the date of the event. to Events
with the date set to a date before the one specified in the to field (format: 2015-02-15). This filter will use
the date of the event. last Events published within the last x amount of time, where x can be defined in
days, hours, minutes (for example 5d or 12h or 30m). This filter will use the published timestamp of the
event. eventid The events that should be included / excluded from the search withAttachments Include
the attachments/encrypted samples in the export metadata Only fetch the event metadata (event data,
tags, relations) and skip the attributes limit Limit the number of results returned; use together with page.
page If a limit is set, sets the page to be returned, starting at 1; page 3, limit 100 will return records 201-
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>300). When requesting a page beyond the number of available pages, the returned results list will be
empty. The keywords false or null should be used for optional empty parameters in the URL.

For example, to find any event with the term “red october” mentioned, use the following syntax (the
example is shown as a POST request instead of a GET, which is highly recommended):

POST to:

https://<misp url>/events/restSearch/download
POST message payload (XML):

<request><value>red october</value><searchall>1l</searchall><eventid>!15</eventid></
request>

POST message payload (JSON):
{"request": {"value":"red october","searchall":1,"eventid":"!15"}}

To just return a list of attributes, use the following syntax:

value Search for the given value in the attributes’ value field. type The attribute type, any valid MISP
attribute type is accepted. category The attribute category, any valid MISP attribute category is accepted.
org Search by the creator organisation by supplying the organisation identifier. tags To include a tag in
the results just write its names into this parameter. To exclude a tag prepend it with a ‘!". You can also
chain several tag commands together with the ‘&&’ operator. Please be aware the colons (:) cannot be
used in the tag search. Use semicolons instead (the search will automatically search for colons instead).
from Events with the date set to a date after the one specified in the from field (format: 2015-02-15). This
filter will use the date of the event. to Events with the date set to a date before the one specified in the to
field (format: 2015-02-15). This filter will use the date of the event. last Events published within the last
x amount of time, where x can be defined in days, hours, minutes (for example 5d or 12h or 30m). This
filter will use the published timestamp of the event. eventid The events that should be included / excluded
from the search. uuid The returned events must include an attribute with the given UUID, or alternatively
the event’s UUID must match the value(s) passed. The keywords false or null should be used for optional
empty parameters in the URL.

https://<misp url>/attributes/restSearch/download/[value]/[type]/[category]l/[orgl/
[tag]l/[from]/[to]/[last]/[eventid]/[withattachments]/[uuid]

Value, type, category and org are optional. It is possible to search for several terms in each category by
joining them with the ‘&&’ operator. It is also possible to negate a term with the ‘! operator. Please be
aware the colons (:) cannot be used in the tag search. Use semicolons instead (the search will automatically
search for colons instead). For example, in order to search for all attributes created by your organisation
that contain 192.168 or 127.0 but not 0.1 and are of the type ip-src, excluding the events that were tagged
tagl use the following syntax:

https://<misp url>/attributes/restSearch/download/192.168&&127.0&&!0.1/ip-src/false/
CIRCL/!'tagl

You can also use search for IP addresses using CIDR. Make sure that you use ‘|’ (pipe) instead of °/* (slashes).
Please be aware the colons (:) cannot be used in the tag search. Use semicolons instead (the search will
automatically search for colons instead). See below for an example:

https://<misp url>/attributes/restSearch/download/192.168.1.1|16/ip-src/null/CIRCL

Export attributes of event with specified type as XML

If you want to export all attributes of a pre-defined type that belong to an event, use the following syntax:
https://<misp url>/attributes/returnAttributes/download/[id]/[typel/[sigOnly]

sigOnly is an optional flag that will block all attributes from being exported that don’t have the IDS flag
turned on. It is possible to search for several types with the ‘&&’ operator and to exclude values with the
‘I’ operator. For example, to get all IDS signature attributes of type md5 and sha256, but not filename|md5
and filename|sha256 from event 25, use the following:
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https://<misp url>/attributes/returnAttributes/download/25/md5&&sha256&&! filename/
true

Filtering event metadata

As described in the REST section, it is possible to retrieve a list of events along with their metadata by
sending a GET request to the /events API. However, this API in particular is a bit more versatile. You can
pass search parameters along to search among the events on various fields and retrieve a list of matching
events (along with their metadata). Use the following URL:

https://<misp url>/events/index

POST a JSON object with the desired lookup fields and values to receive a JSON back. An example for a
valid lookup:

Authorization: <your API key>
Accept: application/json
Content-type: application/json

Body:
{"searchinfo":"Locky", "searchpublished":1, "searchdistribution":0}

The list of valid parameters: searchpublished: Filters on published or unpulished events [0,1] - negatable
searchinfo: Filters on strings found in the event info - negatable searchtag: Filters on attached tag names -
negatable searcheventid: Filters on specific event IDs - negatable searchthreatlevel: Filters on a given event
threat level [1,2,3,4] - negatable searchdistribution: Filters on the distribution level [0,1,2,3] - negatable
searchanalysis: Filters on the given analysis phase of the event [0,1,2,3] - negatable searchattribute: Filters
on a contained attribute value - negatable searchorg: Filters on the creator organisation - negatable
searchemail: Filters on the creator user’s email address (admin only) - negatable searchDatefrom: Filters
on the date, anything newer than the given date in YYYY-MM-DD format is taken - non-negatable
searchDateuntil: Filters on the date, anything older than the given date in YYYY-MM-DD format is taken
- non-negatable

Download attachment or malware sample

If you know the attribute ID of a malware-sample or an attachment, you can download it with the
following syntax:

https://<misp url>/attributes/downloadAttachment/download/[Attribute id]

Download malware sample by hash

You can also download samples by knowing its MD5 hash. Simply pass the hash along as a JSON/XML
object or in the URL (with the URL having overruling the passed objects) to receive a JSON/XML object
back with the zipped sample base64 encoded along with some contextual information.

You can also use this API to get all samples from events that contain the passed hash. For this function-
ality, just pass the “allSamples” flag along. Note that if you are getting all samples from matching events,
you can use all supported hash types (md5, shal, sha256) for the lookup.

You can also get all the samples from an event with a given event ID, by passing along the eventID
parameter. Make sure that either an event ID or a hash is passed along, otherwise an error message will
be returned. Also, if no hash is set, the allSamples flag will get set automatically.

https:///attributes/downloadSample/[hash]/[allSamples]/[eventID]

POST message payload (XML):

<request><hash>7c12772809c1lcOc3deda6103bl0fdfad</hash><allSamples>1</
allSamples><eventID>13</eventID</request>

POST message payload (json):
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{"request": {"hash": "7c12772809clcOc3deda6103blofdfad", "allSamples": 1, "eventID":
13}}

A description of all the parameters in the passed object:

hash A hash in MD5 format. If allSamples is set, this can be any one of the following: md5, shal, sha256.
allSamples If set, it will return all samples from events that have a match for the hash provided above.
eventID If set, it will only fetch data from the given event ID.

Upload malware samples using the “Upload Sample” API

https://<misp url>/events/upload sample/[Event id]

This API will allow you to populate an event that you have modify rights to with malware samples (and
all related hashes). Alternatively, if you do not supply an event ID, it will create a new event for you.
The files have to be base64 encoded and POSTed as explained below. All samples will be zipped and
password protected (with the password being “infected”). The hashes of the original file will be captured
as additional attributes.
For sample upload (for objects in general) there is no check for duplicates.
The event ID is optional. MISP will accept either a JSON or an XML object posted to the above URL.
The general structure of the expected objects is as follows:

{"request": {"files": [{"filename": filenamel, "data": baseb64encodedfilel},
{"filename": filename2, "data": base6d4encodedfile2?}],
"optional parameterl", "optional parameter2", "optional parameter3"}}
JSON:
{"request":{"files": [{"filename": "testl.txt", "data": "dGVzdA=="}, {"filename":

"test2.txt", "data": "dGVzdDI="}], "distribution": 1, "info" : "test", "event id": 15}}
XML:

<request><files><filename>test3.txt</filename><data>dGVzdA==</data></
files><files><filename>test4.txt</filename><data>dGVzdDI=</data></files><info>test</
info><distribution>1</distribution><event_id>15</event_id></request>

The following optional parameters are expected:

event_id The Event’s ID is optional. It can be either supplied via the URL or the POSTed object, but the
URL has priority if both are provided. Not supplying an event ID will cause MISP to create a single new
event for all of the POSTed malware samples. You can define the default settings for the event, otherwise
a set of default settings will be used. distribution The distribution setting used for the attributes and for
the newly created event, if relevant. [0-3] to_ids You can flag all attributes created during the transaction
to be marked as “to_ids” or not. category The category that will be assigned to the uploaded samples.
Valid options are: Payload delivery, Artifacts dropped, Payload Installation, External Analysis. info Used
to populate the event info field if no event ID supplied. Alternatively, if not set, MISP will simply generate
amessage showing that it’s a malware sample collection generated on the given day. analysis The analysis
level of the newly created event, if applicable. [0-2] threat_level id: The threat level ID of the newly
created event, if applicatble. [0-3] comment This will populate the comment field of any attribute created
using this API The threat_level _id is mapped as such:

= high
medium

= low
undefined

w N = o
[

Proposals API

You can interact with the proposals via the API directly since version 2.3.148.
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HTTP URL Explanation Expected Payload Response
GET /shadowiettribpteposal N/A ShadowAt-
view/ tribute object

[proposal_id]

POST  /shadowWrefiodeusenew attribute ShadowAttribute object ShadowAt-
add/[evembaridvent tribute object

POST  /shadowWrefiodeudesédit to an at- ShadowAttribute object ShadowAt-
edit/ tribute tribute object
[attribute_id]

POST  /shadovAattpibafessposal N/A Message
accept/

[proposal_id]

POST  /shadowiataithutesoposal N/A Message
discard/
[proposal_id]

When posting a shadow attribute object, use the following format
JSON:

{"request": {"ShadowAttribute": {"value": "5.5.5.5", "to ids": false, "type": "ip-
dst", "category": "Network activity"}}}

XML:

<request><ShadowAttribute><value>5.5.5.5</value><to_ids>0</to_ids><type>ip-src</
type><category>Network activity</category></ShadowAttribute></request>

None of the above fields are mandatory, but at least one of them has to be provided.

Sharing groups

MISP allows sharing groups to be retrieved via the APL
https://<misp url>/sharing groups/index.json
Based on the API key used, the list of visible sharing groups will be returned in a JSON file. The JSON

includes the organization parts of a given sharing group along with the associated server.

Enable, disable and fetching feeds via the API

The MISP feeds can be enabled via the APL
A feed can be enabled by POSTing on the following URL (feed_id is the id of the feed):

/feeds/enable/feed id

A feed can be disabled by POSTing on the following URL (feed_id is the id of the feed):
/feeds/disable/feed id

All feeds can cached via the APL
/feeds/cacheFeeds/all

or you can replace all by the feed format to fetch like misp or freetext. all can be replaced with the id
value of the feed to fetch a specific feed.
To fetch a feed or all feeds:

/feeds/fetchFromFeed/feed id
/feeds/fetchFromAllFeeds
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This API can be also used to download feeds at regular interval via cronjobs or alike.

Sightings API

MISP allows Sightings data to be conveyed in several ways.

The most basic way is to POST a blank message to the Sightings API with the attribute ID or attribute
UUID. This will create a sightings entry with the creation of the entry as the timestamp for the organi-
sation of the authenticated user.

https://<misp url>/sightings/add/[attribute id]
https://<misp url>/sightings/add/[attribute uuid]

Alternatively, it is possible to POST a JSON object and gain additional granularity. The following fields
are recognised by the API:

id The attribute’s ID uuid The attribute’s UUID value Will create a sighting for any attribute with
the given value or for composite attributes, for the value matching any element of the attribute value
values Expects a list, MISP will create sightings for any attribute matching any of the given values or for
composite attributes, for any of the values matching any element of the attribute value timestamp Unix
timestamp of the sighting, overrides the current time Some examples:

To create a sighting for attribute #9001:

{uidu . ||9001u}

To create a sighting for any attribute with the value being teamliquid.net or 173.231.136.216 with the time
of sighting being :

{"values":["teamliquid.net", "173.231.136.216"], "timestamp":1460558710}

It is also possible to POST a STIX indicator with sighting data to the following URL (keep in mind that
the content type has to be XML):

https://<misp url>/sightings/add/stix

MISP will use the sightings related observables to gather all values and create sightings for each attribute
that matches any of the values. If no related observables are provided in the Sighting object, then MISP
will fall back to the Indicator itself and use its observables’ values to create the sightings. The time of the
sighting is the current time, unless the timestamp attribute is set on the Sightings object, in which case
that is taken.

An example STIX sightings document:

<stix:STIX_Package
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:stix="http://stix.mitre.org/stix-1"
xmlns:indicator="http://stix.mitre.org/Indicator-2"
xmlns:stixCommon="http://stix.mitre.org/common-1"
xmlns:cybox="http://cybox.mitre.org/cybox-2"
xmlns:AddressObject="http://cybox.mitre.org/objects#AddressObject-2"
xmlns:DomainNameObj="http://cybox.mitre.org/objects#DomainNameObject-1"
xmlns:cyboxVocabs="http://cybox.mitre.org/default vocabularies-2"
xmlns:stixVocabs="http://stix.mitre.org/default vocabularies-1"
xmlns:example="http://example.com/"
xsi:schemalLocation="
http://stix.mitre.org/stix-1 ../stix core.xsd
http://stix.mitre.org/Indicator-2 ../indicator.xsd
http://cybox.mitre.org/objects#DomainNameObject-1 http://cybox.mitre.org/
XMLSchema/objects/Domain Name/1.0/Domain Name Object.xsd
http://stix.mitre.org/common-1 http://stix.mitre.org/XMLSchema/common/1.1.1/stix
common . xsd
http://cybox.mitre.org/default vocabularies-2 ../cybox/
cybox default vocabularies.xsd
http://stix.mitre.org/default vocabularies-1 ../stix default vocabularies.xsd
http://cybox.mitre.org/objects#AddressObject-2 ../cybox/objects/
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Address Object.xsd"
id="example:STIXPackage-33fe3b22-0201-47cf-85d0-97c02164528d"
timestamp="2014-05-08T09:00:00.000000Z"
version="1.1.1"
>
<stix:STIX_Header>
<stix:Title>Example watchlist that contains IP information.</stix:Title>
<stix:Package_Intent xsi:type="stixVocabs:PackageIntentVocab-1.0">Indicators
- Watchlist</stix:Package_Intent>
</stix:STIX_ Header>
<stix:Indicators>
<stix:Indicator xsi:type="indicator:IndicatorType"
id="example:Indicator-2e20c5b2-56fa-46cd-9662-8f199c69d2c9"
timestamp="2014-05-08T09:00:00.000000Z">
<indicator:Type xsi:type="stixVocabs:IndicatorTypeVocab-1.1">Domain
Watchlist</indicator:Type>
<indicator:0Observable id="example:0Observable-87c9a5bb-
d005-4b3e-8081-99f720fad62b">
<cybox:0bject id="example:0bject-12c760ba-cd2c-4f5d-a37d-18212eac7928">
<cybox:Properties xsi:type="DomainNameObj:DomainNameObjectType"
type="FQDN">
<DomainNameObj:Value condition="Equals" apply condition="ANY">maliciousl.example.com##comm
DomainNameObj :Value>
</cybox:Properties>
</cybox:0Object>
</indicator:0bservable>
<indicator:Sightings>
<indicator:Sighting timestamp="2014-05-08T09:00:00.000000Z">
<indicator:Source>
<stixCommon:Identity>
<stixCommon:Name>FooBar Inc.</stixCommon:Name>
</stixCommon:Identity>
</indicator:Source>
<indicator:Related_Observables>
<indicator:Related_Observable>
<stixCommon:Observable
id="example:0Observable-45b3acdf-1888-4bcc-89a9-6d9f8116fede">
<cybox:0bject id="example:0Object-a3d36250-42fa-4653-9172-87b87598390c">
<cybox:Properties xsi:type="DomainNameObj:DomainNameObjectType"
type="FQDN">
<DomainNameObj :Value>malicious2.example.com</DomainNameObj :Value>
</cybox:Properties>
</cybox:0bject>
</stixCommon:0Observable>
</indicator:Related_Observable>
</indicator:Related_Observables>
</indicator:Sighting>
</indicator:Sightings>
</stix:Indicator>
</stix:Indicators>
</stix:STIX_Package>

POSTing this as the message’s body to MISP will sight any attributes visible to the user with he value
“malicious2.example.com”. For composite types, a match on a component will also trigger a sighting (so
for example for attributes of type domainlip a domain match would be sufficient).

If no Related observables are set in the Sighting itself, MISP will fall back to the observable directly
contained in the indicator. So in the following example:

<stix:STIX_Package
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:stix="http://stix.mitre.org/stix-1"

293



294 Chapter 36. Automation and MISP API

xmlns:indicator="http://stix.mitre.org/Indicator-2"
xmlns:stixCommon="http://stix.mitre.org/common-1"
xmlns:cybox="http://cybox.mitre.org/cybox-2"
xmlns:AddressObject="http://cybox.mitre.org/objects#AddressObject-2"
xmlns:DomainNameObj="http://cybox.mitre.org/objects#DomainNameObject-1"
xmlns:cyboxVocabs="http://cybox.mitre.org/default vocabularies-2"
xmlns:stixVocabs="http://stix.mitre.org/default vocabularies-1"
xmlns:example="http://example.com/"
xsi:schemalLocation="
http://stix.mitre.org/stix-1 ../stix core.xsd
http://stix.mitre.org/Indicator-2 ../indicator.xsd
http://cybox.mitre.org/objects#DomainNameObject-1 http://cybox.mitre.org/
XMLSchema/objects/Domain Name/1.0/Domain Name Object.xsd
http://stix.mitre.org/common-1 http://stix.mitre.org/XMLSchema/common/1.1.1/stix
common . xsd
http://cybox.mitre.org/default vocabularies-2 ../cybox/
cybox default vocabularies.xsd
http://stix.mitre.org/default vocabularies-1 ../stix default vocabularies.xsd
http://cybox.mitre.org/objects#AddressObject-2 ../cybox/objects/
Address Object.xsd"
id="example:STIXPackage-33fe3b22-0201-47cf-85d0-97c02164528d"
timestamp="2014-05-08T09:00:00.000000Z"
version="1.1.1"
>
<stix:STIX_Header>
<stix:Title>Example watchlist that contains IP information.</stix:Title>
<stix:Package_Intent xsi:type="stixVocabs:PackageIntentVocab-1.0">Indicators
- Watchlist</stix:Package_Intent>
</stix:STIX_Header>
<stix:Indicators>
<stix:Indicator xsi:type="indicator:IndicatorType"
id="example:Indicator-2e20c5b2-56fa-46cd-9662-8f199c69d2c9"
timestamp="2014-05-08T09:00:00.000000Z">
<indicator:Type xsi:type="stixVocabs:IndicatorTypeVocab-1.1">Domain
Watchlist</indicator:Type>
<indicator:0Observable id="example:0Observable-87c9a5bb-
d005-4b3e-8081-99f720fad62b">
<cybox:0bject id="example:0Object-12c760ba-cd2c-4f5d-a37d-18212eac7928">
<cybox:Properties xsi:type="DomainNameObj:DomainNameObjectType"
type="FQDN">
<DomainNameObj:Value condition="Equals" apply condition="ANY">maliciousl.example.com##comm
DomainNameObj :Value>
</cybox:Properties>
</cybox:0bject>
</indicator:0Observable>
<indicator:Sightings>
<indicator:Sighting timestamp="2014-05-08T09:00:00.000000Z">
<indicator:Source>
<stixCommon:Identity>
<stixCommon:Name>FooBar Inc.</stixCommon:Name>
</stixCommon:Identity>
</indicator:Source>
</indicator:Sighting>
</indicator:Sightings>
</stix:Indicator>
</stix:Indicators>
</stix:STIX_Package>

MISP would create sightings for attributes matching any of the following: maliciousl.example.com,
malicious2.example.com, malicious3.example.com
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36.29.1
36.29.1.1

36.29.1.2

36.29.1.3
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Warninglists API

GET warninglists/index

Description

Return the index of warninglists enabled on the MISP instance

Parameters
. id

Output

{"Warninglists":[{"Warninglist":{"id":"17","name":"List of known Office 365 URLs and

IP address ranges","type":"string", "description":"0ffice 365 URLs and IP address ranges","version":"2017021
src, ip-dst, domain|ip, hostname"}},{"Warninglist":{"id":"16","name":"List of known

google domains","type":"string","description":"Event contains one or more entries of

known google domains","version":"3", "enabled":true, "warninglist entry count":"665","valid attributes":"do
hostname, domain|ip"}},{"Warninglist":{"id":"15","name":"List of hashes for EICAR test
virus","type":"string", "description":"Event contains one or more entries based on

hashes for EICAR test virus","version":"1", "enabled":true,"warninglist entry count":"15","valid attribute:
shal, sha256, sha512, filename|md5, filename|shal, filename|sha256,

filename|sha512"}}, {"Warninglist":{"id":"14","name": "Top 1000 website from
Alexa","type":"string","description":"Event contains one or more entries from the top

1000 of the most used website (Alexa).","version":"20170212","enabled":true, "warninglist entry count":"100
domain"}},{"Warninglist":{"id":"13", "name":"TLDs as known by
IANA","type":"string", "description":"Event contains one or more TLDs as attribute with

an IDS flag set","version":"2","enabled":true, "warninglist entry count":"1290","valid attributes":"hostna
domain, domain|ip"}},{"Warninglist":{"id":"12","name":"Second level TLDs as known by

Mozilla Foundation","type":"string", "description":"Event contains one or more second

level TLDs as attribute with an IDS flag set","version":"2","enabled":true, "warninglist entry count":"6462"
domain, domain|ip"}},{"Warninglist":{"id":"11", "name":"List of RFC 5735 CIDR

blocks", "type":"cidr","description":"Event contains one or more entries part of the

RFC 5735 CIDR blocks - Special Use IPv4 Addresses","version":"2","enabled":true, "warninglist entry count":"
src, ip-dst, domain|ip"}},{"Warninglist":{"id":"10","name":"List of RFC 3849 CIDR

blocks", "type":"cidr","description":"Event contains one or more entries part of the

IPv6 documentation prefix (RFC 3849)","version":"2","enabled":true, "warninglist entry count":"1","valid at
src, 1ip-dst, domain|ip"}},{"Warninglist":{"id":"9","name":"List of RFC 1918 CIDR
blocks","type":"cidr","description":"Event contains one or more entries part of the

RFC 1918 CIDR blocks","version":"2","enabled":true, "warninglist entry count":"3","valid attributes":"ip-
src, ip-dst, domain|ip"}},{"Warninglist":{"id":"8","name":"List of known IPv6 public

DNS resolvers","type":"string","description":"Event contains one or more public IPv6

DNS resolvers as attribute with an IDS flag set","version":"20160803","enabled":true, "warninglist entry cou
{"Warninglist":{"id":"7","name":"List of known IPv4 public DNS
resolvers","type":"string", "description":"Event contains one or more public IPv4 DNS

resolvers as attribute with an IDS flag set","version":"20160803", "enabled":true, "warninglist entry count":
{"Warninglist":{"id":"6","name":"List of RFC 5771 multicast CIDR

blocks", "type":"cidr","description":"Event contains one or more entries part of the

RFC 5771 multicast CIDR blocks","version":"2","enabled":true, "warninglist entry count":"16","valid attribt
src, ip-dst, domain|ip"}},{"Warninglist":{"id":"5","name":"List of known microsoft
domains","type":"string","description":"Event contains one or more entries of known

microsoft domains","version":"1","enabled":true, "warninglist entry count":"152","valid attributes":"doma:
hostname, domain|ip"}},{"Warninglist":{"id":"4","name":"List of IPv6 1link Tlocal

blocks", "type":"cidr","description":"Event contains one or more entries part of the

IPv6 link local prefix (RFC 4291)","version":"1","enabled":true,"warninglist entry count":"1","valid attri

src, ip-dst, domain|ip"}}
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36.29.1.4 Example

curl --header "Authorization: YOUR API KEY " --header "Accept: application/json"
--header "Content-Type: application/json" -X "GET" https://10.50.13.60/warninglists/
index

36.29.2 GET warninglists/view/1

36.29.2.1 Description
Return the a warninglist by id

36.29.2.2 Parameters
o id

36.29.2.3 Output

to long

36.29.2.4 Example

curl --header "Authorization: YOUR API KEY " --header "Accept: application/json"
--header "Content-Type: application/json" -X "GET" https://10.50.13.60/warninglists/
view/17
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37. Attribute statistics API

If you are interested in the attribute type or attribute category data distribution on your instance, MISP
offers an API that will create an aggregates list. To access the AP, simple sent a GET request to:

https://<misp url>/attributes/attributeStatistics/[context]/[percentage]

Where the following parameters can be set:

Context Set whether you are interested in the type or category statistics of your instance. This
parameter can be either set to “type” or “category”, with type being the default setting if the parameter is
not set. Percentage An optional field, if set, it will return the results in percentages instead of the count.
The results are always returned as JSON.

Sample output of the types in percentages from CIRCL’s MISP instance:

{
"AS": "0.015%",
"attachment": "0.177%",
"btc": "0.005%",
"campaign-name": "0.005%",
"comment": "1.47%",
"domain": "15.992%",
"domain|ip": "0.005%",
"email-attachment": "0.207%",
"email-dst": "0.121%",
"email-src": "0.192%",
"email-subject": "0.146%",
"filename": "3.698%",
"filename|md5": "0.349%",
"filename|shal": "0.894%",
"filename|sha256": "0.652%",
"hostname": "17.558%",
"http-method": "0.045%",
"ip-dst": "7.087%",
"ip-src": "2.707%",
"link": "5.748%",
"malware-sample": "0.702%",
"malware-type": "0.005%",
"md5": "21.064%",
"mutex": "0.278%",
"named pipe": "0.03%",
"other": "1.495%",
"pattern-in-file": "0.192%",
"pattern-in-memory": "0.303%",
"pattern-in-traffic": "0.051%",
"regkey": "0.126%",
"regkey|value": "0.187%",
"shal": "8.921%",
"sha256": "5.597%",
"snort": "0.045%",
"target-machine": "0.248%",
“"target-org": "0.01%",
“"target-user": "0.106%",
"text": "0.934%",
"threat-actor": "0.005%",
"url": "2.258%",
"user-agent": "0.081%",
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"vulnerability": "0.182%",
"whois-registrant-email": "0.01%",
"x509-fingerprint-shal": "0.01%",
"yara": "0.086%"
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38. Additional statistics

Additional statistics are available as JSON which are the statistics also usable via the user interface. A
“json” can be appended to the following URLs:

- https://<misp url>/users/statistics/tags.json

- https://<misp url>/users/statistics.json

- https://<misp url>/users/statistics/attributehistogram.json
- https://<misp url>/users/statistics/orgs.json

An example output of https:///users/statistics.json:

{
"stats": {

"event count": 5233,
"event count_month": 21,
"attribute count": 645498,
"attribute count month": 723,
"correlation count": 207152,
"proposal count": 48944,
"user count": 1073,
"org_count": 587,
"thread count": 191,
"thread count month": 0,
"post count": 337,
"post count month": 0

299



300 Chapter 38. Additional statistics

300



39. MISP modules

39.1 Description

It is possible call misp-modules directly from APIL If the module needs credentials, API will get the
information directly from MISP configuration.

39.1.1 GET /modules/

Retrieve a list of all modules enabled.

39.1.1.1 Example

curl --header "Authorization: <APIKEY> " --header "Accept: application/json" --header
"Content-Type: application/json" -X GET http://<MISP>/modules/

39.1.1.2 Output

[
{
"name": "passivetotal",
"type": "expansion",
"mispattributes": {

"input": [
"hostname",
"domain",
"ip-src",

"ip-dst"

-

"output": [
"ip-src",
"ip-dst",
"hostname",
"domain"

|

g
"meta": {
"description": "PassiveTotal expansion service to expand values with multiple
Passive DNS sources",

"config": [
"username",
"password"

e

"author": "Alexandre Dulaunoy",

"version": "0.1"

}
Yo
{
"name": "sourcecache",
"type": "expansion",
"mispattributes": {
"input": [
"link"
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5
"output": [
"link"
|
b
"meta": {
"description": "Module to cache web pages of analysis reports, OSINT sources.
The module returns a link of the cached page.",
"author": "Alexandre Dulaunoy",
"version": "0.1"
}
I
{
"name": "dns",
"type": "expansion",
"mispattributes": {
"input": [
"hostname",
"domain"
1I5
"output": [
"ip-src",
"ip-dst"
1
by
"meta": {
"description": "Simple DNS expansion service to resolve IP address from MISP
attributes",
"author": "Alexandre Dulaunoy",
"version": "0.1"

39.1.2 POST /modules/queryEnrichment
Call any enabled module.

39.1.2.1 Example

Content of dns.json ~json { “hostname”: “www.foo.be”, “module”: “dns” } ~

Query using MISP API

curl --header "Authorization: <APIKEY> " --header "Accept: application/json" --
header "Content-Type: application/json" --data @dns.json -X POST http://<MISP>/modules/
queryEnrichment

The output will be following JSON:

{
"results": [
{

"types": [
"ip-src",
"ip-dst"

:

"values": [
"188.65.217.78"

|

}
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40.0.1

40.0.2

40.0.2.1

40.0.2.2

40.0.3

40. PyMISP - Python Library to Access
MISP

PyMISP is a Python library for accessing MISP platforms through their REST API.

PyMISP lets you fetch events, add or update events and attributes, add or update samples, and search
for attributes.

You need Auth Key access on your MISP instance to use PyMISP.

Capabilities

« Add, get, update, publish, delete events

« Add or remove tags

« Add file attributes: hashes, registry key, patterns, pipe, mutex

« Add network attributes: IP dest/src, hostname, domain, url, UA, ...
« Add Email attributes: source, destination, subject, attachment, ...
+ Upload/download samples

« Update sightings

« Proposals: add, edit, accept, discard

« Full text search and search by attributes

« Get STIX event

Export statistics And more. See api.py for the full list.

Installation

You can install PyMISP either with pip or by retrieving the latest version from the GitHub repository.

Install from pip

pip install pymisp

Install the latest version from the repository

git clone https://github.com/MISP/PyMISP.git && cd PyMISP
python setup.py install

Note that you will also need to install requests if you don’t have it already.

Getting started

You now need to get your automation key. You can find it on the automation page:
https://<misp url>/events/automation

or on your profile
https://<misp url>/users/view/me

If you did not install from the repository, you can still clone it to access the examples: git clone https://
github.com/MISP/PyMISP.git

To use these examples, create a file named keys.py in the examples folder and add the URL of your
MISP instance together with your automation key. cd examples cp keys.py.sample keys.py vim keys.py

Once you have done that, you are ready to start.

This is how keys.py looks:
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#!/usr/bin/env python
# -*- coding: utf-8 -*-

misp url = 'https://<your MISP URL>/'

misp key = 'Your MISP auth key' # The MISP auth key can be found on the MISP web
interface under the automation section

misp verifycert = True

Using PyMISP

To better understand how to use PyMISP, let us look at one of the existing examples:
add_named_attribute.py. This script allows us to add an attribute to an existing event while knowing
only its type, because the category is determined automatically. python #!/usr/bin/env python # -- coding:
utf-8 -

from pymisp import PyMISP from keys import misp_url, misp_key import argparse First of all, it is
obvious that we need to import PyMISP. Then we also need to know both the instance with which we
will work and the API key to use: Both should be stored in the keys.py file. Finally we import argparse
hbrary so the scrrpt can handle arguments pythﬁk#%ﬁ%pythﬁﬂ%&%f@mp&t,—&brkd&tyfbutﬂ%seems

ass Just a few lines to be sure that
python 2 and 3 are supported pytho&de&nﬁ&tﬂ—key)—return&lyMISPﬁiﬂ%eey—Tmeﬂseﬂ—debug—Tme)
This function will create a PyMISP object that will be used later to interact with the MISP instance. As
seen in the api.py, a PyMISP object need to know both the URL of the MISP instance and the API key
to use. It can also take addltronal and not mandatory data, such as the use or not of SSL or the name

va help="The value : 0 er-parse—arg Then the functlon starts by preparrng
the awaited arguments: * event The event that wrll get a new attrlbute type: The type of the attribute
that will be added. See here for more information * value: The value of the new attribute pythen-misp—=

mrt{rmsp—ufl—misp—key) Thanks to the prevrously created functron we create a PyMISP obJect pytheﬂ

order to add the new argument we ﬁrst need to fetch the event in the MISP database us1ng the
get_event function which only need the event_id. Then only once we have it, we can call the function
add_named_attribute that will add the argument. python-printlevent) Finally the new event is printed, so
we can check that the attribute was correctly added, and that a category was attached to it automatically.

Existing examples

As the name implies you will find several example scripts in the examples folder. For each you can get
help if you do scriptname.py -h
Let us have a look at some of these examples:

add_named_attribute.py

Allow to add an argument to an existing event by giving only the type of the attribute. The category will
be set with a default value.

Arguments: * event: The id of the event to update. * type: The type of the added attribute. * value:
The value of the attribute.

add_user.py

Allow to add a user by giving the mandatory fields as entries.
Arguments: * email: Email linked to the account. * org_id: Organisation linked to the user. * role_id:
Role linked to the user.

add_user_json.py

Add the user described in the given json. If no file is provided, returns a json listing all the fields used to
describe a user.
Arguments: * json_file: The name of the json file describing the user you want to create.
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create_events.py

Allow a user to create a new event on the MISP instance.

Arguments: * distrib: The distribution setting used for the attributes and for the newly created event,
if relevant. [0-3]. * info: Used to populate the event info field if no event ID supplied. * analysis: The
analysis level of the newly created event, if applicable. [0-2] * threat: The threat level ID of the newly
created event, if applicable. [1-4]

del.py

Delete an event or an attribute from a MISP instance. The event has the priority: if both are set, only the
event will be deleted.
Arguments: * event: Event ID to delete. * attribute: Attribute ID to delete.

delete_user.py

Delete the user with the given id. Keep in mind that disabling users (by setting the disabled flag via an
edit) is always preferred to keep user associations to events intact.
Arguments: * user_id: The id of the user you want to delete.

edit_user.py

Edit the email of the user designed by the user_id.
Arguments: * user_id: The name of the json file describing the user you want to modify. * email: Email
linked to the account.

edit_user_json.py

Edit the user designed by the user_id. If no file is provided, returns a json listing all the fields used to
describe a user.

Arguments: * user_id: The name of the json file describing the user you want to modify. * json_file:
The name of the json file describing your modifications.

get.py

Get an event from a MISP instance in json format.
Arguments: * event: Event ID to get. * output: Output file

last.py

Download latest events from a MISP instance. A output file can be created to store these events.
Arguments: * last: can be defined in days, hours, minutes (for example 5d or 12h or 30m). * output:
Output file

searchall.py

Get all the events matching a value.
Arguments: * search: String to search. * quiet: Only display URLs to MISP * output: Output file

sharing_groups.py
Get a list of the sharing groups from the MISP instance. No argument.

sighting.py
Add sighting.
Arguments: * json_file: The name of the json file describing the attribute you want to add sighting to.

stats.py

Output attributes statistics from a MISP instance. No argument.

suricata.py

Download Suricata events.
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Arguments: * all: Download all suricata rules available. * event: Download suricata rules from one
event.

tags.py

Get tags from MISP instance. No argument.

tagstatistics.py

Get statistics from tags.

Arguments: * percentage: An optional field, if set, it will return the results in percentages, otherwise
it returns exact count. * namesort: An optional field, if set, values are sort by the namespace, otherwise
the sorting will happen on the value.

up.py
Update an existing event regarding the data inside a given json file.
Arguments: * event: Event ID to modify. * input: Input file

upload.py

Send malware sample to MISP.

Arguments: * upload: File or directory of files to upload. * event: Not supplying an event ID will cause
MISP to create a single new event for all of the POSTed malware samples. * distrib: The distribution
setting used for the attributes and for the newly created event, if relevant. [0-3]. * ids: You can flag all
attributes created during the transaction to be marked as "to_ids" or not. * categ: The category that will
be assigned to the uploaded samples. Valid options are: Payload delivery, Artefacts dropped, Payload
Installation, External Analysis. * info: Used to populate the event info field if no event ID supplied. *
analysis: The analysis level of the newly created event, if applicable. [0-2] * threat: The threat level ID
of the newly created event, if applicable. [1-4] * comment: Comment for the uploaded file(s).

users_list.py
Get a list of the sharing groups from the MISP instance. No argument.

Going further

feed-generator

It is used to generate the CIRCL OSINT feed. This script export the events as json, based on tags,
organisation, events, ... It automatically update the dumps and the metadata file.

Here is an example of a config file: url = “ key = © ssl = True outputdir = ‘output’ # filters = {‘tag’ : ‘tlp :
white|feed-export|!privint’, ‘org’:‘CIRCL’} filters = {}

valid_attribute_distribution_levels = [‘0’, ‘1’, ‘2’, ‘3’, ‘4’, °5°]

#### Consuming feed

As the feed is a simple set of MISP json files, the files can be easily imported
directly into any MISP instance. The script below processes the manifest file of
an OSINT

feed and reimport them in a MISP directly.

~~~~python
#!/usr/bin/env python
# -*- coding: utf-8 -*-

from pymisp import PyMISP
import requests

url = 'https://www.circl.lu/doc/misp/feed-osint/"
osintcircl = requests.get('{}manifest.json'.format(url))
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misp = PyMISP('http://misp.test/', 'key', False, 'json')
for uri in osintcircl.json():
req = requests.get('{}{}.json'.format(url,uri))
misp.add event(req.json())

ioc-2-misp
Allow to import OpenlOC files into MISP easily. It is also possible to set specific tags on these events.

Situational Awareness

« attribute_treemap.py generate a tree-map showing the distribution of the attributes on the MISP
instance.
« tags * : these functions help having statistics and graphs about the tag repartition.

Simple example on fetching the last events

1 Note

The example below is executed live against a MISP instance when the book is built, so its output
always reflects the current PyMISP/API behaviour. (The old download_last() helper is deprecated
— modern PyMISP uses search().) Results are frozen into _freeze/ so CI can render without a live
instance.

import os, urllib3
from pymisp import PyMISP
urllib3.disable warnings()

misp = PyMISP(os.environ["MISP URL"], os.environ["MISP KEY"], ssl=False) # ssl=True
in prod

# Modern equivalent of last.py: fetch the most recent TLP:CLEAR events
events = misp.search(controller="events", tags=["tlp:clear"], limit=5, pythonify=True)
for e in events:

print(f"[{e.id}] {e.Orgc.name}: {e.info[:60]} - {len(e.attributes)} attributes")

[1779] CIRCL: Police.CH - Erpresserische Kryptowahrung-Adressen - 467 attributes
[1780] Organisation Centre for Cyber security Belgium: CustomerLoader: a new malware
distributing a wide variety of - 58 attributes

[1786] CIRCL: Pandora analysis (NEW ORDER LIST GREEN VALLEY CORP.xlam) - 0 attributes
[1787] CIRCL: CISA - MAR-10459736.rl.v1 - WHIRLPOOL Variant - 1 attributes

[1788] ESET: MoustachedBouncer: Espionage against foreign diplomats in Be - 4 attributes
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41. ZeroMQ - MISP Publish/Subscribe

MISP ZeroMQ

MISP includes a flexible publish-subscribe model to allow real-time integration of MISP activities (event
publication, attribute creation or removal, sighting). The MISP ZeroMQ plugin operates at global level in
MISP which means standard distribution rules don’t apply and every activity will be published within the
ZeroMQ pub-sub channels.

MISP ZeroMQ functionality can be used for various models of integration or to extend MISP function-
alities:

« real-time search of indicators into a SIEM
« automatic expansion

« dashboard activities

+ logging mechanisms

« continuous indexing

« custom software or scripting

The following notification topic channels exist and can be included in the MISP ZeroMQ pub-sub:

« misp_json - a full event serialisation, emitted when an event is published
. misp_json_event - event created, updated or deleted

« misp json object - object created or updated

« misp json object reference - object reference created or deleted
« misp_json_attribute - attribute created, updated or deleted

« misp_json tag - tag created, updated or attached/detached

« misp json sighting - sighting added to an attribute or an event

« misp_json_warninglist - warninglist created or updated

« misp_json_conversation - discussion (conversation) messages

« misp json workflow - workflow execution notifications

« misp json user - user login, creation or update

« misp_json_organisation - organisation creation or update

« misp_json_audit - audit-log entries

« misp_json_self - keep-alive messages sent every minute

Each channel maps to a matching Plugin.ZeroMQ * notifications enable setting, so a site admin
decides per channel which activity is published (see below). Every message carries an action field (for
example add, edit, delete) describing what happened.

MISP ZeroMQ configuration

To enable MISP ZeroMQ, set Plugin.ZeroMQ enable to true under Administration — Server Settings &
Maintenance — Plugin settings (the Plugin tab).

The ZeroMQ server ships with MISP and runs from the MISP Python virtualenv. Its dependencies
(pyzmq, redis) are installed with the rest of MISP’s Python packages, so on a standard install you do
not need to install them by hand. If they are missing, install them into the MISP virtualenv rather than
system-wide:

sudo -H -u www-data /var/www/MISP/venv/bin/pip install pyzmqg redis
If you have problems and the plugin does not start, the logfile may be helpful.

sudo cat /var/www/MISP/app/tmp/logs/mispzmq.error.log
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Optional  Plugin.ZeroMQ_enable true Enables or disables the pub/sub feature of MISP. Make sure that you install the requirements for the plugin to work. Refer to the
for more

Optional  Plugin.ZeroMQ_host 127.0.0.1 The host that the pub/sub feature will use. Value not
set.

Optional  Plugin.ZeroMQ_port 50000 The port that the pub/sub feature will use. Value not
set.

Optional  Plugin.ZeroMQ_username The username that client need to use to connect to ZeroMQ. Value not
set.

Optional  Plugin.ZeroMQ_password {ZIERLIT il The password that client need to use to connect to ZeroMQ. Value not
set.

Optional  Plugin.ZeroMQ_redis_host 127.0.0.1 Location of the Redis db used by MISP and the Python PUB script to queue data to be published.

Optional  Plugin.ZeroMQ_redis_port 6379 The port that Redis is listening on.

Optional  Plugin.ZeroMQ_redis_password LZIEROI | Hrr The password, if set for Redis.

Optional  Plugin.ZeroMQ_redis_database 1 The database to be used for queuing messages for the pub/sub functionality.

Optional  Plugin.ZeroMQ_redis_namespace mispq The namespace to be used for queuing messages for the pub/sub functionality. Value not
set.

Optional  Plugin.ZeroMQ_include_attachments false Enable this setting to include the base64 encoded payloads of malware-samples/attachments in the output. Value not
set.

Optional  Plugin.ZeroMQ_event_notifications_enable false Enables or disables the ing of any event i Value not
set.

Optional ~ Plugin.ZeroMQ_object_notifications_enable false Enables or disables the ing of any object creatior i { Value not
set.

Optional  Plugin.ZeroMQ_object_reference_notifications_enable false Enables or disables the publishing of any object reference creations/deletions. Value not
set.

Optional  Plugin.ZeroMQ_attribute_notifications_enable false Enables or disables the ing of any attribute creatio i deletions. Value not
set.

Optional ~ Plugin.ZeroMQ_tag_notifications_enable false Enables or disables the ishing of any tag creatior i ions as well as tags being attached to / detached from various  Value not

MISP elements. set.

Optional  Plugin.ZeroMQ_sighting_notifications_enable false Enables or disables the publishing of new sightings to the ZMQ pubsub feed. Value not
set.

Optional  Plugin.ZeroMQ_user_notifications_enable false Enables or disables the publishing of new/modified users to the ZMQ pubsub feed. Value not
set.

Optional  Plugin.ZeroMQ_organisation_notifications_enable false Enables or disables the publishing of i isations to the ZMQ pubsub feed. Value not
set.

Optional  Plugin.ZeroMQ_audit_notifications_enable true Enables or disables the publishing of log entries to the ZMQ pubsub feed. Keep in mind, this can get pretty verbose depending

on your logging settings.

Optional  Plugin.ZeroMQ_warninglist_notifications_enable false Enables or disables the publishing of new/modified warninglist to the ZMQ pubsub feed. Value not

set.

Figure 41.1: ZeroMQ configuration

Each notification channel has its own Plugin.ZeroMQ <type> notifications enable toggle
(attribute, audit, event, object, object reference, organisation, sighting, tag, user,
warninglist), so the MISP site admin can decide exactly which types of messages are pub-
lished. Related settings control the binding (ZeroMQ host, ZeroMQ port), optional authentication
(zeroMQ username, ZeroMQ password), the backing Redis (ZeroMQ redis host, ZeroMQ redis port,
ZeroMQ redis database, ZeroMQ redis namespace, ZeroMQ redis password) and whether attachments
are included (ZeroMQ include attachments).

By default, the ZMQ pub-sub channel is available to localhost only on TCP port 50000. The binding of
the pub-sub channel can be updated in the configuration interface as shown above

MISP ZeroMQ debugging and testing

In the diagnostic section, ZeroMQ service can be started and stopped. There is a status check that can be
run to give information about the number of events processed by the service.

ZeroMQ

This tool tests whether the ZeroMQ extension is installed and functional.

ZeroMQ settings...OK

Figure 41.2: ZeroMQ diagnostics
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Testing with sub.py tool

A simple command line tool is included with MISP to connect to the MISP ZeroMQ channel and get the
notifications:

python3 sub.py --help
usage: sub.py [-h] [-s] [-p PORT] [-r HOST] [-o ONLY] [-t SLEEP]

Generic ZMQ client to gather events, attributes and sighting updates from a
MISP instance

optional arguments:

-h, --help show this help message and exit

-s, --stats print regular statistics on stderr

-p PORT, --port PORT set TCP port of the MISP ZMQ (default: 50000)

-r HOST, --host HOST set host of the MISP ZMQ (default: 127.0.0.1)

-0 ONLY, --only ONLY set filter (misp json, misp json event,
misp json attribute or misp json sighting) to limit the
output for a specific type; may be repeated (default: no
filter)

-t SLEEP, --sleep SLEEP
sleep time (default: 0.1)

The sub.py will output the JSON objects for the subscribed topic, by default, all the topic channels are
dumped:

misp@cpeb:/var/www/MISP/tools/misp-zmq$ python3 -u sub.py | jq .

{

"uptime": 50,
"status": "And when you're dead I will be still alive."
}
{
"uptime": 60,
"status": "And believe me I am still alive."
}
{
"uptime": 70,
"status": "I'm doing science and I'm still alive."
}
{
"uptime": 80,
"status": "I feel FANTASTIC and I'm still alive."
}
{
"uptime": 90,
"status": "While you're dying I'll be still alive."
}
{
"Sighting": {
"uuid": "592d9588-fda0-490f-bf6e-4e56950d210f",
"source": ""
"type": "0",
"date sighting": 1496159624,
"org id": "2",
"event id": "8102",
"attribute id": "1044812"
}
}
{

"Attribute": {
"id": "1044802",
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"value2": "",

"valuel": "1.2.3.4",

"uuid": "592d8494-7120-4760-b5e2-4858950d210f",
"batch _import": "0",
"comment": ""

"value": "1.2.3.4",

"type": "ip-dst",

"to ids": 0,

"timestamp": 1496155284,
"distribution": "5",

"sharing group id": 0,
"deleted": "0",

"disable correlation": "0",
"event id": "8100",
"category": "Network activity"

Notification Schemas

misp_json - events published
When an event is published to ZMQ (which is different from being published in MISP) the ZMQ notifi-

Each notification channel uses a slightly different JSON schema. Consult this section to identify which
MISP components exist in a channel:

cation will contain the MISP event data along with all its component children. These components include:
* A list of attributes * A list of objects, which contain their own lists of attributes * A list of related events
- added when attributes in separate events correlate * Any galaxies that this event belongs to * A list of

tags that apply to the event

Example:
{
"Event": {
"id": "625",
"orgc_id": "2",
"org id": "1",

"date": "2017-05-24",

"threat level id": "3",

"info": "M2M - Fwd: IMG 3428.pdf",
"published": false,

"uuid": "59259036-fcd0-4749-8a6c-4d88950d2160f",
"attribute count": "7",
"analysis": "1",

"timestamp": "1505755565",
"distribution": "3",
"proposal email lock": false,
"locked": false,

"publish timestamp": "1505416766",
"sharing group id": "0",

"disable correlation": false,

||0rgu: {"id”: ||1||, "name" : "MISP", "UUid“:

b90b-04e5c0a83832"},

||0rgcu: {uidu: ||2||’ "name" :

"55f6eabe-2c60-40e5-9641-47a8950d210F"},

"Attribute": [

{
"id": "157835",
"type": "attachment",
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}
]I

"category": "Artifacts dropped",
“to_ids": false,

"uuid": "59259037-1014-4669-96bl-46af950d210f",

"event id": "625",
"distribution": "5",
"timestamp": "1495633975",
"comment": "IMG 3428.pdf",
"sharing group id": "0",
"deleted": false,

"disable correlation": false,
"object id": "0",

"object relation": null,
"value": "tmpzuni@skf",
"ShadowAttribute": []

"ShadowAttribute": [],
"RelatedEvent": [1],

"Galaxy"
"Object"
{

3 (01,
3 I

"id": "1,

"name": "http-request",

"meta-category": "network",

"description": "A single HTTP request header",

"template_uuid": "b4a8d163-8110-4239-bfcf-e08f3a9fdf7b",

"template version": "1",
"event id": "625",

"uuid": "59c0016c-0984-4779-9688-05b8c0a83832",

"timestamp": "1505755500",

"distribution": "5",

"sharing group id": "0",

"comment": "",

"deleted": false,

"ObjectReference": [1],

"Attribute": [

{

"id": "164371",
"type": "http-method",
"category": "Network activity",
"to ids": false,

"uuid": "59c0016c-a744-440d-ad92-05b8c0a83832",

"event id": "625",
"distribution": "5",
"timestamp": "1505760143",
"comment": "",

“sharing group id": "0",
"deleted": false,

"disable correlation": false,
"object id": "1",

"object relation": "method",
"value": "POST",
"ShadowAttribute": []

"id": "164372",
"type": "uri",
"category": "Network activity",
"to ids": true,

"uuid": "59c0016c-fac0-4055-9f3d-05b8c0a83832",
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true,

}

"event id": "625",
"distribution": "5",
"timestamp": "1505755500",
"comment": "",

"sharing group id": "0",
"deleted": false,

"disable correlation": false,
"object id": "1",

"object relation": "uri",
"value": "\/test.php",
"ShadowAttribute": []

)
]I
"Tag": [{"id": "2", "name": "tlp:white", "colour": "#ffffff", "exportable":

"hide tag": false}]

misp_json_attribute - attribute updated or created

The attributes appear to have the most diversity depending on the action applied to them.
When an attribute gets created, the attribute gets sent out via ZMQ. The parent event id is included
in the attribute JSON, but there is no extra event metadata like there is when an attribute is deleted or

modified.

Create Example:

{

}

"Attribute": {

"to ids": "1",

"timestamp": 1505235275,
"distribution": "5",

"deleted": "0",

"disable correlation": "0",
"event id": "625",

"category": "Network activity",
"type": "domain",

"value": "microsoft.net",
"comment": "",

"batch _import": "0",
"uuid": "59b8114b-1c80-4149-be3a-03e9c0a83832",
"sharing group id": 0,

"valuel": "microsoft.net",
Ilvaluezll: n II,
"id": "164363"

Edited attribute notifications send metadata about their parent events and information about the
attribute’s sharing group, attribute-level tags, and sightings data. It’s important to note that only the new
value of the edited attribute is sent along the ZMQ channel. In order to see the difference between the
new and old values, you’d need to have a copy of the old attribute value stored somewhere. If you do, you
can use the attribute’s uuid key (which never changes) to correlate the new and old values.

Edit Example:

// microsoft.net --> microsoft.com

{

"Attribute": {

"id": "164363",
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}I

b

"event id": "625",
"category": "Network activity",

"type": "domain",
"valuel": "microsoft.com",
"value2": ""

"to ids": "1",

"uuid": "59b8114b-1c80-4149-be3a-03e9c0a83832",

"timestamp": 1505235283,
"distribution": "5",

"sharing group id": 0,
"comment": "",

"deleted": false,

"disable correlation": false,
"value": "microsoft.com",
"batch_import": "0"

"Event": {

b

nid": "g25" ,
"Or‘g_id" . omgm ,
"date": "2017-05-24",

"info": "M2M - Fwd: IMG 3428.pdf",

"user id": "1",

"uuid": "59259036-fcd0-4749-8a6¢c-4d88950d210f",

"published": false,
"analysis": "1",

"attribute count": "5",
"orgc_id": "2",

"timestamp": "1505235275",
"distribution": "3",

"sharing group id": "0",
"proposal email lock": false,
"locked": false,

"threat level id": "3",

"publish timestamp": "1505233367",

"disable correlation": false

"SharingGroup": {

}I

"id": null,

"name": null,
"releasability": null,
"description": null,
"uuid": null,
"organisation uuid": null,
"org id": null,
"sync_user_id": null,
"active": null,
"created": null,
"modified": null,
"local": null,
"roaming": null

"AttributeTag": [1],
"Sighting": []

When an attribute gets deleted, the deleted key gets set to 1, and the attribute’s event metadata gets sent
alongside it.
Delete Example:

{

"Attribute": {
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"id": "164362",
"event id": "625",
"category": "Network activity",
"type": "domain",
"valuel": "microsoft.com",
"value2": "",
"to ids": true,
"uuid": "59b81121-f4b4-4ed3-aa43-03eac0a83832",
"timestamp": 1505235262,
"distribution": "5",
"sharing group id": 0,
"comment": "",
"deleted": 1,
"disable correlation": false,
"value": "microsoft.net"

¥,

"Event": {
"id": "625",
"org id": "1",
"date": "2017-05-24",
"info": "M2M - Fwd: IMG 3428.pdf",
"user id": "1",
"uuid": "59259036-fcd0-4749-8a6c-4d88950d216f",
"published": false,
"analysis": "1",
"attribute count": "5",
"orgc_id": "2",
"timestamp": "1505235233",
"distribution": "3",
"sharing group id": "0",
"proposal email lock": false,
"locked": false,
"threat level id": "3",
"publish timestamp": "1505233367",
"disable correlation": false

41.1.4.3 misp_json_sighting - sighting added to an attribute or an event

The message sent for sightings is fairly simple, with the type of sighting (0 = Addition, 1 = False Positive),
the date (in seconds-since-epoch format), the id of the attribute it applies to and the id of the attribute’s
parent event.

Addition Example:
{
"Sighting": {
"type": "0",

"attribute id": "164373",
"event_id": "625",

"org id": "1",

"date sighting": 1505767537,

“source": "",

"uuid": "59c03071-f480-4311-a710-03edc0a83832",
"id": 1"

}

False Positive Example:
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"Sighting": {
"type": "1",
"attribute id": "164373",
"event id": "625",
"org id": "1",
"date sighting": 1505767543,
“source": "",
"uuid": "59c03077-d560-4a8b-b841-05b8c0a83832",
"id": 2"

41.1.4.4 misp_json_user - user updates or creation

An update is sent through ZMQ when users log in. There are actually two messages for this - both being
fairly sparse. The current_login message contains who logged in and at what time (in seconds-since-
epoch format) the login happened. The last login message contains who just logged in, what time the
previous login occurred (last_login) and the time the record was modified, which should be the same as
current_login time.

Login Example:

{
"User": {
Ilidll: Illll'
"last login": "1000046766",
"date modified": 1000060160

}
}
{
"User": {
"id": 1,
"current login": 1000060160,
"date modified": 1000060160
}
)

When a user gets created, all of the information about the user (id, email, base64 encoded GnuPG key,
role, etc.) gets sent to ZMQ. If this information is modified, the same JSON will be sent along the ZMQ
channel, with updated values. For example, if the below user is disabled, the same JSON will be sent, but
the disabled key will be set to "1"

User Creation and User Edit Example:

{
"User": {

"server id": 0,
"autoalert": "1",
"invited by": "1",
"nids sid": 5976699,
"termsaccepted": 0,
"role id": "3",
"change pw": 1,
"contactalert": "1",
"disabled": "0",
"current login": "0",
"last login": "0",
"force logout": "0",
"email": "user@testemail.com",
"enable password": "0",
"org id": "1",
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"authkey": "_ <redacted>_ ",
"gpgkey": " <redacted>_ ",
"notify" [ ,

"date created": 1000000000,
"date modified": 1000000000,
"newsread": 0,

"certif public": "",

"id": "4"

41.1.4.5 misp_json_organisation - organisation updates or creation

Org notifications are sent when Orgs are updated and created, but not when they are deleted. They are
generally the same, with the additional fields created_by and date_created being present when an Org
is created.

Creation Example:

{
"Organisation": {

"created by": "1",

"local": "1",

"name": "test",

"uuid": "59c0367d-fe8c-42a4-9db2-03eccba83832",

"description": "Test",

"nationality": "Not specified",

"sector": "",

“type": "",

“contacts":

"logo": {
"name" :
"type": "",
"tmp _name": "",
"error": 4,
"size": 0

}I
"date_created": "2017-09-18 23:11:28",
"date_modified": "2017-09-18 23:11:28",

Ilidll : n 10”
}
}
Edit Example:
{
"Organisation": {
Illocalll: II1II'
"name": "test",

"uuid": "59c0367d-fe8c-42a4-9db2-03ecc0a83832",

"description": "Alternate Test",

"nationality": "Not specified",

"sector": "",

“type": "",

"contacts":

"logo": {
"name": "",
"type": "",
"tmp_name":
"error": 4,
"size": 0
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Ilidll: IllOlI'
"date modified": "2017-09-18 23:11:37"

41.1.4.6 misp_json_self - keep-alive messages sent every minute

Only really useful to ensure the ZMQ server is running. And for a bit of humor

{

"status": "I'm doing science and I'm still alive.",
"uptime": 9170

41.1.5 Tips for Building a Subscriber

1. misp_json attribute notifications are sent when attributes are created, deleted, and edited
+ Check the deleted key to identify if an attribute has been created or deleted
« If an attribute has been edited, the new value will be sent out via ZMQ, but the uuid key will remain
the same. Use this to determine if an attribute has existed before or not
2. Some compound attribute types have component types that don’t exist outside of them
« For example, MISP doesn’t have a single ip attribute type except in the domain|ip type
« If you're going to split up and resubmit these attributes, you may have to modify these component
types so MISP will recognize them (e.g. domain|ip -> domain, ip-dst)
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42. Modules

MISP modules extend MISP with expansion, import, export and action services without touching the
core. They are self-contained Python 3 programs that run as a separate service exposing a small REST
interface, which MISP calls when it needs them. This keeps the module ecosystem — well over a hundred
modules — decoupled from the MISP application, so it can be installed, updated and scaled independently.
The modules are maintained in the misp-modules repository.

Module families

Modules come in five families, each hooking into a different part of MISP:

« Enrichment (expansion) — take an attribute (or object) and look up extra information about it, adding
new attributes/objects to the event. This is the largest family (passive DNS, VirusTotal, Shodan, WHOIS,
sandbox lookups, and many more).

« Enrichment (hover) — a lightweight variant of expansion that shows a lookup result on the fly when
you hover over (or click) a value, without adding anything to the event.

« Import — parse an external format or source into MISP attributes/objects, surfaced under the event’s
Populate from... menu.

« Export — serialise event data into an external format, surfaced under the event’s Download as... menu.

« Action — perform an action in response to something happening in MISP (for example sending a
notification), typically triggered from a workflow.

« Cortex — query Cortex analysers, treated as its own family alongside the native enrichment modules.

Running the module server

The modules run as a separate service (nisp-modules), usually in a Python virtualenv on the MISP host
(or a dedicated host), listening on a local port that MISP connects to. Follow the repository’s installation
instructions:

« Install in a Python virtualenv (recommended)
« Install on RHEL-based distributions

Enabling and configuring modules in MISP

Once the module service is running, enable and point MISP at it under Administration — Server
Settings — Plugin. Each family has its own settings:

o Turn the family on with its * services enable set-
ting (Enrichment services enable, Import_services_enable, Export services enable,
Action_services enable, Cortex services enable).

+ Tell MISP where the module service is with the matching *_services_url and *_services_port
settings (the enrichment and Cortex families each have their own URL/port).

» For hover lookups, enable Enrichment_hover_enable (and, optionally,
Enrichment hover popover only to require a click rather than an automatic hover).

Individual modules are then toggled with their own Plugin.<Family> <name> enabled setting — for
example Plugin.Enrichment dns enabled — so you can enable only the modules you need.

Using modules

Where a module surfaces depends on its family (see also enrichment in the Using the System chapter):

» Expansion / Cortex — from an event, use Enrich Event to run the applicable modules over the whole
event, or the per-attribute enrichment (asterisk) and Cortex (eye) actions on a single attribute.
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« Hover — hover over a value (or click its magnifier) to see the lookup result inline.
+ Import — pick the module under the event’s Populate from... menu.
« Export — pick the module under the event’s Download as... menu.

Module endpoints

MISP talks to the module service through a couple of endpoints, which you can also call directly:

« GET /modules/index — list the modules MISP currently sees as enabled, with the attribute types they
accept.

« POST /modules/queryEnrichment — run an enrichment module against a piece of data (see the
automation chapter).
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43. External Connectors

MISP is designed to sit at the centre of a security stack, not in isolation. Threat intelligence stored in MISP
is meant to flow out to detection and response tooling (SIEM, EDR/XDR, firewalls, IDS), and context is
meant to flow in from those same tools and from other intelligence sources. This chapter is an index of
the ways MISP connects to external systems, with one worked example.

@ Tip

The authoritative, continuously updated catalogue of tools that talk to MISP lives on the MISP project
website and under the MISP GitHub organisation. When in doubt about the current state of a specific
integration, check there — third-party connectors evolve independently of MISP releases.

How MISP connects to other tools

There is rarely just one way to integrate; pick the mechanism that fits the other system.

Mechanism Use it for Covered in

REST API Any programmatic access — Automation & API
query, create, export, orches-
trate

PyMISP Python integrations, scripts and ~PyMISP
glue code

MISP-to-MISP sync Sharing with other MISP in- Sharing

stances and communities

STIX 1/STIX 2 & TAXII 2.x  Interop with STIX/TAXII-based Sharing, Automation
platforms

Enrichment/import/export Pluggable enrichment and for- Misp-modules
modules mat conversion

ZeroMQ pub/sub Real-time streaming of MISP ac- ZeroMQ
tivity to other systems

Feeds Consuming external indicator Managing feeds
feeds into MISP

Most third-party “connectors” are built on top of one of these — typically the REST API (via PyMISP) for
pulling indicators out, or STIX/TAXII for standards-based exchange.

Notable integrations

The following are widely used integrations. Consult the linked upstream projects for current setup
instructions and version support — they are maintained outside the MISP core release.

« SIEM / log analytics — Splunk, Elastic/ELK, IBM QRadar and similar platforms typically ingest MISP
indicators through the REST API or a dedicated add-on. Several are listed in the MISP tools catalogue.

« Microsoft Sentinel & Microsoft Defender — export IoCs through the Microsoft Graph Security API
using the sample script (worked example below).

+ SOAR/ case management — TheHive and Cortex integrate closely with MISP for alerting, observable
enrichment and case handling.
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+ STIX / TAXII platforms — MISP exports and imports STIX 1 and STIX 2 (via the misp-stix library)
and can push to TAXII 2.x servers; see the Sharing chapter’s TAXII section.

« Trust & directory — Cerebrate distributes organisation and sharing-group information across a
community; see Sharing.

Worked example: MISP to Microsoft Graph Security

The MISP to Microsoft Graph Security Script lets you export custom threat indicators (IoCs) from
MISP to Microsoft products such as Microsoft Sentinel and Microsoft Defender, through the Microsoft
Graph Security APL

The sample and its most current instructions live in the Microsoft Graph security-api-solutions repos-
itory (short link). The summary below reflects that sample at time of writing; treat the upstream README
as authoritative.

Prerequisites

« Python 3.x.
« A Microsoft account or an Office 365 for business account able to register an application in Azure Active
Directory.

Getting started

Clone the sample repository.

Change into the security-api-solutions/Samples/MISP directory.

. Install the dependencies: pip3 install requests requests-futures pymisp.

. Register an application in the Azure portal under App registrations — New registration. Record the
Application (client) ID, create a client secret under Certificates & secrets, and under API permissions
grant the Microsoft Graph application permission ThreatIndicators.ReadWrite.OwnedBy.

. Fill in config.py with your tenant, client ID and client secret, and your MISP connection details.

6. Run the script: PYTHONHASHSEED=0 python3 script.py.

oW e

[$]

Key configuration options (config.py)

+ Target product — targetProduct = "Azure Sentinel" or targetProduct = "Microsoft Defender
ATP".

« MISP connection — misp domain, misp key (use a dedicated sync/automation key — see Advanced
AuthKeys), and misp verifycert (keep True in production with a valid certificate).

- Event filters — misp event filters is a list of filter dictionaries applied as an intersection; within a
single filter, a list of values is an OR. An empty list (nisp_event_filters = []) exports all events.
The filter keys mirror MISP’s REST search parameters (type attribute, category, tags, date from/
date_to, last, published, and so on).

+ Action — alert (default), allow, or block, controlling how the indicator is treated in the target product.

« Expiry — days_to_expire sets how long indicators live in the Graph Security API (default 30).

Reading and troubleshooting

« List indicators already pushed: python3 script.py -r.

+ Every request is logged as a JSON file under logs/; failed requests can be reviewed with cat logs/
* error *.

« Schedule regular runs with cron, for example every Sunday at 02:00:

0 2 * * Sun /home/user/misp-graph-script/python3 script.py

1 Note

This worked example is adapted from the upstream Microsoft sample and is included to show the
shape of a REST/PyMISP-based connector. For the exact, current steps — including any changes to
Azure app registration or the script itself — always follow the upstream README.
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44.1.1

44. Administration

This chapter covers the administration of a MISP instance: managing users, organisations and roles; the
server settings and diagnostics tool; blocklists, correlation management and logging; background pro-
cessing; and the command-line maintenance tools. Most of the actions described here require site-admin
privileges, though organisation admins can perform a subset of them within their own organisation.

Users

As an admin (not to be confused with Org Admin), you can set up new accounts for users, edit user
profiles, delete them, or just have a look at all the viewers’ profiles. Organisation admins (Org Admin) are
restricted to executing these actions exclusively within their own organisation’s users only.

Adding a new user

To add a new user, click on the Add User button in the administration menu to the left and populate the
fields available the loaded view:
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Admin Add User

Email

et password

P azswond Corfirmn P asswond

Ohrganis-ation Rale
hoose organisation j admin j

Authkey Mids Sid

>

IPgSmiUxk3c reweCvkjroNG6s CxBil

]

Sync user for
Mot bound to & server j

GPG key

Fetch GPG key

Recenve alerts when events are Recenve alerts from “contact reporer”
published requests

Drizable this user account

Submit

Figure 44.1: Fill this form out to add a new user. Keep in mind that the drop-down menu titled “Role”
controls privileges the user will have.

« Email: The user’s e-mail address, this will be used as his/her login name and as an address to send all
automated e-mails as well as e-mails sent by contacting the user as the reporter of an event.

« Set password: Tick the box if you want to define a temporary user-password for the user. If you don’t,
you should use the action button ‘reset password’ in the ‘List Users’ view to generate one and send it
by email to the user.

« Password: This textbox is displayed only when ‘Set password’ is ticked. A Temporary password for the
user that he/she should change after the first login. Ensure that password pass the MISP password

policy.
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« Confirm Password: This textbox is displayed only when ‘Set password’ is ticked. This should be an exact
copy of the Password field.

« Organisation: A drop-down list enables you to choose an organisation for the user. To learn more
about organisation, click here.

+ Roles: A drop-down list allows you to select a role-group that the user should belong to. Roles define

user privileges attributed to the user. To learn more about roles, click here.

Authkey: This is assigned automatically and is the unique authentication key of said user (he/she will

be able to reset this and receive a new key). It is used for exports and for connecting one server to

another, but it requires the user to be assigned to a role that has auth permission enabled.

+ NIDS SID: Network Intrusion Detection System (NIDS) Signature ID (SID). Snort rules exported by the
created user will have the offset defined in the user profile and each rule generated during the export
will receive an incrementing SID starting with the user’s offset. If no SID offset is specified a default,
randomized value will be set.

» Sync user for: If this option is set, the selected server’s push rules will also be applied when this local
user is used to pull from a remote instance. This option is available for admin, Org Admin and Sync
user role.

« Gpgkey: The key used to encrypt e-mails sent through the system.

+ Fetch GnuPG key: Fetch GnuPG public key.

« Receive alerts when events are published: This option will subscribe the new user to automatically
generated e-mails whenever an event is published.

« Receive alerts from “contact reporter” requests: This option will subscribe the new user to e-mails

that are generated when another user tries to get in touch with an event’s reporting organisation that

matches that of the new user.

Disable this user account: Tick it if you want to disable this user account. (preferred to removing an

account)

Listing all users

To list all current users of the system, just click on List Users under the administration menu to the left.
A view will load containing a list of all users and the following columns of information:

O It org Role Email 0 A NIDSSID A =  LastlLogin Created Last APl Access External Auth OJ X Actions

() 576  Sample Sync user sync@sample.test 7165264 v Never 2026-07-08 07:42:56 x @) creme
Organisation

() 575 sample Read Only readonly@sample.test 5005074 v Never 2026-07-08 07:42:56 x O creme
Organisation

() 574  sample Publisher  publisher@sample.test 5208936 v Never 2026-07-08 07:42:56 x 0 crene
Organisation

O 573 Sample User analyst@sample.test 4604616 v 2026-07-08 09:49:35 2026-07-08 07:42:56 x (m] creme

Organisation

O 572 sample Org Admin  org.admin@sample.test 2300256 Never 2026-07-08 07:35:10 x 0 crene
Organisation

Figure 44.2: View, Edit or Delete a user using the action buttons to the right.

+ Id: The user’s automatically assigned ID number.

« Org: The organisation that the user belongs to.

« Email: The e-mail address (and login name) of the user.

« Authkey: Unique authentication key of the user.

+ Autoalert: Shows whether the user has subscribed to auto-alerts and is continuing to receive mass-
emails regarding newly published events that he/she is eligible for.

« Contactalert: Shows whether the user has the subscription to contact reporter e-mails directed at his/
her organisation is turned on or off.

+ Gpgkey: Shows whether the user has entered a GnuPG key yet.

« Nids Sid: Displays the currently assigned NIDS ID.

+ Termsaccepted: This flag indicates whether the user has accepted the terms of use or not.

+ Last login: Date of last login.

« Disabled: Displays the user status. Enabled or disabled.

+ Action Buttons: There are 4 options available: reset the password, edit the user, delete the user or
display a user’s information. These options are also available on the left menu.
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- Reset Password: Use this action to reset a password. If you've created a new user without A
password, tick the ‘First time registration’ checkbox to send a welcome message. Otherwise a reset

Are you sure you wan! to reset the password al

userirmisp.training and send himsher the tempoary
cradantlak ?

First fimsa ragistration

o
password message will be sent.

- Edit the user: Same options of create user’s view. Only a few options are available
here: * Terms accepted: Indicates whether the user has accepted the terms of use already
or not. * Change Password: Setting this flag will require the user to change password
after the next login. * Reset Auth Key: Use this link for generate a new AuthKey.

c@i &

Admin Edit User
Erril
Sat passwond
Oeganisation Feaile
Aufrentication key Iicts: Sl

SO NEES SAMP N WEZ T

GPG kay

Fateh GiPG ey

» Tarms accapied Change Passwond FRaceive alerks when events are Recaive alerts from "contadt reporar” Ressi A
pubiished requesis

Drisabie ihis user accoun

- Delete the user: If you want to delete a user. (Note: disabling is the preferred method)
Are you sure you want to delete # 57 It is highly recommended to never delete users but to disable

them instead

Cancel DK
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- Display the user: Display all user’s information.

Cei@

User

d 2

oy WISF

Fols P

Email uman@ i hanng
LA K&

Con La |k Kz

AulBhey EaH O WL A Caesim v 2 IO s 1 SIS | resaty
Invized By TEEP PED T aring
PGP key WA

Nide T T
Termasccnyled e

Pasdwond change hi

HMewes e md o0 &0 10018:33
Diisabbed M

Related Events

Contacting a user

Site admins can use the “Contact users” feature to send all or individual user an e-mail. Users that have
a GnuPG key set will receive their e-mails encrypted. When clicking this button on the left, you’ll be
presented with a form that allows you to specify the type of the e-mail, who it should reach and what the
content is using the following options:

Contact User(s)

Messaging - here's a quick guide on how this feature works

You can use this view to send messages to your cument or future users or send them a temporary passwaord.
® When adding a new user to the system, or when you want to manually reset the password for a user, just use the “Send temporary password” setting.
® After selecting the action, choose who the target of the e-mails should be (all users, a single user or a user not yet in the system).
® “ou can then specify (if eligible) what the e-mail address of the target is (for existing users you can choose from a dropdown menu).
# |n the case of a new user, you can specify the future user's gpg key, to send his/her new key in an encrypted e-mail.
#® The system will automatically generate a message for you, but it is also possible to write a custom message if you tick the check-box, but don't worry about ssigning a temporary password manually, the
system will do that for you, right after your custom message.

Action Subject
Custom message j
Recipient Recipient Email
A single user j admin@misp.training j

[_] Enter a custom message

Message

Figure 44.3: Contact your users here.
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« Action: This defines the e-mail type, which can be a custom message or a password reset. Password
resets automatically include a new temporary password at the bottom of the message and will automat-
ically change the user’s password accordingly.

Subject: In the case of a custom e-mail, you can enter a subject line here.

« Recipient: The recipient toggle lets you contact all your users, a single user (which creates a second
drop-down list with all the e-mail addresses of the users) and potential future users (which opens up a
text field for the e-mail address and a text area field for a GnuPG public key).

« Custom message checkbox: This is available for password resets and for welcome messages. You can
either write your own message (which will be appended with a temporary key and the signature), or
let the system generate one automatically.

Keep in mind that all e-mails sent through this system, in addition to your own message, will be signed in
the name of the instance’s host organisation’s support team, the e-mail will also include the e-mail address
of the instance’s support (if the contact field is set in the bootstrap file), and will include the instance’s
GnuPG signature for users that have a GnuPG key set (and thus are eligible for an encrypted e-mail).

:warning: GnuPG instance key is the GnuPG key used by the MISP instance and which is only used to
sign notification. The GnuPG key used in the MISP instance must not be used anywhere else and should
not be valuable.

Organisations

Each users belongs to an organisation. As admin, you can manage these organisations.

Adding a new organisation

To add a new organisation, click on the “Add Organisation” button in the administration menu to the left
and fill out the following fields in the view that is loaded:
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Mew Organisation

H the: organisation shoubd bave sccess to this instance, make sure thet the Lotal organisation Seting is checked.
Hyou weould only ke to add a known external organisaton for incheskon in haring groups, uncheck the Local organisation setting

o Loca onganisabon

Mandsiory fields.
Organisalion [dentifer

o mage upicaded for {8is Denbfier

A braf descrption of the cegardsation

Thes Salkowing finlds are all opbonal,

Hatinnality Sactor

T

Mok specified

Type of organisation

Lontacts

Figure 44.4: Fill this form out to add a new organisation.

+ Local organisation: If the organisation should have access to this instance, tick the checkbox. If you
would only like to add a known external organisation for inclusion in sharing groups, uncheck it.

« Organisation Identifier: Name your organisation. If you want to add a picture, you should add a file
on the webserver using the ‘Server Settings menu’. Picture should have the same name. To learn more
about server settings menu, click here.

+ Uuid: Unique identifier. If you want to share organisation between MISP multi-instance, use the same
Uuid.

« A brief description of the organisation: A word for describing the organisation.

+ Nationality: A drop-down list for selecting the country of organisation.

« Sector: Define the sector of organisation (financial, transport, telecom...)

« Type of organisation: Define the type of the organisation.

« Contacts: You can add some contact details for the organisation.

Listing all organisations

To list all current organisations of the system, just click on List Organisations under the administration
menu to the left. There are 3 tabs in this view to filter local organisations, remote organisations or both.
The default view displays local organisations. For all views the following columns of information are
available:
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D Name uuID Description  Nationality ~ Sector Type Contacts Added by Local Users Restrictions  Actions

21 abuse.ch  9b086132-8588-49ed-97fd-8578a777822¢c B} Switzerlandsovernment admin@admin.test v 0 [odr g |
439 @ 79610c5c-cf3f-48fd-9d6c-cb3b59836¢hf == Austria National National CSIRT team@certat  admin@admin.test v 0 [o3r g |
437 cert.ee 69f98dea-c539-4aa2-a7e4-24a4b559d2dd &= Estonia National CSIRT admin@admin.test v 0 [Ar s |
440 cert.pl 5db98ff5-1554-4d88-88d5-4c43950d2111 admin@admin.test v ] [Ar s |
438 CERT.PT  58e3bcc4-a394-443f-aed2-3065c0a84401 Portugal cert@cert.pt admin@admin.test v ] [Ar s |
436 cert.ro 9ef27f29-8080-4879-8627-771f3ae79240 admin@admin.test v ] [Ar s |
2 . 55f6eabe-2c60-40e5-964f-47a8950d210f o= Luxembour@SIRT admin@admin.test v 1 [oAr |
147 ENISA a67afdb8-fada-4b40-b891-016e6e8af298 International ~ Government admin@admin.test v 0 [dr |

Figure 44.5: List of organisations.

+ Id: The organisation’s automatically assigned ID number.

« Logo: Picture of the organisation.

« Name: Name of the organisation.

« Uuid: Unique identifier of organisation. Share this Uuid when using it between MISP’s multi-instance.
+ Description: Description of the organisation.

« Nationality: Country of the organisation.

« Sector: Sector defined for the organisation.

+ Type: Type of organisation.

« Contacts: Contacts of organisation.

« Added by: Login of the user who added the organisation

Local: Flag defined if the organisation is local or remote.

+ Users: The amount of users on this instance belonging to the organisation.

Actions: There are 3 options available: edit, delete or display an organisation’s information. These
options are also available on the left menu when you are on the display view.
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- Edit Organisation: Same options of create organisation’s view.

Edit Organisation

¥ e organisadion should have sooess o #his instancee, maiks surs fhed e Loosl ongunlsafion sating s obeoiad.
I povu worukd oenify Mies o sdd & onown eacke rmal snganl sadion for incdusion In sharing groups, unchsok e Loosl snganlsation seding.

Inrgaﬂlsam

Mandsiory Sadds. Lasys i LN fSeid smply I e organisadion dossnt have s UILND froen amodhar Instunces.

Srganisathon identifier
TIRCL )

Luld

SSEeate-2ol-0e -S04 TIRAR0AZ 107 m

A brlef description of Te arganisation

Tha Podlorwing Badds sirs sl opdional
NatoralRy Sactar
ol specified El For ecample “nancla
Type of arganilsation
Conftacts

- Delete Organisation: Use this option for deleting

Are you sure you want to delete MISP?

[ OK ] [ Cancel
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- View Organisation: Use this option to display information about the selected organisation. In this
view, you can display the user belongs to this organisation and events published by organisation.

Organisation CIRCL

Id 2

Organisation name CIRCL

Local or remote Local

Description

Uuid S55fBeaSe-2060-40e5-9641-47a8950d210f
Created by admin@misp.training

Nationality Mot specified

Description Members Events

o
N . N Description Members Events
P ers Evenis Description Members Events
Landing page for CIRCL Members of CIRCL Events
No landing page has been created for this organisation
2 3 nexs
d = =3 CEGKS Published Org OwnerOrg Id  Tags
v % isp 9t [iypEsOSINT tip:white
3
3 operator@eircllu Publishier Mo ——r
classification="malware"
Page 1 of 1, showing 1 records out of 1 total, starting on record 1, e
< ‘ N 5 [TYpei0SINT) tip:white
\ JAN J \ v

44.2.3 Merge organisations

Merge Organisation menu is available only in the organisation view, under the left menu. Merging one
organisation into another will transfer all users and data from one organisation to a different one. The
organisation of which the users and data will be transferred is displayed on the left, the target organisation
is displayed on the right.

Merge Organisation

Warnng: Werging an organssation into another will be tronsier @l users and data beknging to She onganiBaion 0 anogher,

Organisation typa Target Local Organisation
Loca -

{rganisation to be merged Organisation to be merged into

i 2 10 1

Hame; CIRCL Narme; ISP

Uuid: S5feense-2

LILND: SEef2l v i-Tads

Type: Loca Tywpe: loca

Lm m

Figure 44.6: Merge organisations.

44.3 Roles

Privileges are assigned to users through roles. A role combines a base permission level (what the user
can do with events) with a set of individual permission flags (access to specific features).
The base permission level is chosen from a single Permissions dropdown with four options:

« Read Only: Browse the events the user’s organisation has access to, without making any changes.

« Manage Own Events: Create, modify and delete the user’s own events, but not publish them.

« Manage Organisation Events: Create events, and modify or delete any event belonging to the user’s
organisation.

« Manage and Publish Organisation Events: All of the above, plus publishing the organisation’s
events.
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On top of the base level, the following individual permissions can be granted (each is a checkbox on the

role form):
Permission Grants
Site Admin Unrestricted access to all data and functionality
on the instance.
Org Admin Limited administration — create and manage the

Sync Actions

Internal Sync Actions

Authoritative Sync Actions

Audit Actions
Auth key access

Regex Actions

Tagger

Tag Editor
Template Editor
Sharing Group Editor

Delegations Access

Sighting Creator
Object Template Editor
Galaxy Editor
Decaying Model Editor
ZMQ publisher

Kafka publisher
Warninglist Editor

View Feed Correlations

Analyst Data Creator

Skip OTP Reqs

Server Signing

users of the own organisation.

Use the account as a synchronisation user; its
authentication key can be given to a remote
instance’s administrator to enable sync.

Internal sync strategy — distribution levels are
not downgraded on pull (for connections within
a trusted community).

Treat the source as authoritative; local data is mir-
rored to match the source (including deletions).

Access the audit logs of the user’s organisation.
Use an authentication key for API access.

Edit the regular-expression replacement rules
(dangerous — a bad expression can cause data loss
or infinite loops).

Attach and detach existing tags to and from
events and attributes.

Create new tags.
Create and modify event templates.
Create and modify sharing groups.

Create delegation requests for own-organisation
events.

Submit sightings (feedback on attributes).
Create and modify MISP object templates.
Create and modify galaxies and galaxy clusters.
Create and modify decaying models.

Publish data to the ZeroMQ pub/sub channel.
Publish data to Kafka.

Manage warninglists.

View feed correlations (carries a performance
cost).

Create and modify analyst data (notes, opinions,
relationships).

Exempt the account from one-time-password re-
quirements (for service accounts); has no effect
unless OTP is required instance-wide.

Access the cryptographic server-signing end-
point.
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MISP ships with a set of default roles — admin (full site admin), Org Admin, User (the default role for
new users: manage organisation events without publishing), Publisher, Sync user and Read Only —
which you can use as they are or as a starting point for your own.

Adding a new role

When creating a new role, you will have to enter a name for the role to be created and set up permissions
(as described above) using the drop-down menu and related check-boxes.

Add Role
MName Permission
Read Only E
Perm Admin Perm Site Admin | Perm Sync
Ferm Audit Ferm Auth Perm Regexp Access
Perm Tagger Perm Tag Editor Perm Template
Perm Sharing Group Perm Dalagate
Add

Figure 44.7: Add a new role.

Listing roles

By clicking on the List Roles button, you can view a list of all currently registered roles and their enabled
permissions. In addition, you can find buttons that allow you to edit and delete said roles. Keep in mind
that you will need to first remove every member from a role before you can delete it.

&
s &
& & g
s & &
& & &

& o7
2 3 &
FLITL s
& &S ¢
A
ID Default Name i Permission ¥ 8% & Memory Limit Max execution time Searches /15 mins Max result by restSearch Actions
12 () Noauh ReadOnly 2048M a0s Unimited Undefined - Fallback to [ca ]
access Server Default
(Unlimited)
2.0 omg Manage and v vV Y v Y v vy v v v v v v v 2048M 300s Unlimited 10 [c ]
Admin  Publish
Organisation
Events
4 [  Publisher Manage and v v v v v v v v v v v v 102am a0s Unlimited Undefined - Fallback to [c3 |
Publish Server Default
Organisation (Unlimited)
Events
6 ()  Read  ReadOnly v v v 2048M a0s Unlimited Undefined - Fallback to [c3 |
only Server Default
(Unlimited)
5 O Sy Manageand v v v v v v v v v v v v 2048M 0s Unlimited Undefined - Fallback to [c4 §
user  Publish Server Default
Organisation (Unlimited)
Events
3 User Manage v v v v v v v 2048M 0s Unlimited Undefined - Fallback to c4 }
Organisation Server Default
Events (Unlimited)
10 admin  Manageand v Vv v Vv VvV VvV VvV Vv VvV VvV VvV ¥V VvV VYV VvV VY VYV 4096M 300s Unlimited Undefined - Fallback to c4 §
Publish Unlimited as Site Admin

Organisation
Events

Figure 44.8: You can Edit or Delete roles using the action buttons to the right in each row. Keep in mind
that in order to Delete a role, all members of a Role must be removed from said role before it can be deleted.

« Id: The role’s automatically assigned ID number.

« Name: The name of role.

« Permission: One of the 4 permissions: Read Only, Manage My Own Events, Manage Organization
Events, Manage & Publish Organisation Events.

« Permission flags: A column for each individual permission (see the table above), showing whether
the role grants it.

« Action Buttons: There are 2 options available: Edit Role or Delete it.
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- Edit Role: Same options of create role’s view.

Edit Rale

Hama Parmissions
Aigamalion uses Manage & Publish Cvganzat B
[[] Perm Admin 7] Peam Site Admin [[] Perm Sync
] Parm Audit 7| P Auih [ Parm Ragsxp Access
7] Perm Tagger Pem Tag Editeor | Parm Template
| Parm Sharing Group ¥ Pam Delagate

Are vou sure you want io delete Read Only?

oK | [ Cancel

- Delete Role: Use this option to delete a role.

Tools

MISP has a couple of administrative tools that help administrators keep their instance up to date and
healthy. The list of these small tools can change rapidly with each new version, but they should be self-
explanatory. Be sure to check this section after each upgrade to a new version, just in case there’s a new
upgrade script in there - though if this is the case it will be mentioned in the upgrade instructions.

Administrative actions

» reportialdatonis sussEvents

= reportvalidationis gy butes

ite counts [Events need fo have no vakioban issucs)

heck whelher svery users cerificsts is ugabia

kngth (Hotls 2.2.57; Rerense Be max length of the crgan zation fekl when adding @ new SErver cannesson ;

n ko {0 bexct (Hotfee 2.3.78: Some of the log fisids that ware varchar(265) ended up fruncating the data. This function will change them to “text”)

duphicate UUIDa (Hotfix 2.3.107: il was previously possibie to gel duphcats attrivule UUIDS in the databass, this script will remave all dupkcales and ensure hal dughicales wil nol be enteved into the dalabase inihe fubune.)
vihe same UL [Hotfe 2 3,115 ln some rore siuabons # could occur that o duplieate of an event was cresied on an instance, with the exact same uuid, This action will remave any such duplicaies

= Remove du

and make sure that this cannot happen again, )

= Frune orphaned alirivules (n some rare sccasions i can happen that you end up with some aliribuies in your dalabase that do nol belong to an event - for example during & race condition Belween an evenlinserl and a delebe. This
ool wil colect and deiete any Such orphaned atDUMES. 1 you @¥ar FUN It &N BSUG Whene you SANNGE Bd an oDl with 8 Specific vasd value, this s probably the reasen. )

# Clean regex table of potentisly malicious entries (Hotfc 2 3.160: Pror to this version & was possble for 2 useradmin with Regex permission to create a makcious regular expression that could be used b execite arbirary code:
S this varaion it i mo lager possibie b nput such exprassions, but sheady existing makous antries sbil have 1o be cleaned uging s boal)

ve el ype afirbete santisation (Hetfi 2 3173 Sanksed URLS can couse Bsues with the NIDS exports and as of this version atiributes wil be madified on entry te correct this, To comect existing entries, run this. scnpt )

* Index tabkes (This script will creabe indeces for all of the fables in MISP (other than primary keys))
* Fixt nen-ampty haring greup 108 (This Seripl wil change the sharng_group_id o O in 1 non Sharng group seiting avenis and stiriuias))

Upgrading a 2.3 instance to 2.4

1. Upgrade to 2

4 - nun this {0 migrate the 2.3 data o the 2.4 format

21T fl completes auccassiuly, nun he 2.3-+Z 4 clanup Scrit to remave the fekds that are speciic 10 2.3. Wake sure that the migration of the data 1o the 2.4 format was succesalul (you can check the resull in the audt logal If you
have run the 2.4 upgrade serpt previously but are rurning ks SOL amors on the column ‘org’, run this script

Figure 44.9: Administrative Tools.

Server settings and maintenance
Since version 2.3, MISP has a settings and diagnostics tool that allows site-admins to manage and

diagnose their MISP installation. You can access this by navigating to Administration - Server settings &
Maintenance.
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Overview ~ MISP (51 A)  Encryption (4)  Proxy (5) Security (13A)  Plugin (106 A)  SimpleBackgroundJobs ~ Correlations (MeW.  Diagnostics (5)  Manage files & Workers (1) &

MISP version

Every version of MISP includes a JSON file with the current version. This is checked against the latest tag on GitHub, if there is a version mismatch the tool will warn you about it. Make sure that you update MISP
regularly.

Currently installed version... v2.5.42 (71da18cc00c4151ba6c98e79f08e36d035849ce0)
Latest available version... v2.5.42 (€5136997897b7f437¢5b5764f9b31385b219a02b)
Status... OK

Current branch... You are not on the expected branch, Update MISP will fail, current branch: collection_sync

Update MISP

I [UICECRVIE I := View Update Progress

Figure 44.10: Server settings overview with all of the tabs explained.

The settings and diagnostics tool is split up into several aspects, all accessible via the tabs on top of the
tool. For any unset or incorrectly set setting, or failed diagnostic a number next to the tab name will
indicate the number and severity of the issues. If the number is written with a red font, it means that the
issue is critical. First, let’s look at the various tabs: * Overview: General overview of the current state
of your MISP installation * MISP settings: Basic MISP settings. This includes the way MISP handles the
default settings for distribution settings, whether background jobs are enabled, etc * GnuPG settings:
GnuPG related settings. * Proxy settings: HTTP proxy related settings. * Security settings: Settings
controlling brute-force protection and the application’s salt key. * Misc settings: Settings controlling
debug options, please ensure that debug is always disabled on a production system. * Diagnostics: The
diagnostics tool checks if all directories that MISP uses to store data are writeable by the apache user.
Also, the tool checks whether the STIX libraries and GnuPG are working as intended. * Workers: Shows
the background workers (if enabled) and shows a warning if they are not running. Admins can also restart

the workers here. * Download report: Download a report of all the settings visible in the tool, in JSON
format.

Priority  Setting Value Description Error
Message
Critical MISP.baseurl http://localhost:5007  The base url of the ion (in the format http: i 1ce.com or http: y g . Several features depend on this
setting being correctly set to function.
Critical MISP.external_baseurl http://localhost:5007 The base url of the application (in the format https:/Amaww. 1ce.com) as visible externally/by other MISPs. MISP will encode this URL

in sharing groups when including itself. If this value is not set, the baseurl is used as a fallback.

Critical MISP.live true Unless set to true, the instance will only be accessible by site admins.

Critical MISP.language eng Select the language MISP should use. The default is english.

Critical MISP.enable_themes true Enable themes for users of the instance. Currently this is used to allow users to opt-in to a the various preview/beta modes.

Critical MISP.correlation_engine Default Correlation Choose which correlation engine to use. MISP defaults to the default engine, maintaining all data in the database whilst enforcing ACL rules on
Engine any non site-admin user. This is recommended for any MISP instance with multiple organisations. If you are an endpoint MISP, consider

switching to the much leaner and faster No ACL engine.

Critical MISP.correlation_limit 20 Set a value for the maximum number of correlations a value should have before MISP will refuse to correlate it (extremely over-correlating
values are rarely useful from a correlation perspective).

Figure 44.11: The settings tabs explained.

Each of the setting pages is a table with each row representing a setting. Coloured rows indicate that the
setting is incorrect / not set and the colour determines the severity (red = critical, yellow = recommended,
green = optional). The columns are as follows: * Priority: The severity of the setting. * Setting: The
setting name. * Value: The current value of the setting. * Description: A description of what the setting
does. * Error Message: If the setting is incorrect / not set, this field will let the user know what is wrong.
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Overview MISP (51 A) Encryption (4) Proxy (5) Security (134)  Plugin (106 A) ~ SimpleBackgroundJobs ~ Correlations NeW.  Diagnostics (1) ~ Manage files ~ @ Workers (1) &

Worker type: cache

Jobs in the queue: 0

Queue status: OK

Worker PID User Worker  Information Actions
process

594377 www-data OK The worker appears to be healthy.

[ ]

594455 www-data OK The worker appears to be healthy.

594456 www-data OK The worker appears to be healthy.

594464 www-data OK The worker appears to be healthy.

594484 www-data OK The worker appears to be healthy.

Figure 44.12: The workers tab.

The workers tab shows the workers that MISP can use. In MISP 2.5 the background worker system is
SimpleBackgroundJobs, managed by Supervisor and backed by Redis; the legacy CakeResque worker
system has been removed. You can restart the workers from this page with the “restart all workers” button,
but starting and stopping them is normally handled by Supervisor (the misp-workers service installed by
the setup scripts).

The tab is grouped into one section per queue — MISP has 6 queues: default, email, cache, prio,
update and scheduler. Each section reports Jobs in the queue and an overall Queue status, followed
by a table of the worker processes currently monitoring that queue:

« Worker PID: The process ID of the running worker.

« User: The system user the worker runs as (typically www-data).

« Worker process: 0K when the process is alive.

« Information: A health message (for example, “The worker appears to be healthy”).
« Actions: Stop an individual worker.

Worker types

Each worker monitors one Redis-backed queue:

+ default: General-purpose background jobs that are not handled by a more specific queue.

« email: Sending notification and alert e-mails.

« cache: Building caches — feed caches, warninglist caches and export caches.

« prio: High-priority, often user-triggered jobs (for example publishing an event) so they are not held up
behind long-running tasks.

« update: Running MISP updates and database schema migrations.

« scheduler: Enqueues recurring/scheduled jobs onto the other queues at the configured times.

Restarting or starting the workers

Even if the workers are stopped, any actions queued for them are simply on hold — nothing is lost. Starting
the workers again resumes any pending operations.

Under Supervisor the workers start automatically (including on boot); you can also restart them from
the Workers tab in the UL From the command line, control the worker processes with supervisorctl
and inspect the queues with the Worker console shell (see Managing the background workers):

sudo supervisorctl status misp-workers:*
sudo supervisorctl restart misp-workers:*

Blocklists and block rules

It is possible to block certain events or organisations from ever being added to the system. Administrators
can add, edit or delete blocklisted items. The appropriate pages are linked in the Administration menu.
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Event blocklist

Blocklisting an event prevents the event from being added on the instance. Blocklisting an existing event
will not result in the event being removed. The event will still be editable as well. Blocklisting events func-
tionality is enabled by default. If blocklisting events is enabled, deleted events will automatically be added
to the event blocklist. Enabling/disabling event blocklisting can be done using the MISP settings view.

Server Settings & Maintenance

Overview  MISP setfings (11)  Encryption seftings (4)  Proxy settings (5)  Security setfings  Plugin setings (57 )  Diagnostics Managefiles & Workers &

Priority Setting Value Description

Recommended MISP.enableEventBlocklisting true  Since version 2.3.107 you can start blockiisting event UUIDs to prevent them from being pushed to your instance. This functionalit
another instance.

Recommended MISP.enableCrgBlocklisting  true Blocklisting organisation UUIDs to prevent the creation of any event created by the blocklisted organisation.

Blocklisting an event

The blocklist event screen can be accessed through the main administration menu. You can enter the
UUID of one event or a list of event UUIDs (one per line). If the optional fields creating organisation, event
info or comment are filled in, their values will be added for all added UUIDs.
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Add Event Blocklist Entries
Simply paste a list of all the event UUIDs that you wish to block from being entered.
UUIDs
Enter a single or a list of UUIDs
s
Creating organisation
{Optional) The organisation that the event is associated wit
Event info
{Optional) the event info of the event that you would like to block. It's best to leave
this empty if you are adding a list of UUIDs.
s

Comment

(Optional) Any comments you would like to add regarding this (or these) entries

Figure 44.13: Add event blocklist entries view

44.6.1.2 Viewing event blocklist entries

The list of blocklisted events can be accessed through the main administration menu. You can
delete a blocklist entry or access the edit screens for specific

Event Blocklists

blocklisted events from here.

z previous next »

Enter value to search
O Id Org Event UUID Created * Event Info Comment Actions
(s b20260b0-40a2-47e5-8683-9648869171d  2021-02-26 00:46.54 W
(s Setec Astronomy  7e95dc98-7ce7-4b01-8d42-4e9169456¢17  2021-02-25 23:55:08

Org blocklist test sync Automatically blocked by deleting event [r |}
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Event block rules

Event block rules allow you to add a simple tag filter to block events from being added or synced.
An example of a rule can be found below:

{
"tagS”: ["tagl", “tagZ"]
}

The rule will block: - Syncing of events with “tagl” or “tag2” - Direct adding of events with “tagl” or
“tag2” in one go, for example using /events/add

The rule will not block: - The adding of “tagl” or “tag2” to an existing event through non syncing
actions, for example by adding it via the graphical user interface.

It is not possible to add more complex rules with boolean logic (NOT, AND).

Event block rules are managed under Administration — Event Block Rules and are stored as a
single JSON rule.

Organisation blocklist

Blocklisting an organisation prevents the creation of any event by the blocklisted organisation. It
does not prevent a local user from the blocklisted organisation from logging in or viewing data.

A blocklist entry is blocking you from creating any events. Please contact the adminisiration team of this instance at infoi@admin.test

When syncing, events created by blocklisted organisations will not be added to the instance.
Updates will also not propagate. A user from a blocklisted organisation can still edit an event
from the blocklisted organisation locally though. Blocklisting organisations functionality is enabled
by default. Enabling/disabling organisation blocklisting can be done using the MISP settings view.

Server Settings & Maintenance

Overview ~ MISPseftings (11)  Encryption seftings (4)  Proxy seftings (5)  Security seftings ~ Plugin settings (57 #A)  Diagnostics ~ Managefiles & Workers X

Priority Setting Value Description

Recommended MISP.enableEventBlocklisting true  Since version 2.3.107 you can start blocklisting event UUIDs fe prevent them from being pushed to your instance. This functionalit
another instance.

Recommended MISP.enableCrgBlocklisting  true Blocklisting organisation UUIDs to prevent the creation of any event created by the blocklisted organisation.

Blocklisting an organisation

The blocklist organisation screen can be accessed through the main administration menu. You can enter
the UUID of one organisation or a list of organisations UUIDs (one per line). If the optional fields
organisation name or comment are filled in, their values will be added for all added UUIDs.
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Add Organisation Blocklist Entries

Simply paste a list of all the organisation UUIDs that you wish to block from being entered.
UulDs

5Bd38339-Tb24-4386-b4b4-4c0fa50d210f

P
Organisation name
Setec Astronomy
Comment
P

Figure 44.14: Blocklist organisation view

44.6.3.2 Viewing organisation blocklist entries

The list of blocklisted organisations can be accessed through the main administration menu. You can
delete a blocklist entry or access the edit screens for specific blocklisted organisations from here.

Organisation Blocklists

Id Organisation uuID Created *
name

Comment Actions
1 Selec Astronomy  58d38339-7h24-4386-b4b4-4c09500210f  2021-02-25 23.12:16 (£ ]

Page 1 of 1, showing 1 records out of 1 total, starting on record 1, ending on 1

44.6.4 Sighting blocklist

Blocklisting an organisation for sightings prevents any sightings created by that organisation from being
stored on the instance (locally or via sync) — useful for filtering out a noisy or untrusted source of
sighting feedback. Sighting blocklisting is enabled by default (MISP.enableSightingBlocklisting) and
is managed from the administration menu; entries are the UUIDs of the organisations to block.
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Galaxy cluster blocklist
Blocklisting a galaxy cluster prevents that cluster (identified by its UUID) from being captured or

synchronised onto the instance — for example to keep a deprecated or unwanted cluster out of your data.
There is no on/off setting for this blocklist; it is always active. Entries are galaxy-cluster UUIDs, with
optional cluster info, creator organisation and comment.

Analyst data blocklist

Blocklisting analyst data prevents specific notes, opinions or relationships (identified by their UUIDs) from
being captured or synchronised onto the instance. As with the galaxy-cluster blocklist there is no enable/
disable setting. Entries are analyst-data UUIDs, with optional info, creator organisation and comment.

Import Regexp

The system allows administrators to set up rules for regular expressions that will automatically alter
newly entered or imported events.
The purpose of Import Regexp entries

They can be used for several things, such as unifying the capitalisation of file paths for more accurate
event correlation or to automatically censor the usernames and use system path variable names (changing
C:.exe to %APPDATA%.exe). The second use is blocking, if a regular expression is entered with a blank
replacement, any event info or attribute value containing the expression will not be added. Please make
sure the entered regexp expression follows the preg_replace pattern rules as described here

Adding and modifying entries

Administrators can add, edit or delete regular expression rules, these “expressions” are made up of a regex
pattern that the system searches for and a replacement for the detected pattern.

Id - egexo enlacement | yoe

Figure 44.15: Add, edit or remove Regexp entries that will affect all newly created attributes here.

Managing the Signature allowedlist

The signature allowedlist view, accessible through the administration menu on the left, allows adminis-
trators to create and maintain a list of addresses that are allowlisted from ever being added to the NIDS
signatures. Addresses listed here will be commented out when exporting the NIDS list.

Allowlisting an address

While in the allowedlist view, click on New Allowedlist on the left to bring up the “add allowedlist” view
to add a new address.
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Managing the list

When viewing the list of allowlisted addresses, the following data is shown: The ID of the allowlist entry
(assigned automatically when a new address is added), the address itself that is being allowlisted and a
set of controls allowing you to delete the entry or edit the address.

Signature Allowedlist

Regex entries (in the standard php regex /regex}/{modifier} format) entered below will restrict matching attributes from being included in the IDS flag sensitive exports (such as NIDS exports).

Id Name & Actions

1 e futuremark.comy -

Page 1 of 1, showing 1 records out of 1 fotal, starfing on record 1, ending on 1

Figure 44.16: You can edit or delete currently allowlisted addresses using the action buttons on this list.

Managing correlations

MISP automatically correlates attributes that share the same value across events. Administrators have
several tools to tune what correlates.

Correlation exclusions

Correlation exclusions let you exclude certain values from the correlation engine. Values can be exact
1:1 matches or substring searches denoted with a leading and/or trailing %:

« https://www.google.com/% matches anything starting with https://www.google.com/
+ %google.com% matches anything that contains google. com

After adding an exclusion, new values that match it will no longer correlate. To remove correlations that
already exist, run the cleaner via the Clean up correlations button.

# Value & Comment JSON source Actions

6 1jpg List Organisations " p—
Add Organisations

21 127.0.0.1 Zu
17 192.227.185.106 List Roles wu

9 198.23.229.170 Add Roles =z

22 2.xt Zu
" 205.185.123.217 Server Settings & Maintenance .
Benchmarking

23 207.246.77% Zu

X X X X X X X

10 37.49.229.191 Jobs zu

Figure 44.17: Index view of correlation exclusions, showing leading- and trailing-wildcard examples.

Correlation rules

Where exclusions suppress a specific value everywhere, correlation rules prevent whole events from
correlating with one another based on a selector. A rule matches by creator organisation, owner organi-
sation, event ID, or a substring of the event info, and stops the selected events from correlating. Executing
a rule can also retroactively remove correlations that already exist between the matching events. Corre-
lation rules are managed under Administration — Correlation rules.

Over-correlating values

Some values (for example a very common string) correlate so widely that the matches become meaningless
and expensive to compute. MISP automatically stops correlating a value once its correlation count exceeds
MISP.correlation limit (default 20). You can review the affected values — and which ones are currently
over-correlating — under Administration — Over-correlating values.
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Top correlations

Administration — Top Correlations shows a ranked list of the values that correlate the most. It is a
good starting point for finding candidates for exclusions or over-correlation suppression.

Correlation engine

The correlation engine is selected with the MISP.correlation_engine setting (Default, NoAcl or OnDe-
mand). On very large instances the OnDemand engine computes correlations only when an event is
viewed, trading immediate correlation for a lower write-time cost.

Logs

Users with audit permission can browse the actions that MISP records. In 2.5 the top-menu Logs entry
groups four views:

« Application Logs — the legacy application log: logins and logouts, failed authentication attempts, and
a range of application events.

« Audit Logs — the detailed audit trail of data changes (see below); shown once the audit log is enabled.

+ Access Logs — a per-request HTTP access log (see below); site admins only.

« Search Logs — a filtered search over the application log.

Audit logs

The audit log records every change to the data model — additions, edits, soft and hard deletes, tagging,
galaxy attachment, publishing, and more — across events, attributes, objects, users, organisations, roles,
servers and dozens of other models. Crucially it stores the field-level changes (old and new values) for
each entry, with secrets such as passwords and API keys redacted.

Enable it with the MISP.log_new_audit setting (Administration — Server Settings — MISP tab); the
audit index warns you if it is not yet enabled. Browse it under Logs — Audit Logs, filtering by user,
organisation, model, action, event, IP, request type and date. Site admins see everything, organisation
admins see their own organisation, and regular users see only their own actions. The per-event View
Event History action is backed by the same audit log.

Idt Created P Email Org Model Model ID Action Title Change

2335267 2026-07- 127.0.0.1 admin@admin.test Iglocska User 576 add  User (576): server_id () => (0), autoalert () => (0), invited_by () => (1), nids_sid () => (7165264), termsaccepted () =>
08 sync@sample.test (1), newsread () => (0), role_id () => (5), change_pw () => (0), contactalert () => (0), current_login () => (0),
07:42:57 last_login () => (0), force_logout () => (0), external_auth_required () => (0), last_api_access () => (0),

notification_daily () => (0), notification_weekly () => (0), notification_monthly () => (0), email () =>
(sync@sample.test), org_id () => (873), date_created () => (1783496576), last_pw_change () =>
(1783496576), authkey (*****) => (*****), date_modified () => (1783496576)

2335265 2026-07- 127.0.0.1 admin@admin.test Iglocska User 575 add User (575): server_id () => (0), autoalert () => (0), invited_by () => (1), nids_sid () => (5005074), termsaccepted () =>
08 readonly@sample.test (1), newsread () => (0), role_id () => (6), change_pw () => (0), contactalert () => (0), current_login () => (0),
07:42:56 last_login () => (0), force_logout () => (0), external_auth_required () => (0), last_api_access () => (0),

notification_daily () => (0), notification_weekly () => (0), notification_monthly () => (0), email () =>
(readonly@sample.test), org_id () => (873), date_created () => (1783496576), last_pw_change () =>
(1783496576), authkey (=) => (=), date_modified () => (1783496576)

2335263 2026-07- 127.0.0.1 admin@admin.test Iglocska User 574 add  User (574): server_id () => (0), autoalert () => (0), invited_by () => (1), nids_sid () => (5298936), termsaccepted () =>
08 publisher@sample.test (1), newsread () => (0), role_id () => (4), change_pw () => (0), contactalert () => (0), current_login () => (0),
07:42:56 last_login () => (0), force_logout () => (0), external_auth_required () => (0), last_api_access () => (0),

notification_daily () => (0), notification_weekly () => (0), notification_monthly () => (0), email () =>
(publisher@sample.test), org_id () => (873), date_created () => (1783496576), last_pw_change () =>
(1783496576), authkey () => (=), date_modified () => (1783496576)

2335261 2026-07- 127.0.0.1 admin@admin.test Iglocska User 573 add  User (573): server_id () => (0), autoalert () => (0), invited_by () => (1), nids_sid () => (4604616), termsaccepted () =>
08 analyst@sample.test (1), newsread () => (0), role_id () => (3). change_pw () => (0), contactalert () => (0), current_login () => (0).
07:42:56 last_login () => (0). force_logout () => (0), external_auth_required () => (0), last_api_access () => (0).

notification_daily () => (0), notification_weekly () => (0), notification_monthly () => (0), email () =>
(analyst@sample.test), org_id () => (873), date_created () => (1783496576), last_pw_change () =>
(1783496576), authkey (*+*) => (=), date_modified () => (1783496576)

Figure 44.18: The application log index (Logs — Application Logs).

Access logs

The access log records one row per HTTP request — the user, organisation, controller/action, URL,
response code, duration, memory and query counts, and (optionally) the client IP, request body
and full SQL query log. It is written when request logging is enabled via MISP.log_paranoid (all
requests), MISP.log_paranoid_api (authenticated API requests only), or per-user monitoring. Related
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settings control the verbosity — MISP.log_client_ip, MISP.log_paranoid_include_post_body and
MISP.log paranoid include sql_queries. Browse it under Logs — Access Logs (site admins only),
with per-request drill-downs into the stored body and query log.

Search Logs

Email @ Organisation @
P
Model @ Model ID @
ALL v
Action
ALL v
Title Change
From (YYYY-MM-DD) @ From time (requires from)
To (YYYY-MM-DD) @ To time (requires to)

Figure 44.19: Searching the application log (Logs — Search Logs).

Background Processing

If enabled, MISP can delegate a lot of the time intensive tasks to the background workers. These will then
be executed in sequence, allowing the users of the instance to keep using the system without a hiccup
and without having to wait for the process to finish. It also allows for certain tasks to be scheduled and
automated.

Command line tools for the background workers

In MISP 2.5 the background workers run under SimpleBackgroundJobs (Supervisor + Redis); the old
CakeResque commands no longer apply. The worker processes are controlled by Supervisor:

sudo supervisorctl status misp-workers:*
sudo supervisorctl restart misp-workers:*

To inspect the queues and jobs, use the Worker console shell from /var/www/MISP/app/Console:

« showQueues: Show the configured queues and how many jobs are waiting in each.
« flushQueue [queue]: Remove all queued jobs from the given queue.
« showJobStatus [worker]: Show the status of the jobs handled by the workers.

sudo -u www-data /var/www/MISP/app/Console/cake Worker showQueues

Monitoring the Background Processes

The “Jobs” menu item within the Administration menu allows site admins to get an overview of all of the
current and past scheduled jobs. Admins can see the status of each job, and what the queued job is trying
to do. If a job fails, it will try to set an error message here too. The following columns are shown in the
jobs table:

« Id: The job’s ID (this is the ID of the job’s metadata stored in the default datastore, not to be confused
with the process ID stored in the redis database and used by the workers)

+ Process: The process’s ID.

» Worker: The name of the worker queue. If background jobs are enabled there are 6 queues (default,
email, cache, prio, update and scheduler); the scheduler queue should never show up in the jobs table.

« Job Type: The name of the queued job.
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Input: Shows a basic input handled by the job - such as “Event:50” for a publish email alert job for
event 50.

Message: This will show what the job is currently doing or alternatively an error message describing
why a job failed.

Org: The string identifier of the organisation that has scheduled the job.

Status: The status reported by the worker.

Retries: Currently unused, it is planned to introduced automatic delayed retries for the background
processing and thus add resilience.

Progress: A progress bar showing how the job is coming along.

Dt Date created Date modified Process ID e Input Message Organisation Status  Progress
List Organisations name
1400 2026-07-03 13:05:54 2026-07-03 13:05:55 4984b894-0041-4187-b0fy  Add Organisations Server: 7 Pull completed. 0 Iglocska Completed
events pulled, 0
List Roles events could not
be pulled, 0
Add Roles

proposals pulled,
0 sightings pulled,

Server Settings & Maintenance 0 clusters pulled,
Benchmarking 0 analyst data
pulled, 0
Jobs collections pulled.
1399 2026-07-03 11:43:45 2026-07-03 11:43:46 90b718f3-9000-4228-a18  gcheduled Tasks Server: 7 Pull completed. 0 Iglocska Completed Completed
events pulled, 0
Workflows
events could not
be pulled, 0
Event Block Rules proposals pulled,
Org Blocklists 0 sightings pulled,

0 clusters pulled,

0 analyst data
Top Correlations

pulled, 0
Correlation rules collections pulled.

Over-correlating values

1398 2026-07-03 09:06:15 2026-07-03 09:06:16 21d446e2-fle5-4fc2-aec lates command:, Updatedonein  SYSTEM Completed Completed
another worker.
Gracefully
stopping.
1397 2026-07-03 09:06:15 2026-07-03 09:06:15 2b85casb-cdfa-4100-b7ef-Obac3aecdbdd update  run_updates command:, Update done SYSTEM Completed Completed
1396 2026-07-03 08:49:42 2026-07-03 08:49:42 4b9cdebc-5{98-4f64-8207-d0b8BOC22bf4  default  push Server: 42 Job done. Iglocska Completed Completed
1395 2026-07-03 08:48:47 2026-07-03 08:48:48 c69782b-97ed-4b78-h07e-2c9376044130 default  push Server: 42 Job done. Iglocska Completed Completed
1394 2026-07-03 08:45:20 2026-07-03 08:45:30 4ae7d3ca-7360-49de-bcdd-429¢3e034ea0 default  pull Server: 42 Pull completed. 0 Iglocska Completed Completed

events pulled, 0
events could not
be pulled, 0
proposals pulled,
0 sightings pulled,
0 clusters pulled,
0 analyst data
pulled.

Figure 44.20: Site administrators can monitor the process of all queued jobs here.

Scheduling recurring tasks

Site administrators can schedule recurring maintenance tasks under Administration — Scheduled
Tasks. In 2.5 this is a reworked, cron-style scheduler driven by the Supervisor-managed scheduler
worker (it requires that worker to be running, or the page shows a warning). You add tasks explicitly
rather than editing a fixed list, choosing a type and the matching action:

Server — pull, push or cache against a synchronisation server.

Feed — fetch or cache a feed (or all feeds).

Workflow — run an ad-hoc workflow.

Periodic Summary — send the periodic summary notification.

TAXII — push to a TAXII server.

Admin — the JSON/definition updates: updateGalaxies, updateTaxonomies, updateWarningLists,
updateNoticelLists and updateObjectTemplates.

Each task row shows its type/action and parameters, the owning user, the frequency (every N seconds/
minutes/hours/days), the last and next run times, the status of its last job, and an enable/disable toggle.
Rows can be forced to run immediately, edited, deleted, or have their job logs inspected.
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i Type Action Parameters  Description User Frequency Lastrunat  Next execution Status Last Job status  Enabled Actions

#

1 Admin  updateGalaxies Refresh MISP galaxy definitions admin@admin.test  every 1 day 2026-07-09 03:00:00 PEZ®
2 Admin  updateTaxonomies Refresh taxonomy definitions admin@admin.test  every 1 day 2026-07-09 03:15:00 PEZW
3 Admin updateWarningLists Refresh warninglists admin@admin.test  every 1 day 2026-07-09 03:30:00 PEZ R
4 Feed cache allall Cache all enabled feeds admin@admin.test  every 6 hours 2026-07-09 00:00:00 Unknown 0 EZ W

Figure 44.21: Site administrators can schedule recurring tasks on this page.

For anything more elaborate, prefer real cron jobs built from the console commands (see Automating
certain console tasks).

Other 2.5 administration features

MISP 2.5 ships a number of features that administrators configure or manage. Each is summarised here
with where to find it.

Advanced authentication keys

With the Security.advanced_authkeys setting enabled, each user can hold multiple API keys, each with
its own comment, expiry and optional IP allowlist. Keys are stored hashed and are shown only once, at
creation — they cannot be recovered afterwards. Manage them under Administration — List Auth
Keys.

Decaying models

Decaying models score how relevant an indicator remains over time. Administrators create and edit
models, and map them to attribute types, under Global Actions — List Decaying Models, and can
experiment with the Decaying Models Tool. The Decaying Model Editor role permission grants access.

Workflows

Workflows attach trigger-based automation graphs to MISP events — for example blocking or enriching an
event on publish. They are disabled by default; enable them with Plugin.Workflow_enable and manage
them under Administration — Workflows.

Cerebrate

Cerebrate is a companion platform for managing organisations and sharing communities. Connect a
Cerebrate node under Sync Actions — Cerebrates to pull organisation and sharing-group definitions
into your instance.

TAXII servers

MISP can push data to TAXII 2.x collections. Configure the server endpoints under Sync Actions —
TAXII Servers.

Dashboards

The Dashboard (top menu) is a configurable set of widgets — recent events, statistics, trends and more
— with importable and exportable templates.

Benchmarking

When enabled with Plugin.Benchmarking_enable, MISP records per-user and per-endpoint execution
times and query load, viewable under Administration — Benchmarking. It is a diagnostic aid; leave
it off during normal operation.
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Various administration tips & tricks

Setting a Publish Alert Filter

To regulate the reception of e-mail from MISP it is possible to create filters. Each individual user account
can apply such filter.

The filter can be configured by the user but also by the organization administrator.

After login goto Administration -> Set User Setting:

Input Filters Global Actions Administration Audit

Sync Actions

ListUsers

List Events

10C Taak TODO Events List User Settings
Add Event Add User

Contact Users

Import from...
REST client n My Events Org Events
List Organisations
[ Published Org Ownerorg Id Clusters g
List Attributes Add Organisations

Figure 44.22: Set User settings

A new screen appears. Make sure the “Setting” drop down box shows “publish_alert_filter”:

-@- Event Actions Galaxies Input Filters Global Actions Sync Actions Administration Audit
iy Frome Set User Setting
My Settings
Dashpoard »
List Organisations
Role Permissions Setting
List Sharing Groups publish_alert_filter v
Add Sharing Group Value

User Guide
Terms & Conditions

Statistics

Figure 44.23: Set User settings

The text field “Value” contains the filter, which needs to be provided in JSON format. Important JSON-
objects which can be used here go by the name AND®, “OR” and “NOT”. These should be structured in a
logical tree.

The filtering can be applied to tags, the publishing organization and the threat level. Valid filters:

« AttributeTag.name

« EventTag.name

« Tag.name (checks against both event and attribute tags)
« Orgc.uuid (creator org uuid)

+ Orgc.name (creator org name)
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« ThreatLevel.name

In the following example, all notifications will be filtered which carry ‘tlp.white’ and ‘tlp.green’ in the
name of the tag:

{
"NOT": {

"Tag.name" : [ "tlp.white", "tlp.green" ]

}

The publish_alert_filter setting allows one filter definition to be active.
After applying the configuration, the filter will show up in the “My Settings” menu:

Input Filters

User settings management

Set Sefting Manage the individual user settings.
Dashboard
List Organisations

Role Permissions

List Sharing Groups Me  Organisation  All
Add Sharing Group Id = User Setting Value
1 publish_alert_filter {
User Guide "NOT™{
Terms & Conditions "Tag.name":
Statistics I
tlp.green

Page 1 of 1, showing 1 records out of 1 total, stading on record 1, ending on 1

Figure 44.24: Set User settings

Default sharing level

Choose your default sharing level to match your usage scenario for MISP. The setting is named
default_event_distribution and the values can be:

« Your organisation only (default)
« This community only

« Connected communities

« All communities

You can also set a default distribution level for attributes contained in an event with
default_attribute_distribution, and it has the same values as the default sharing level for events plus an
additional one that allows attributes to inherit the sharing level of the event.
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44.13.3 Adding organisation logos

You can add a logo for your organisations in MISP by uploading them via the tab Manage files under
the Administration menu & Server Settings sub-menu. The filename must be exactly the same as the
organisation name that you will use in MISP. It is recommended to use PNG files of 48x48 pixels.

44.13.4 The scheduler worker is not starting

Under SimpleBackgroundjobs the scheduler runs as one of the Supervisor-managed workers. If it is not
running, check sudo supervisorctl status misp-workers:* and the Supervisor logs, and confirm
the SimpleBackgroundJobs settings (Redis host/port/database and the Supervisor host/port/credentials)
under Administration — Server Settings — Diagnostics.

44.13.5 How to redirect HTTP to HTTPS

Here is a sample configuration for Apache webserver.

<VirtualHost *:80>
ServerAdmin misp@misp.misp
ServerName misp.misp.misp
ServerAlias misp-int.misp.misp

Redirect permanent / https://misp.misp.misp

LogLevel warn
ErrorLog /var/log/apache2/misp.local error.log
CustomLog /var/log/apache2/misp.local access.log combined
ServerSignature Off
</VirtualHost>

<VirtualHost *:443>
ServerAdmin misp@misp.misp
ServerName misp.misp.misp
ServerAlias misp-int.misp.misp

DocumentRoot /var/www/MISP/app/webroot
<Directory /var/www/MISP/app/webroot>
Options -Indexes
AllowOverride all
Order allow,deny
allow from all
</Directory>

SSLEngine On

SSLCertificateFile /etc/ssl/misp.misp.misp/misp.crt
SSLCertificateKeyFile /etc/ssl/misp.misp.misp/misp.key
SSLCertificateChainFile /etc/ssl/misp.misp.misp/mispCA.crt

LogLevel warn
ErrorLog /var/log/apache2/misp.local error.log
CustomLog /var/log/apache2/misp.local access.log combined
ServerSignature Off
</VirtualHost>

Taken from Koen Van Impe’s blog

44.13.6 Increase max size of Samples / other files
Trying to upload a large samples (>50M) might cause the following error:
[!] 560 Server Error: Internal Server Error

Or will give you an error page in browser.
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The error logs on the system will display the following:

PHP Warning: POST Content-Length of 57526024 bytes exceeds the limit of 8388608 bytes
in Unknown on line 0, referer: https://XYZ/attributes/add attachment/1948

And / Or

PHP Fatal error: Allowed memory size of 134217728 bytes exhausted (tried to allocate
76705009 bytes) in /var/www/MISP/app/Lib/cakephp/lib/Cake/Network/CakeRequest.php on
line 996

To fix that you need to adjust the php settings:
vi /etc/php/8.3/apache2/php.ini
Increase to the following values (or more if you want to)

; Maximum size of POST data that PHP will accept.

; Its value may be 0 to disable the limit. It is ignored if POST data reading
; 1s disabled through enable post data reading.

; http://php.net/post-max-size

post max size = 256M

[..]

; Maximum amount of memory a script may consume (128MB)

; http://php.net/memory-limit

memory limit = 1024M

And then restart apache2

service apache2 restart

Support & feature requests

The preferred method for support & feature requests is to use the GitHub ticketing system.

If you want to discuss something related to MISP, want some help from the community, etc... You have
the MISP Users mailing list and the MISP developers mailing list.

A number of companies offer custom development, consulting, and support around MISP, please check
the support page of the MISP Project website.

More information in the notification emails about new events

The setting MISP.extended_alert_subject allows you to have an extended subject. One word of warning
though. If you’re using encryption : the subject will not be encrypted. Be aware that you might leak some
sensitive information this way. Below is an example how the two subject types look like. First with the
option disabled, then with the option enabled.

Event 7 - Low - TLP Amber
Event 8 - OSINT - Dissecting XXX.. - Low - TLP Amber

Taken from Koen Van Impe’s blog

Get top API users

Per-request data is captured in the access log (access_logs table) when request logging is enabled — see
Access logs. The easiest way to see the busiest API users is Administration — Access Logs, filtered by
user and date. To query it directly, for example for the top users over the last day:

SELECT u.email, COUNT(*) AS requests

FROM access logs a

JOIN users u ON u.id = a.user id

WHERE a.created > (NOW() - INTERVAL 1 DAY)
GROUP BY a.user id

ORDER BY requests DESC;

357


https://github.com/MISP/MISP/issues
https://groups.google.com/forum/#!forum/misp-users
https://groups.google.com/forum/#!forum/misp-devel
http://www.misp-project.org/#support
http://www.vanimpe.eu/2015/05/31/getting-started-misp-malware-information-sharing-platform-threat-sharing-part-3/

44.13.10

44.13.11

44.13.12

358 Chapter 44. Administration

The ip column is stored in binary form, so filter on it with a.ip = INET6_ATON('203.0.113.5').If
you only have MISP.log_auth enabled (without the paranoid access log), successful API authentications
instead land in the legacy logs table under the auth action.

MISP Logs

By default, MISP has several layers of logs that can be used to trouble-shoot and monitor the system. Let’s
walk through each of the available logs:

« Apache access logs: Rotating logs generated by apache, logging each request, by default (on Ubuntu)
they are found in /var/log/apache2/misp.local_access.log. The location can be changed via the apache
conf file

« Apache error logs: Rotating logs generated by apache, logging error messages, by default (on Ubuntu)
they are found in /var/log/apache2/misp.local_errorlog. This error log file will generally not be used
by MISP, however, if there is a PHP level error that prevents MISP from functionining you might have
relevant entries here.

« MISP error log: Generated by MISP, logging any exceptions that occur during usage. These can be
found in /var/www/MISP/app/tmp/logs/error.log (assuming default installation path). If you see errors
in here and are stuck with an issue let us know via GitHub!

« MISP debug log: Generated by MISP, any debug messages and Notice level messages will be sent to this
file. Generally less interesting, but can be helpful during debugging sessions. It should not be necessary
to monitor this under normal usage. The file can be found in /var/www/MISP/app/tmp/logs/debug.log
(assuming default installation path).

« Background worker logs: Generated by the SimpleBackgroundJobs workers (managed by Supervi-
sor). Job output and worker exceptions are written to /var/www/MISP/app/tmp/logs/misp-workers.log
and /var/www/MISP/app/tmp/logs/misp-workers-errors.log. These replace the old CakeResque
resque-* logs, which are no longer written in MISP 2.5.

Logging of failed authentication attempts

By default, MISP logs failed login and authentication attempts in the application log. To view them, log
in as a site admin and navigate to Logs — Application Logs (or Logs — Search Logs).

There are two types of entries that will be interesting if you are looking for failed authentication
attempts, entries of action “auth_fail” (for failed attempts to authenticate via the API key or the external
authentication system) and login_fail (for failed login attempts via the login page).

You can also search for any such entries using Logs — Search Logs, simply choose the desired
action from the two listed above and hit search. (The Security.log each individual auth fail setting
controls whether every failure is logged or throttled.)

What is logged:

L R B R +
| Auth method | Action | Failed credentials logged | IP

R R B R +
| Webform | login fail | None | Optional |
| API | auth fail | API key | Optional |
| Webform | auth fail | External auth key | Optional |
R T L e R +

In order to enable IP logging for any logged request in MISP, navigate to Administration - Server settings
- MISP settings and enable the MISP.log_client_ip setting.

It is also possible to enable full logging of API and external authentication requests using the
MISP.log_auth setting in the same location, but keep in mind that this is highly verbose and will log every
request made. In addition to the information above, all accessed resource URLs are also logged.

Clearing expired sessions

By default the garbage collection of sessions is disabled in PHP. It is possible to enable it, but it’s not
recommended and as such MISP provides a manual way of clearing the sessions.

Navigate to the diagnostics screen of MISP (Administration - Server settings - Diagnostics) and near
the bottom of the page there will be a counter showing the count of currently stored expired sessions.
Simply purge them by clicking the applicable button when the number grows too large.
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Troubleshooting MISP not connecting to redis but redis-cli working

Make sure the Redis connection settings MISP uses (host, port, database and password under the MISP
and SimpleBackground]Jobs settings) match your running Redis, and that Redis is reachable from the
web and CLI users. On an IPv6-enabled host, if localhost resolves to the IPv6 loopback (: :1) first and
Redis only listens on IPv4, use an explicit 127.0.0.1 instead. You can confirm reachability with redis-
cli -h 127.0.0.1 -p 6379 ping.

Errors about fields or tables

If you have errors with fields or tables that you can see in the error.log or in the page (if you enabled
debug or site_admin_debug settings), an easy fix to make most of them go away is to use the clean cache
feature on the server settings menu, diagnostics tab. An example of error message:

Error: [PDOException] SQLSTATE[42S22]: Column not found: 1054 Unknown column
'Task.job id' in 'field list'

Jobs

The Jobs tab gives you an overview on any currently running jobs or jobs that were previously completed
and their status.

Dt Date created Date modified Process ID e Input Message Organisation Status  Progress
List Organisations name
1400 2026-07-03 13:05:54 2026-07-03 13:05:55 4984b834-004-4(87-b0fh  Add Organisations Server: 7 Pull completed. 0 Iglocska Completed
events pulled, 0
List Roles events could not
Add Roles be pulled, 0

proposals pulled,
0 sightings pulled,

Server Settings & Maintenance 0 clusters pulled,

Benchmarking 0 analyst data
pulled, 0

Jobs collections pulled.

1309 2026.07-0311:43:45 2026-07-0311:43:46 90b71813-9000-4228813  gcheduled Tasks Server: 7 Pull completed. 0 Iglocska Completed

events pulled, 0

Worktows events could not
be pulled, 0

Event Block Rules proposals pulled,

Org Blocklists 0 sightings pulled,

0 clusters pulled,
0 analyst data
Top Correlations
pulled, 0

Correlation rules collections pulled.

1398 2026-07-03 09:06:15 2026-07-03 09:06:16 21d4d6e2-fleb-dfc2-aecs O o' COTeIating values lates command:, Update donein  SYSTEM Completed Completed
another worker.
Gracefully
stopping.
1397 2026-07-03 09:06:15 2026-07-03 09:06:15 2b85cabh-c4fa-4100-b7ef-Obac3aec4bd9d  update run_updates command:, Update done SYSTEM Completed Completed
1396 2026-07-03 08:49:42 2026-07-03 08:49:42 4b9cdebc-5f98-4f64-8207-d0b880c22bf4  default push Server: 42 Job done. Iglocska Completed Completed
1395 2026-07-03 08:48:47 2026-07-03 08:48:48 fc69782b-97ed-4b78-b07e-2c9376044f30  default push Server: 42 Job done. Iglocska Completed Completed
1394 2026-07-03 08:45:29 2026-07-03 08:45:30 4ae7d3ca-7360-49de-bcdd-429c3e034ead default pull Server: 42 Pull completed. 0 Iglocska Completed Completed

events pulled, 0
events could not
be pulled, 0
proposals pulled,
0 sightings pulled,
0 clusters pulled,
0 analyst data
pulled.

Figure 44.25: Running Jobs

Typically this is one of the places you would turn to even some background process might not complete
as expected to get an indication on any issues related to user initiated Jobs.

For ease of use, you can filter the Jobs by queue (All, Default, Prio, Email, Cache).

You can also purge the entries, either only those with a completed status or all of them. This is not
automated and needs to be done manually.
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Scheduled Tasks

The Scheduled Tasks page lets you run a small set of definition-update tasks on a recurring schedule; it
is described under Scheduling recurring tasks above.

The built-in scheduler is intentionally limited. For anything beyond the handful of supported update
actions, prefer a real scheduler such as your system’s crontab, built from the console commands. As a rule
of thumb: if you can click on it, MISP can automate it.

MISP Backup

Currently there exists this backup script simply called misp-backup.sh
All you need is to copy the the sample config and make sure it is correct. Then launch the script.

cd /var/www/MISP/tools/misp-backup
sudo -u www-data cp misp-backup.conf.sample misp-backup.conf
sudo ./misp-backup.sh

Script output:

/var/www/MISP/tools/misp-backup "« 2.4 @ $ sudo ./misp-backup.sh
File ./misp-backup.conf exists.

copy of org images and other custom images

MySQL Dump

/var/www/MISP/tools/misp-backup

MISP Backup Completed, OutputDir: /opt/backup

FileName: MISP-Backup-20181128 163215.tar.gz

FullName: /opt/backup/MISP-Backup-20181128 163214.tar.gz

MISP Restore

In a similar fashion you can restore your MISP instance with the misp-restore.sh script. Read the script
for details.

Command line interface (CLI) commands

The below info is also available in the MISP GUI. Go to event actions -> automation -> bottom of the page

Administering MISP via the CLI
Get Setting

MISP/app/Console/cake Admin getSetting [setting]

Set Setting

MISP/app/Console/cake Admin setSetting [setting] [valuel

Get Authkey

MISP/app/Console/cake Admin getAuthkey [email]

Reset Authkey

MISP/app/Console/cake Authkey [email] [api key | optional]
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44.17.1.5 Set Baseurl

MISP/app/Console/cake Baseurl [baseurl]

44.17.1.6 Change Password

MISP/app/Console/cake User change pw [User ID or e-mail address] [new password] [--
no _password change]

If -no_password_change is used, the user will not be required to change their password after their first
login with the set password.

44.17.1.7 Clear Bruteforce Entries

MISP/app/Console/cake Admin clearBruteforce [user email]

44.17.1.8 Run Database Update

MISP/app/Console/cake Admin runUpdates

44.17.1.9 Update All JSON Structures

MISP/app/Console/cake Admin updateJSON

44.17.1.10 Update Galaxy Definitions

MISP/app/Console/cake Admin updateGalaxies

44.17.1.11 Update Taxonomy Definitions

MISP/app/Console/cake Admin updateTaxonomies

44.17.1.12 Enable all tags of a taxonomy

MISP/app/Console/cake Admin enableTaxonomyTags [taxonomy id]

44.17.1.13 Update Object Templates

MISP/app/Console/cake Admin updateObjectTemplates

44.17.1.14 Update Warninglists

MISP/app/Console/cake Admin updateWarninglLists

44.17.1.15 Update Noticelists

MISP/app/Console/cake Admin updateNoticelists

44.17.1.16 Update MISP

MISP/app/Console/cake Admin updateMISP
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Set Default Role

MISP/app/Console/cake Admin setDefaultRole [role id]

Get IPs For User ID

MISP/app/Console/cake User user ips [user id]

Get User ID For User IP

MISP/app/Console/cake User ip user [ip]

Get / Set The Live State

MISP/app/Console/cake Admin live [true]|false]

With no argument this prints the current live state; passing false puts the instance into maintenance
mode (blocking logins for non-site-admins).

Check Redis Connectivity

MISP/app/Console/cake Admin redisReady

Lint The Configuration

MISP/app/Console/cake Admin configlLint

Reports settings whose current value fails validation.

Run Schema Diagnostics

MISP/app/Console/cake Admin schemaDiagnostics

Reports critical differences between the live database schema and the expected db_schema. json.

Optimise Database Tables

MISP/app/Console/cake Admin optimiseTables

Run A Security Audit

MISP/app/Console/cake Admin securityAudit

Clean The Caches

MISP/app/Console/cake Admin cleanCaches

Re-encrypt Stored Secrets

MISP/app/Console/cake Admin reencrypt [--old <key>] [--new <key>]

Re-encrypts stored authentication keys and sensitive settings under a new Security.encryption_key.
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Migrate To Advanced Auth Keys

MISP/app/Console/cake Admin updateToAdvancedAuthKeys

Automating certain console tasks

If you would like to automate tasks such as caching feeds or pulling from server instances, you can do
it using the following command line tools. Simply execute the given commands via the command line /
create cron jobs easily out of them.

PullAll

MISP/app/Console/cake Server pullAll [user id] [full|update]

Pull

MISP/app/Console/cake Server pull [user id] [server id] [full]update]

Push

MISP/app/Console/cake Server push [user id] [server id]

List Feeds

MISP/app/Console/cake Server listFeeds

Cache Feeds For Quick Lookups

MISP/app/Console/cake Server cacheFeed [user id] [feed id|all|csv|text|misp]

Fetch Feeds As Local Data

MISP/app/Console/cake Server fetchFeed [user id] [feed id|all|csv|text|misp]

Run Enrichment

MISP/app/Console/cake Event enrichment [user id] [event id] [json encoded module list]

Test Server

MISP/app/Console/cake Server test [server id]

List Servers

MISP/app/Console/cake Server listServers

Managing the background workers

Under SimpleBackgroundJobs the worker processes are managed by Supervisor, so the old Admin
startWorker / restartWorker / restartWorkers / killWorker commands are no-ops — they print “This
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method does nothing when SimpleBackgroundjobs are enabled.”Use supervisorctl to control the processes
and the Worker shell to inspect the queues.

Control The Worker Processes

sudo supervisorctl status misp-workers:*
sudo supervisorctl restart misp-workers:*

Show Queues

MISP/app/Console/cake Worker showQueues

Flush A Queue

MISP/app/Console/cake Worker flushQueue [queue name]

Show Job Status

MISP/app/Console/cake Worker showJobStatus [worker]

List Workers

MISP/app/Console/cake Admin getWorkers [all|dead]

Administration of TOTP/HOTP

MISP 2.4.172 introduced multi-factor authentication (TOTP/HOTP) support.

Before using or testing this feature, please note that it is extremely important to make sure your server
has correct time syncing set up, since the TOTP tokens are time based. If you are alread using e-mail OTP,
you can leave this on. The two multi-factor authentication methods can co-exist, users that have TOTP/
HOTP set up, will no longer be able to use e-mail OTP. Those that do not have it set, will still be prompted
for it in that case.

After updating your MISP, make sure you have installed the required php dependencies by using the
top menu to go to Administration > Server Settings & Maintenance > Diagnostics.

Home Event Actions Dashboard Galaxies Input Filters Global Actions Sync Actions Administration Logs API

simdjson X To decode JSON structures faster X X

PHP Dependencies

Dependencies located in the Vendor folder. You can use composer to install them: 'php composer.phar help'

Dependency Required Why to install Installed
kamisamalcake-resque v v (4.1.2.0)
pear/crypt_gpg v v (1.6.7.0)
monolog/monolog v v
(1.24.0.0)
spomky-labs/otphp v v
(10.0.3.0)
bacon/bacon-qr-code v v (2.0.8.0)

Figure 44.26: Screenshot of diagnostics page showing required php libraries for TOTP/HOTP
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If you do not have them installed yet, you can run the equivalent of the below command for your setup /
OS to install them:

sudo -u www-data sh -c "cd /var/www/MISP/app;php composer.phar update"

You <can see which users have TOTP/HOTP configured in the wusers index:

Home Event Actions Dashboard Galaxies Input Filters Global Actions Sync Actions Administration

1 User
CEm—Users index

wding registrations Click here to reset the API keys of all sync and org admin users in one shot. This will also automatically ir

ir settings
Setting
1tact Users

n All Enabled Disabled Inactive

1 Organisation 0 D Org Role Email A

O isati
rganisations (| 1 Test MISP org admin admin@admin.test v

As a site admin or org admin (users can’t do this themselves), you can delete TOTP/
HOTP for a wuser from the view user page, by clicking the TOTP Delete button.

Home Event Actions Dashboard Galaxies Input Filters Global

Reset Password User admin@admin.test
Edit User

ID 1
Delete User

Email admin@admin.test &
Add User Organisation Test MISP org
List Users Role admin
Pending registrations TOTP Delete

Mandating TOTP/HOTP usage

You can mandate the usage of TOTP/HOTP by setting the Security.otp_required setting to true. Users will
then be prompted to set up TOTP/HOTP when trying to access a page, if they haven’t done so yet.

From the command line you can run the equivalent of the below command for your setup, to configure
this:

sudo -u www-data /var/www/MISP/app/Console/cake Admin setSetting Security.otp required
true

Transitioning from e-mail OTP to TOTP/HOTP

If you are currently using e-mail OTP on your instance, you have the option to enable TOTP/HOTP (by
installing the required php dependencies) and giving your users a transition period to set up their TOTP
(e-mail OTP will still work during this period), before mandating TOTP.

How to use TOTP/HOTP

For information on how to use this feature from a normal user perspective, please refer to the using the
system section.
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45. Workflows & Blueprints

Workflows let a MISP instance react automatically to things that happen inside it. When an event is
saved, published, or about to be deleted — and at many other hook points — MISP can run a small graph
of nodes that inspects the data and takes action: enrich it, tag it, publish it, push it to an external system,
or even block the operation from completing. Workflows turn MISP from a passive store into an event-
driven automation platform.

Warning

Workflows are an experimental feature and are site-admin only. They are powerful — a blocking
workflow can prevent events from being saved or published — so treat them with the same care as
any automation that sits in a critical path, and test thoroughly before enabling one on a production
instance.

45.1 Concepts

A workflow is a directed graph made of three kinds of node:

« Trigger — the single entry point. Each workflow is bound to exactly one trigger, which is a hook point
in MISP core (for example event before-save, event publish, attribute after-save).

« Logic — branching and filtering nodes. IF nodes fork the flow into a then and an else path based on a
condition; filter nodes narrow the set of data flowing downstream.

« Action — nodes that do something: enrich, tag, publish, add analyst data, push to ZMQ, call a webhook,
send a Teams/Telegram message, stop execution, and many more.

Data enters at the trigger, flows through the logic and action nodes along the graph, and each node
operates on a shared “roaming” copy of the data. The graph must be acyclic and have exactly one trigger.

45.1.1 Blocking vs non-blocking

This is the most important distinction to understand.

« A non-blocking trigger fires after the core operation and runs asynchronously as a background job.
The workflow’s outcome does not affect the operation that triggered it — it has already happened.

+ A blocking trigger fires before (or as part of) the core operation and runs synchronously. Its result is
returned to the core code, which can then decide whether to proceed. A blocking workflow that reaches
a Stop execution node causes the core operation to be aborted.

Only a handful of triggers are blocking. In MISP 2.5 these are:

« event before-save — can prevent an event from being saved,

« event before-delete — can prevent an event from being deleted,

« event publish — can prevent an event from being published,

« shadow-attribute before-save — can prevent a proposal from being saved,
« user before-save — can prevent a user from being saved,

« enrichment before-query — can prevent an enrichment query.

Every other trigger (attribute after-save, event after-save, sighting after-save, tag attached, object after-
save, and so on) is non-blocking and runs in the background.
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1 Note

The editor warns you if you place a blocking node (such as Stop execution) on a path fed by a non-
blocking trigger — in that context it cannot actually block anything, it will just stop that branch of
the workflow.

Enabling workflows

The feature has three prerequisites, all enforced when you open the Workflows UI:

1. Background jobs must be enabled (MISP.background_jobs) — non-blocking workflows run as back-
ground jobs.

2. The workflow plugin must be enabled (Plugin.Workflow_enable), under Administration — Server
Settings & Maintenance — Plugin settings.

3. Redis must be reachable — it stores the trigger routing and the set of enabled modules.

In addition, each trigger is disabled by default and has its own setting
(Plugin.Workflow triggers <trigger-id>). A trigger only actually runs a workflow when it is both
enabled and listened to by a saved workflow. This double gate means simply creating a workflow does
not put it live — you also enable its trigger.

The workflow editor

Workflows are built in a drag-and-drop visual editor. You start from a trigger and connect logic and
action nodes onto the canvas; each node has a small configuration form for its parameters (conditions,
hash paths to the field being tested, tags to apply, webhook URLs, and so on). Some parameters support
Jinja templating for dynamic values.

The editor validates the graph as you build it — checking that it is acyclic, that outputs are connected
sensibly, and surfacing warnings such as blocking-node-on-non-blocking-path. You can also test a single
module in isolation against sample input from the editor, which is the quickest way to confirm a node
behaves as you expect before wiring it into a live workflow.

Supporting pages let you browse and manage the building blocks:

« Triggers — the list of available triggers, filterable by scope, whether they are enabled, and whether
they are blocking.

« Modules — the catalogue of logic and action modules, where you enable or disable each module.

« Workflows — your saved workflows.

Modules must be enabled

Not every module is available out of the box. Only a small default set is enabled — the common IF
conditions (generic, distribution, published, organisation, tag), the concurrent-task node, Stop execution,
Webhook and Push to ZMQ. Any other logic or action module (for example Enrich event, Attach warninglist,
Tag operation, Attach decay score, Add analyst data, the messaging integrations) must be enabled in the
module index before it can be used in a workflow.

Some action modules — such as sending mail, Jinja rendering, and service-provided actions — depend
on a working misp-modules service and degrade gracefully if it is unavailable.

Ad-hoc workflows

Besides trigger-bound workflows, MISP supports ad-hoc workflows that you run manually rather than
from a core hook. An ad-hoc workflow collects its input on demand — passed event IDs, a REST search,
or roaming data supplied to it — and is useful for one-off curation runs or for testing a graph against real
data. An action module also lets one workflow run another ad-hoc workflow.
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Workflow Blueprints

A Workflow Blueprint is a reusable, saved fragment of a node graph. Blueprints are building blocks for
the editor, not live automations: you drop a blueprint onto the canvas to reuse a proven pattern rather
than rebuilding it node by node.

MISP ships a set of default blueprints covering common curation recipes — for example normalising
TLP/PAP tags, assigning a country galaxy from enrichment, or removing the IDS flag on a warninglist
hit. You can:

« Import a blueprint from pasted JSON or an uploaded file,

« Export a blueprint to JSON to share it, and

« Update the default blueprints from the upstream misp-workflow-blueprints collection (matched by
UUID, upgrading those with a newer upstream version).

Each blueprint shows a flowchart preview so you can see its shape before using it. Blueprints you create
or edit are always saved as non-default.

Debugging and logs

Every workflow run is counted, and errors are always logged to the audit log and to app/tmp/logs/
workflow-execution.log. For deeper inspection, each workflow has a debug toggle. With debugging
on, MISP writes verbose, per-node execution messages and can POST execution snapshots (init, per-
module exec, end) to an external debug receiver configured via Plugin.Workflow _debug url. You can
also execute a whole workflow manually with a supplied payload to observe its behaviour end-to-end.

Permissions and execution context

All workflow and blueprint actions are restricted to site administrators — there is no finer-grained
role permission for workflows. Note also that a workflow executes as a system (host-organisation /
admin) user, not as the user whose action triggered it; the initiating user is recorded separately for
logging and for UI toast notifications. Keep this in mind when a workflow reads or modifies data — it is
not limited by the triggering user’s distribution visibility.

API and CLI

Both workflows and blueprints are fully accessible over the REST API under the /workflows/ and /
workflowBlueprints/ controllers (index, add, edit, delete, view, import/export, and the editor support
actions). The view action can additionally emit the graph as Graphviz dot or Mermaid with ?
format=dot / ?format=mermaid.

On the command line, the cake Workflow shell provides the entry points the background workers
use — executeWorkflowForTrigger (run a trigger’s workflow), executeAdHocWorkflow (run an ad-hoc
workflow), and walkGraph (execute a concurrent sub-branch as its own job). In normal operation these
are invoked by MISP’s background job system rather than by hand.
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46. Updating Python Dependencies

MISP requires several Python libraries for its full feature set to work correctly.
These features include the import and export tools, binary extraction from attachments, and PyMISP.

Installation

MISP uses virtual environments to make Python installation and maintenance easier.

If you use the installation scripts to set up MISP on your machine, or start from the automatically
generated virtual machine, you already have the latest required Python libraries installed in a virtual
environment.

If you are using an older MISP version, you may want to create the virtual environment manually.

Set Up the Virtual Environment

# Create a python3 virtualenv
sudo -H -u www-data virtualenv -p python3 /var/www/MISP/venv

# Make pip happy
sudo mkdir /var/www/.cache
sudo chown www-data:www-data /var/www/.cache

If you already have a venv directory, you can skip this step.

Updating MISP and its dependencies

Keeping MISP as up to date as possible is the safest way to avoid most potential issues.
You can do this either from the Update button in the diagnostic tool in the MISP UI or from the
command line.

Updating MISP core

To update MISP dependencies, first pull the latest MISP version so you also get the latest submodule
references.

MISP version

Every version of MISP includes a json file with the current version. This is checked against the latest tag on github, if there is a
version mismatch the tool will warn you about it. Make sure that you update MISP regularly.

Currently installed version... v2.4.117 (b825e44a3988db8430089b0ebf787af272e06f88)
Latest available version... v2.4.117 (b825e44a3988db8430089b0ebf7 87 af272e0688)
Status... OK

Update MISP Update Progress

Figure 46.1: Update MISP from the diagnostic tool in the UI

OR :
Once you have the latest MISP update, you can start updating the Python libraries.
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Updating the python dependencies

MISP includes several submodules that support additional functionality, so it is important to keep those
dependencies up to date. ba Ao : e st —init—recursive

Updating python dependencies
You can check the status of all Python libraries required by MISP by using the diagnostic tool again.

Advanced attachment handler

The advanced attachment tools are used by the add attachment functionality to extract additional data about the uploaded
sample.

pydeep.... OK
lief:... OK
magic.... OK
pymisp:... OK

STIX and Cybox libraries

Mitre’s STIX and Cybaox python libraries have to be installed in arder for MISP's STIX export to work. Make sure that you install
them (as described in the MISP installation instructions) if you receive an error below.

If you run into any issues here, make sure that both STIX and CyBox are installed as described in the INSTALL txt file. The
required versions are:

STIX: »1.2.06

CyBox: >2.1.0.18.dev0

mixbox: 1.0.3

maec: »>4.1.0.14

STIX2:>1.2.0

PyMISP: >2.4.93

Other versions might work but are not tested / recommended.

Current libraries status...OK
STIX library version.. QK
CYBOX library version...OK
MIXBOX library version...OK
MAEC library version.. .OK
STIX2 library version...OK
PYMISP library version...OK

Yara
This tool tests whether plyara, the library used by the yara export tool is installed or not.

plyara library installed...OK

Figure 46.2: Python libraries status

If something is wrong, updating the corresponding library should resolve the diagnostic warning.

The simplest and recommended way is to install the pinned set from MISP’s top-level
requirements.txt, which covers PyMISP, misp-stix, the attachment handlers and the other libraries in
one go:

sudo -H -u www-data /var/www/MISP/venv/bin/pip install -U -r /var/www/MISP/
requirements.txt

If you prefer to update libraries individually:

# Update PyMISP
cd /var/www/MISP/PyMISP
sudo -H -u www-data /var/www/MISP/venv/bin/pip install -U .
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# Advanced attachment handling

sudo -H -u www-data /var/www/MISP/venv/bin/pip install -U lief python-magic
# pydeep2 - WARNING: requires libfuzzy-dev

sudo -H -u www-data /var/www/MISP/venv/bin/pip install -U pydeep2

# STIX 1 and 2 conversion is provided by a single library, misp-stix
sudo -H -u www-data /var/www/MISP/venv/bin/pip install -U misp-stix

# Yara
sudo -H -u www-data /var/www/MISP/venv/bin/pip install -U plyara

1 Note

The old per-package STIX 1 stack (python-stix, python-cybox, python-maec, mixbox) is legacy. MISP
2.5 uses misp-stix (nisp stix_converter) for both STIX 1 and STIX 2 conversion, and it is included
in requirements. txt.

If you want to use or update the ZeroMQ functionality, the pyzmq library is also part of requirements. txt;
to update it on its own:

sudo -H -u www-data /var/www/MISP/venv/bin/pip install -U pyzmq

46.2.2.2 Updating MISP modules

Another set of dependencies you may want to update are MISP modules.

MISP modules have their own dependencies that need to be up-to-date as well as the modules scripts
themselves.

Note that the following instructions consider your MISP modules are installed in the default
path where we install them on our virtual machine or following the install script. Please change
the path accordingly if needed.

# Change here the path if needed

cd /usr/local/src/misp-modules

# Update misp-modules requirements

sudo -H -u www-data /var/www/MISP/venv/bin/pip install -U -r REQUIREMENTS
# Update misp-modules scripts

sudo -H -u www-data /var/www/MISP/venv/bin/pip install -U .

You will then need to restart the modules, please refer to the documentation.
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47. Keyboard Shortcuts

MISP ships with keyboard shortcuts on the busiest pages. To see which shortcuts are available on the
page you are currently on, press the small triangle at the bottom-right of the window (or press ?), which
opens the Keyboard shortcuts for this page helper.

Demo:

Home

on Graph

View Co

View Event -|I5'.C"'_y‘

Edit Event

Delete Event

Add Attribute
Add Object

Add Attachment
Populate from...

Merge attributes from

Publish Event
Publish (no email)
Contact Reporter

Download as...

List Events

Add Event

CCIRC-EMILIO

Un event
Event ID 1
Uuid S5a74bfla-cB98-4d6a-bf61-34fc704ab 76l
Org CCIRC-EMILIO
Owner org CCIRC-EMILIO
Contributors
Email test@test.com
Tags B -] ]
Date 2018-02-02
Threat Level High
Analysis Initial
Distribution This community only
Info Un event
Published No
#Attributes 0
Sightings 0 (0) - restricted to own organisation only. &
Activity

=Pivots =G = Atfributes = Discussion

Galaxies A

Add new cluster

view all

+ 20 :x

Date Org Category Type Value Tags Comment Correlate

Fi\ters:Fi\e Network Financial Proposal Correlation We

Related Events

Attribute warning: This event doesn't contain any attribute. It's strongly advised to populate the event with attributes (indicators, obse

view all

47.1 Default shortcuts

The following shortcuts are available everywhere:

Key Action

1 Go to the event list (/events/index)

e Go to the add-event page (/events/add)

? Show the keyboard-shortcuts helper for this page
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On the event view page (/events/view) these additional shortcuts apply:

Key Action
t Open the tag-selection modal
i Open the Populate from... import choice modal

f Open the freetext import modal
a Add an attribute

0 Add an object

s Focus the attribute filter bar

On the event index page (/events/index), s focuses the event filter bar.

1 Note

The default set is defined in the shipped source and may grow between releases — always check the
on-page helper (?) for the authoritative list on your version.

Customising the shortcuts

Since MISP 2.5 the shortcuts are defined in a single JavaScript definition file rather than in per-page JSON
files. To add or change a shortcut, edit app/webroot/js/keyboard-shortcuts-definition.js and extend
the getShortcutsDefinition () function, which receives the current controller and action and returns
the list of shortcuts for that page:

function getShortcutsDefinition(controller, action) {
var shortcuts = [

{
"key": "1",
"description": "Go to event list",
"action": function () {
document.location.href = baseurl + '/events/index';
)
h
// ... other global shortcuts ..
¥
if (controller === 'events' && action === 'view') {
shortcuts.push({
"key": "t",
"description": "Open the tag selection modal",
"action": function () {
$('.addTagButton').first().click();
}
1)

}

return shortcuts;

}

Each shortcut is an object with a key, a human-readable description (shown in the on-page helper), and
an action — aJavaScript function that runs when the key is pressed. To scope a shortcut to a specific page,
add it inside a matching controller/action branch; to make it global, add it to the top-level shortcuts
array. There is currently no in-GUI editor for the shortcuts — the definition file is the single source of
truth, so keep local changes under version control so an upgrade does not silently overwrite them.
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49.1

49.1.1

49.2

49. MISP and internationalization (i18n)

MISP is internationalized (i18n) and localized (110n) using the standard gettext workflow provided by
CakePHP. Every user-facing string in the interface is wrapped in a translation function, extracted
into a translation template (default.pot), and translated per language under app/Locale/<lang>/
LC_MESSAGES/default.po. MISP can be translated into more than 140 languages this way.

Translations are crowd-sourced through Crowdin — you no longer edit .po/.pot files by hand or
open pull requests with translated files. The two audiences below cover almost everything:

« Translators contribute and review translations online on Crowdin (no MISP checkout or local tooling
required).
« Developers make new strings translatable in the codebase so that Crowdin can pick them up.

1 Note

Crowdin replaced the older Transifex-based workflow. The project lives at crowdin.com/project/misp.
Crowdin is an independent service with its own privacy policy.

Translating MISP (for translators)

You can help correct, improve, or complete the translation of MISP into your native language directly
from a web browser:

1. Open the MISP project on Crowdin: crowdin.com/project/misp.

2. Log in (or create a free Crowdin account) and pick your target language.

3. Translate strings in the online editor. Crowdin shows you the surrounding context, existing sugges-
tions, and a translation memory so recurring phrases stay consistent.

If you are new to Crowdin, read their introduction for volunteer translators.

| Tmportant

Only reviewed translations are shipped with MISP. Once a string is translated it still needs to be
proofread/approved by a reviewer before it is exported into the codebase and distributed in the next
release. If you would like to become a reviewer for your language, reach out to the MISP team.

Style

Please follow whatever is the purest and most intelligible form of the written language being translated.
Where a technical term has an established local form, prefer it; where the English term is what practi-
tioners actually use, keeping it is fine — consistency within a language matters more than a strict rule.

Enabling a language on your instance

Translations reach an instance through the release cycle: reviewed strings on Crowdin are periodically
exported to app/Locale/<lang>/LC_MESSAGES/default.po, compiled, and shipped with MISP. To select
the interface language on a running instance, a site administrator sets the MISP.language server setting
(default eng) under Administration — Server Settings & Maintenance — MISP settings. The dropdown is
populated from the locales present in app/Locale/, so only languages that ship with your version are
selectable. Changing it clears the relevant caches automatically.
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Making MISP translatable (for developers)

New user-facing strings only become translatable if they are wrapped in CakePHP’s _ () translation

function. When you add or change a view, wrap the strings so that they are extracted into default.pot

and appear on Crowdin. See the CakePHP documentation on i18n & 110n for the underlying mechanism.
A few conventions make the extracted strings far easier to translate.

Use named placeholders, not %s

This is hard to translate because the translator gets no context for the substituted value:

<p><?php echo ('Are you sure you want to delete Proposal #') . $id . '?' ?></p>

Prefer the format-string notation with a named placeholder — the generated msgid carries the variable
name, which is far more meaningful to a translator than a bare %s, and it lets the translator reorder the
sentence freely:

<p><?php echo  ('Are you sure you want to delete Proposal #{$id}?'); ?></p>

Keep HTML out of translatable strings

Move HTML tags out of the sentence — and out of the PHP call where possible — so translators translate
language, not markup. Instead of:

<p><?php echo  ('<hl>Are you sure you want to:<br />Delete Proposal #%s?', $id); ?></
hl></p>

write:

<p><hl><?php echo ('Are you sure you want to:%sDelete Proposal #{$id}?', '<br />'); ?
></hl></p>

Wrap button labels and form labels
Untranslated labels are a common oversight. This label is not translatable:

echo $this->Form->button('Submit', array('class' => 'btn btn-primary'));
Wrap it:

echo $this->Form->button( ('Submit'), array('class' => 'btn btn-primary'));
The same applies to form inputs — this:

echo $this->Form->input('sharing group id', array(
‘options' => array($sharingGroups),
'label' => 'Sharing Group',

));

becomes:

echo $this->Form->input('sharing group id', array(
'options' => array($sharingGroups),
‘label' =>  ('Sharing Group'),

));

Issues
Sometimes a phrase is impossible to translate cleanly, or you notice bad formatting or awkward sentence

segmentation in the source string. In that case, open an issue on GitHub so the source string can be fixed
— that fixes it for every language at once.
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Translating the website or this book

Interested in translating the MISP website or the MISP Book as well? Those are separate from the software
translation on Crowdin — reach out to the MISP team and we will help you get set up.

Reach out to the community

Want to chat with other MISP contributors and translators? Join the MISP Gitter channel.
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51.1
51.1.1

51.1.2

51.1.3

51.2
51.2.1

51. Frequently Asked Questions

The following page hosts some frequently asked questions as noticed in our issues and gitter channels.

General questions

Where can I get support?

If you have feature requests or you found a bug you can open a ticket on MISP’s GitHub repository
issue tracker.

If you want to discuss something related to MISP or want help from the MISP community, join the
appropriate MISP Gitter channel:

« MISP Developer Room Dev discussions

+ MISP Support Room OMGoo! My MISP doesn’t work discussions
« MISP Sharing Room Threat Intelligence Sharing discussions

« misp-cloud Room Using MISP in the clouds discussions

If you want commercial support, feel free to look at the MISP professional services.

What are the hardware requirements?

From a hardware perspective, MISP’s requirements are quite humble, a web server with 2+ cores and 8-16
GB of memory should be plenty, though more is always better of course. A lot of it depends on the data
set and the number of users you are dealing with.

We recommend a standard LAMP stack (PHP 8.x) on a current Ubuntu 24.04 LTS or Debian 12/13. For
details on the exact dependencies please refer to the installation guides as well as the requirements for
the MISP modules.

During a Hackathon a small tool called MISP-Sizer was conceived. It will give you a very rough idea
on what requirements are if you have a bigger installation. source-code is here. The reference for sizing
a MISP instance is Sizing your MISP instance.

How to monitor MISP?

There are many ways to monitor MISP via the MISP API or relying on external tools. The following
documentation is available for different monitoring tools:

« Using Cacti, a blog post with the instruction is available.

+ Using Munin, misp-monitor for instructions.

« Using Nagios, Monitoring MISP with Nagios

+ Using OpenNMS, a blog post with the instructions is available.
« Live monitoring of MISP usage via the httpd logs.

Specific questions

Can I configure MISP encrypted notification emails to contain more
information in the subject?

The setting ‘MISP.extended_alert_subject’ allows you to have an extended subject. /! Beware if you're
using encryption: the subject will not be encrypted. Be aware that you might leak some sensitive infor-

mation this way. Below is an example how the two subject types look like. First with the option disabled,
then with the option enabled.
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Event 7 - Low - TLP Amber
Event 8 - OSINT - Dissecting XXX... - Low - TLP Amber

(Source: Getting started with MISP)

51.2.2 Why are there malicious files in my MISP directory?

It is entirely normal to find malicious files in the directory where MISP—a threat intelligence platform—
stores evidence, including malware or other malicious files. Because MISP is designed to collect, analyze,
and share threat data, these malicious files are intentionally present as part of the analytical process. If
your security tools are triggering alerts on these files, we recommend excluding the . /app/files directory
from detection to prevent unnecessary disruptions to MISP’s normal operations.

51.2.3 How can I restart the workers?
The workers can be restarted from the web interface:
administration -> server settings -> workers -> restart all

In MISP 2.5 the workers run under SimpleBackgroundjobs and are managed by Supervisor, so from the
command line you restart them with:

sudo supervisorctl restart misp-workers:*

51.2.4 How can I redirect HTTP to HTTPs?

<VirtualHost *:80>
ServerAdmin misp@misp.misp
ServerName misp.misp.misp
ServerAlias misp-int.misp.misp

Redirect permanent / https://misp.misp.misp

LogLevel warn
ErrorLog /var/log/apache2/misp.local error.log
CustomLog /var/log/apache2/misp.local access.log combined
ServerSignature Off
</VirtualHost>

<VirtualHost *:443>
ServerAdmin misp@misp.misp
ServerName misp.misp.misp
ServerAlias misp-int.misp.misp

DocumentRoot /var/www/MISP/app/webroot
<Directory /var/www/MISP/app/webroot>
Options -Indexes
AllowOverride all
Order allow,deny
allow from all
</Directory>

SSLEngine On

SSLCertificateFile /etc/ssl/misp.misp.misp/misp.crt
SSLCertificateKeyFile /etc/ssl/misp.misp.misp/misp.key
SSLCertificateChainFile /etc/ssl/misp.misp.misp/mispCA.crt

LogLevel warn

ErrorLog /var/log/apache2/misp.local error.log
CustomLog /var/log/apache2/misp.local access.log combined
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ServerSignature Off
</VirtualHost>

Source: Getting started with MISP

WhenItry to access my new installation, I am redirected to localhost:8443
and get an error.

By default, MISP runs on a local instance and is setup for local access upon installation. This allows you
to setup security and customizations before making it available elsewhere. If you would like to access
the MISP instance from a remote host (including another VM host/client), assign an IP to the MISP host
and point your browser accordingly. Please refer to how to set the baseurl from command line. Once the
update is done, you should then be able to access the instance using the set IP/DNS name.

How can I define the default sharing level?

MISP allows you to define the group of people with whom you want to share your threat data. If
you do not set it to your preferred default then it’s likely that at one given moment you’ll make an
error and share your intel with the wrong group. Defining the sharing level is done with the setting
default_event_distribution in the configuration file. There are three levels:

: Your organisation only (default)
: This community only

: Connected communities

: ALl communities

W N = o

You can set a similar configuration setting for the attributes. The setting default_attribute_distribution
has the same values as default_event_distribution. Additionally it has the value event which allows the
attribute to get the setting from the event to which it belongs.

Source: Getting started with MISP

How can I add an organisation logo and/or foter logo?

MISP can be made more appealing to the eye by adding some graphics.

As Org.- or Site-admin navigate to Administration -> List organisations and edit the corresponding
organization. Within this editor you will be able to update the logo.

Other ways to achieve this, would be:

Set your organisation logo by adding an image (.png) that has the same name as your organisation in
the directory /var/www/MISP/app/webroot/img/orgs/.

Yet another way of doing this is by logging into your MISP instance with Admin rights, navigate to
Administration -> Server Settings, tab -> Manage files.

You can add a footer logo. Add an image to the directory /var’www/MISP/app/webroot/img/custom/ and
define the footer logo in the config file (config.php) or in Adminitration -> Server Settings... -> MISP settings
(search for: “footer_logo”) point to the location on-disk of the image.

Partial source: Getting started with MISP

How can I import data directly from PDF reports?

/! This section needs review, verification and eventual amendments to make sure it works.

The simplest option is to select the text in the report and paste it into the free-text import form. For
automated extraction, use the MISP import modules — for example the OCR, PDF or CSV import modules
— enabled under Administration — Server Settings — Plugin settings.

Another option is the new OCR import module that can be used via the import modules. You will need
to install the OCR software tesseract.

I have many failed jobs when doing email notification. What should I do?

This is most probably due to some encryption failing for some users. We strongly advise to review the
current PGP keys and to ensure that they keys are not expired or perhaps not supported anymore (weak
keys). The keys can be reviewed at the following location in MISP:
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https://<YOUR MISP URL>/users/verifyGPG

I have issues with pushing events

« What does the ‘Connection test’ for the specific server report? (Sync Actions -> List Servers)
« Is the event you assume to push/pull ready to be published?
« Is the distribution level set not too restrictive?
« Have you enabled push in the servers config you want to push to?
« Do you have any limitations to the push rules e.g. limited to a certain TLP Level tag or other?
« What is written in your job log?
https:///jobs/index

Have a look at: /var/www/MISP/app/tmp/logs and /var/log/apache2/misp (or the relevant apache log
folder of the instance in cause)

I have many users or API accesses, what’s the best PHP session handler?

We strongly recommend production-level MISP installations to rely on PHP session in Redis. As Redis is
already part of a standard MISP setup, we recommend to enable the redis session handling.
To configure the redis session handling in PHP, edit :

session.save handler = redis
session.save path = "tcp://127.0.0.1:6379

Is there TAXII support?

Yes. MISP 2.5 can push events to TAXII 2.x collections directly: configure a TAXII server under Sync
Actions — TAXII Servers (see the Synchronisation and Sharing chapter).

For TAXII 1.x, a separate server implementation is available at https://github.com/MISP/MISP-Taxii-
Server, which receives STIX files into its inbox and uploads them to MISP.

Wipe MISP data - Remove all data

If you need to start from scratch with your MISP database and remove all data you can use the misp-wipe
script provided in the tools/ folder.

Constantly acknowledging my self-signed certificate drives me nuts

You want to add it in 2 places: Your browser(s) and your OS.
The following steps can be performed on the CLI to install the Certificate:

sudo mkdir -m 0755 /usr/local/share/ca-certificates/MISP

sudo cp /etc/ssl/private/misp.local.crt /usr/local/share/ca-certificates/MISP
sudo chmod 0644 /usr/local/share/ca-certificates/MISP/misp.local.crt

sudo update-ca-certificates

For the Chrome Browser:

Visit: “Advanced Settings” -> chrome://settings/?search=Manage+certificates
. Scroll down to: Manage Certificates (click)

Select: “Authorities”

Click: “Import”

Browse to your .crt file and import it.

. On the next screen tick: “Trust this certificate for identifying websites”
Done, enjoy the new gained quality of life

N v e e

Note: Chrome might expect a Subject Alternative Name make sure you created your certificate with ‘-
extension san’.
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To allow insecure localhost connections enable this option: chrome://flags/#allow-insecure-localhost
Sources: CLI and Chrome/Chrome insecure localhost
For the Firefox Browser

How can I change the theme?

MISP uses bootstrap.css the specific CSS file can be found on a typical MISP install at /var/www/MISP/
app/webroot/css/bootstrap.css.

You can customize this for your own needs. There are also pre-made boostrap themes which you can
use as-is or build upon.

Before making any changes, confirm the version of boostrap currenlty used by running head -5 /var/
www/MISP/app/webroot/css/bootstrap.css. You can find themes on sites like Bootswatch.

To replace the current theme with a theme you found on bootsplash, run: sudo -u www-data
wget https://bootswatch.com/2/readable/bootstrap.css -0 /var/www/MISP/app/webroot/css/
bootstrap.css , replacing the URL as needed.

Some bootswatch themes applied on MISP: * https://i.imgur.com/usONTLk.png * https://i.imgur.com/5
XMjB70.png * https://i.imgur.com/5gc57VU.png * https://i.imgur.com/4AJCPgf.png * https://i.imgur.com/
JuMGm8U.png * https://i.imgur.com/v1Wu6xW.png

How can I deal with a MISP instance that has pulled in feeds over and
over into new events, generating hundreds of GBs of junk correlations,
rendering the instance unusable?

Step 1: ensure that all your CSV/freetext source_format feeds are using the fixed event setting. If you want
to make sure this is the case, you can run this SQL query instead of doing it manually:

UPDATE feeds SET fixed event = 1 WHERE source format="csv" OR source format="freetext";

Step 2: purge all of your correlations (this will make the next steps much faster), for which you have
two methods at your disposal: - either go to your administration -> server settings -> MISP tab and set
MISP.completely disable correlation to true - via MYSQL run TRUNCATE correlations;

Step 3: purge all of your feed data that have been pulled into multiple events. The easiest way of doing
this: check which feeds are enabled (ignore misp source format feeds, they are not causing issues) and
note down the IDs. Afterwards, use the CLI cleanup tool to remove all the feed events:

/var/www/MISP/app/Console/cake Admin purgeFeedEvents [user id] [feed id]

Execute this for each feed that you had enabled, replacing user_id with your admin user’s ID and feed_id
with the individual feed IDs on your list.

Step 4: recorrelate your data, depending on which method you've used in Step 2 you have
two options: - either go to your Administration -> Server Settings... -> MISP... tab and set
MISP.completely disable correlation to false - recorrelate your current data-set via the recorrelate
attributes tool on /pages/display/administration

I have a long list of events that I want to delete via the API, do I really
have to loop through each and issue a delete to /events/delete?

No, the delete action also accepts a list of IDs when it comes to bulk event deletions.
Simply POST your ID list to /events/delete in the following format:

{
i@e [,8,5,7,91

}

I can no longer log in. How do I reset the admin password?

You can reset the password via the console. See Issue #1160
/var/www/MISP/app/Console/cake Password [email] [password]
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How do I set the baseurl from the command line?
You can change the baseurl via the console.

sudo -u www-data /var/www/MISP/app/Console/cake Baseurl [baseurl]
You can confirm the baseurl is updated correctly by checking the config.php file

grep baseurl /var/www/MISP/app/Config/config.php

Usage questions

How can I see all the deleted events in a MISP instance?

You can use the logging system for this, to see all deleted events, simply go to Audit -> Search Logs and
use the following parameters:

model: Event
action: delete

This will list all event deletions. To find out more about what a particular deleted event was, simply grab
the ID from the above search results and search for:

model: Event
action: add
model id: <Event ID retrieved from the listing of all event deletions>

To do the same via the API, first search for the deletions:

POST request:
url: https://url.of.your.misp/logs/index
headers:
Authorization: <your api key>
Accept: application/json
Content-type: application/json

Body:
{
"model": "Event",
"action": "delete"
h

Then find the individual event’s metadata that was deleted

POST request:
url: https://url.of.your.misp/logs/index
headers:
Authorization: <your api key>
Accept: application/json
Content-type: application/json

Body:
{
"model": "Event",
"action": "add",
"model id": "<Event ID retrieved from the query before>"
}

Permission issues

If you have any permission issues, please set the permissions to something sane first.
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RHEL/CentOS

There are a plethora of issues that might arise when using SELinux when it comes to permissions. First,
please familiarize yourself with the basics of SELinux. RedHat has a comprehensive SELINUX USER’S
AND ADMINISTRATOR’S GUIDE.

For file system permissions, refer to the install guide first.

Another way to see what SELinux might not be happy about is to use ausearch. This assumes Audit
is enabled.

# Just php-fpm

sudo ausearch -c 'php-fpm' --message AVC
# ALl messages

sudo ausearch --message AVC

Redis Connection problems
If you have the following in error.log

2019-05-08 10:16:05 Error: [RedisException] Permission denied

Request URL: /events/view/1

Stack Trace:

#0 /var/www/MISP/app/Model/AppModel.php(1776): Redis->connect('127.0.0.1', 6379)

#1 /var/www/MISP/app/Model/Feed.php(329): AppModel->setupRedis()

#2 /var/www/MISP/app/Model/Event.php(2073): Feed->attachFeedCorrelations(Array,
Array, Array, false)

#3 /var/www/MISP/app/Controller/EventsController.php(1547): Event->fetchEvent(Array,

Array)
#4 [internal function]: EventsController->view('1l"')
#5 /var/www/MISP/app/Lib/cakephp/lib/Cake/Controller/Controller.php(499):

ReflectionMethod->invokeArgs(Object(EventsController), Array)

#6  /var/www/MISP/app/Lib/cakephp/lib/Cake/Routing/Dispatcher.php(193): Controller-
>invokeAction(Object (CakeRequest))

#7  /var/www/MISP/app/Lib/cakephp/lib/Cake/Routing/Dispatcher.php(167): Dispatcher-
> invoke(Object(EventsController), Object(CakeRequest))

#8 /var/www/MISP/app/webroot/index.php(92): Dispatcher->dispatch(0Object(CakeRequest),
Object(CakeResponse))

#9 {main}

This means that apache/php-fpm cannot connect over the network (localhost included).
Fix:

sudo setsebool -P httpd can network connect on

# Perhaps a reload is not needed, but good practice wants us to test it anyways.
sudo systemctl restart php-fpm.service

sudo systemctl restart httpd.service

RHEL/CentOS SELinux debug

More often than not there might be issues with SELinux when not configured correctly. The below will
give you pointers where to look and how to figure out what is wrong.

You can investigate SELinux issues without any tools by opening the audit log it generates. This log is
found at /var/log/audit/audit.log. However, unless you know exactly what to look for and have a lot of
free time, you’re going to find it difficult making sense of the log.

Install some handy tools:

# Note: This will pull in some X tools, you have been warned
sudo yum install setroubleshoot setools

We now have a tool called sealert that analyzes the audit log used by SELinux. Sealert will scan the log
file and will then generate a report containing all discovered SELinux issues. In this overview of what
went wrong you will see suggestions on how to fix them after the issue detected.
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To run sealert from the command-line, we need to point it to the SELinux audit log.

sudo sealert -a /var/log/audit/audit.log

Clearing the audit logs

It is not recommended to clear the audit logs as they might contain information needed in the future for
troubleshooting or security investigations. However, if that is not the case, just empty the audit log:

# > /var/log/audit/audit.log

Partial source
StackExchange
Gentoo Wiki

When to update MISP?

One question might be how often to update MISP. You can update MISP as ofte as you like. If you see the
follwing:

MISP version

Every version of MISP includes a json file with the current version. This is checked against the latest
tag on github, if there is a version mismatch the tool will warn you about it. Make sure that you update

MISP regularly.

Currently installed version... v2.4.97 (4462a72206a9cce39559c1facee90efdec2a308d)
Latest available version... v2.4.97 (6e9b6fb80382346f338aa94f37b52d326b7cc551)
Status... OK

Current branch... 2.4

Update MISP

Figure 51.1: MISP Update

This means that the main repository has an update available.

If you want to play it safer or want to integrate it in your Weekly/Bi-Monthly update routine you can
track our Changelog a more up to date version is available here

Further on we do regular tagged releases. (Approximately once per month.) The releases happen either
if a milestone has been hit for a certain feature/improvement/fix or for any security related matters.

Thus you have the choice of either tracking 2.4 which is on a rolling release schedule, or track the
tagged releases.

How to switch from tagged releases and back?

This can be achieved with the following git commands:

$ cd /var/www/MISP # aka. $PATH TO MISP
$ sudo -H -u www-data git checkout tags/$(git describe --tags “git rev-list --tags --
max-count=1")

OS Upgrades

In theory all should “just work”(tm), but in practice the following dependencies might make your install
unstable and need a little though before just doing the updates.

+ php/pear

394


https://www.serverlab.ca/tutorials/linux/administration-linux/troubleshooting-selinux-centos-red-hat/
https://unix.stackexchange.com/questions/337704/selinux-is-preventing-nginx-from-writing-via-php-fpm
https://wiki.gentoo.org/wiki/SELinux/Logging#Clearing_the_audit_logs
https://www.misp-project.org/Changelog.txt
https://misp.github.io/MISP/Changelog/

51.7.1

51.7.2

51.7.3

51.7.4

51.7.5

51.7.6

51.8
51.8.1

51.9
51.9.1

51.7 OS Upgrades 395

+ python

« apache

init scheme/scripts
mariadb/mysql

« redis

. git

PHP

This is probably the most likely one that might get you into trouble. The following happened on a Debian
Testing lately. During the upgrade php got upgraded to php-7.3 and seemingly some php-7.2 dependencies
were deinstalled and the system now had 2 concurrent versions of php installed. The fix was to remove
any libapache2-mod-php7.2 packages and make sure that apt remove libapache2-mod-php7.3 was installed.
Most certainly you need to add symbolic links to /etc/apache2/mods-enabled to make php7.3 work. Then
double check if all the php dependencies are install, refer to the install documents.

The same for pear, where we mostly use 2 (bundled) packages: Console Command Line, Crypt GPG. If
you upgrade from a very old and out of date version of MISP this might raise issues.

php.ini might also become problematic if you just erase the recommended defaults.

Python3

If you use python2 for MISP, please read the install docs about MISP being Python 3 only. Currently
Python3.6 is minimum. It is known working on 3.7 with some minor difficulties (see PyMISP issues). The
biggest issue is certainly with PyMISP doig unexpected things when python might be updated. Using a
virtualenv, whilst not always ideal for all setups, will at least make sure that problems are contained a
little more.

Apache

Mostly config issues might be a show stopper. And major version updates where some underlying config
might need to be changed.

init/systemd

MISP launches a couple of things on boot. Changing what handles boot behavious might have an impact.

MariaDB/MySQL/redis

Similar to apache, most importantly always take good care that the DB engine is not all of a sudden
changed without you noticing it. From minor to major updates, rarely things might need to be adapted.

git
Currently (as of v2.4.108) the git-cli command is used in MISP core. In very rare cases where the expected
output changes, this might be an issue. Included here more as an FYI then anything else.

Hardening

How do I harden my MISP instance?

You can check the hardening section in the install guide.

Maintenance mode

Is there a MISP maintenance mode?

Yes, you want to flip your instances “Live-mode”. This wants to be done on the CLI if you experience
issues:
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$PATH TO MISP/app/Console/cake Admin live 0

Other related MISP Settings

Optional MISP.maintenance_message Great things are happening! MISP is undergoing maintenance,
but will return shortly. You can contact the administration at $email or call CIRCL. The message that users
will see if the instance is not live.

Critical MISP live true Unless set to true, the instance will only be accessible by site-admins.

51.10 Update MISP fails

If your MISP instance is outdated, meaning ONLY the core, not the modules or dashboard or python
modules, you well see the following.

MISP version

Every version of MISP includes a json file with the current version. This is checked against the
latest tag on github, if there is a version mismatch the tool will warn you about it. Make sure that

you update MISP regularly.

Currently installed version . v2.4.96 (f3850747da103ca616a7dbaab955df373db27217)
Latest available version.. v2.4.97 (ce3c78cd7db60812d0147¢ced992a7650509d31da)
Status.. Outdated version

Current branch.. 2.4

Update MISP

Figure 51.2: MISP outdated

Once you click on update MISP you will be asked confirmation.

Update MISP

Do you want to pull the latest commit from the branch? If you

have made local changes to MISP the merge will fail.

Yes

Figure 51.3: MISP Update Yes/No

If you are not on a branch, the UI will tell you this, the update will fail.
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Currently installed version.. v2.4.96 (bbc8ashfddceddbdfb676a3a76bb4cbbe091e890)
Latest available version.. v2.4.97 (ce3c78cd7db60812d0147ced992a7650509d31da)
Status.. Outdated version

Current branch . You are not on a branch, Update MISP will fail

git checkout app/composer.json 2>&l

error: pathspec 'app/composer.json' did not match any file(s) known to git
git pull origin 2>&l

error: pathspec 'app/composer.json' did not match any file(s) known to git
You are not currently on a branch.

Please specify which branch you want to merge with.

See git-pull(l) for details.

git pull <remote> <branch>

git submodule update --init --recursive 2>&l

Update MISP

Figure 51.4: not on branch

If you cannot write the .git files and directory as the user running the web server (and thus PHP), the
update will fail. The following diagnostic check will let you know if you can update or not.

Writeable Files

Ivar/www/MISP-priv/app/Config/config.php...OK
Ivar/www/MISP-priv/.git/ORIG_HEAD...File is not writeable

Figure 51.5: .git not writeable

In case you get a file not found on .git/ORIG_HEAD, this means that you have never updated your MISP
OR you have installed git from an archive file (like .zip/.tar.gz or similar) Try to click update MISP and
see what happens.
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Writeable Files

Ivar/www/MISP/app/Config/config.php...OK
Ivar/iwww/MISP/.gitt ORIG_HEAD...File not found

Figure 51.6: ORIG_HEAD file not found

What can go wrong if I update MISP?

In theory nothing. We put great effort into protecting the integrity of the data stored in your MISP
instance. DB upgrades happen upon login or on reload once you have update the repository. You cannot
“break” anything by clicking Update MISP worse case it will complain about something and you will
certainly find the answer on this page.

IF not, please open an issue on GitHub or come to our gitter chat to see if the community can help.

error: pathspec ‘app/composer.json’ did not match any file(s) known to git

This is not an error and can be ignore. Nothing will be impacted by this.

Currently installed version.. v2.4.96 (f3850747da103ca616a7dbaab955df373db27217)
Latest available version  v2.4.97 (ce3c78cd7db60812d0147ced992a7650509d31da)
Status . Outdated version

Current branch.. 2.4

git checkout app/composer.json 2>&l
error: pathspec 'app/composer.json' did not match any file(s) known to git
git pull origin 2.4 2>&l

error: pathspec 'app/composer.json' did not match any file(s) known to git
From https://github.com/MISP/MISP
* branch 2.4 -> FETCH_HEAD
£3850747d. .ce3c78cd7 2.4 -> origin/2.4
Updating £3850747d. .ce3c78cd7

Fast-forward

VERSION. json | 2 +-
app/Controller/AppController.php | 2 +-
app/Controller/Component/ACLComponent.php | 1+
app/Controller/Component/RestResponseComponent.php | 16 ++-
app/Controller/EventsController.php | 2 +-
app/Controller/SightingsController.php | 36 ++++++
app/Lib/Export/CsvExport.php | 28 +++++
app/Lib/Export/JsonExport.php | 9 +-

Figure 51.7: pathspec
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51.10.3 MISP modules “Connection refused”

Module System

This tool tests the various module systems and whether they are reachable based on the module settings.

Enrichment module system...curl error 7 'Couldn't connect to server":
Failed to connect to 127.0.0.1 port 6666 after 0 ms: Couldn't connect to
server

Import module system...curl error 7 'Couldn't connect to server': Failed to
connect to 127.0.0.1 port 6767 after 0 ms: Couldn't connect to server
Export module system...curl error 7 ‘Couldn't connect to server': Failed to
connect to 127.0.0.1 port 6666 after 0 ms: Couldn't connect to server
Cortex module system...System not enabled

Figure 51.8: MISP Modules

If you get have a Connection refused state on your modules one of the following might be true.

+ You have no misp-modules not installed
« They are instaled but not running
« Something completly different

If they are not installed, check out this section of the INSTALL guide of misp-modules.
In case they are not running, try this on the console:

sudo -u www-data /var/www/MISP/venv/bin/misp-modules -1 127.0.0.1 -s &
OR if you were foolish enough to not install in a Python virtualenv:

sudo -u www-data misp-modules -1 127.0.0.1 -s &

Warning

Running misp-modules like this will certainly kill it once you quit the session. Make sure it is in
your /etc/rc.Jocal or some other init script that gets run on boot.

51.11 Uninstalling MISP

There is no official procedure to uninstalling a MISP instance.

If you want to re-use a machine where MISP was installed, wipe the machine and do a fresh install.
Consider the data in your MISP instance as potentially confidential and if you synchronized with other
instances, be respectful and wipe it clean.

51.12 Updating PyMISP to incorporate newer versions of the MISP
object templates

In some cases, for instance if a newer version of a MISP object is present on the server but not yet on
PyMISP, you want to reflect the current state in your PyMISP installation.

In order to do so, perform the following steps. It fetches the latest object templates and installs PyMISP
again:

git clone https://github.com/MISP/PyMISP.git
cd PyMISP/pymisp/data

git submodule update --init

cd misp-objects

git pull origin master
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cd ../../../7
sudo pip3 install -I .

How to disable freetext/custom/user-created tags and only al-
low certain tags

Remove the “tag editor” from the permissions that you grant to users. Set all tags that you do
not want to “hidden”. There is a server setting to treat all incoming tags as hidden by default:
MISP.incoming tags disabled by default

Important Make sure that you don’t remove “tag editor” from sync users, or you’ll be stripping tags
from synchronized data.

How to enable the csv import module?

First you have to enable the import services: double-click on “false” in the very first line and change it
to “true”.

In Server Settings &  Maintenance -> Plugin  Settings -> Import ->  set
“Plugin.Import_csvimport_enabled” to true. Afterwards you’ll find the csvimport from within the newly
created event: “Populate from..”

Don’t use from the main site (“Import from..”).

Why do I see ‘The request has been black-holed’ when I submit
forms?

That’s a security measure for form tampering protection.
All forms have a timeout (~15min) and all of them can only be submitted once. If you use your browser’s
“back” button and resubmit the form MISP will consider it as a potential attempt at form tampering.

Importing large feeds creates PHP Fatal error

When importing a large feed like the CIRCL feed, the job reaches 99% and then fails. The log file records:

PHP Fatal error: Allowed memory size of 536870912 bytes exhausted (tried to allocate
1941504 bytes) in /var/www/MISP/app/Model/Feed.php on line 691

In this case you will need to increase the memory_limit option in php.ini file

I deleted the admin user by mistake

Now, I only have Org Admin.
You have several options:

1. Delete the org admin. MISP automatically creates a new default site-admin user if no users are found
in the db (mysql: truncate users;)

2. Upgrade a user to a site-admin, such as an org admin user:
SELECT id, email from users;

Note down the ID you want to upgrade. Let’s say this is 2 for the example’s sake.
SELECT id, name from roles;

Note down the role ID you want to upgrade. Let’s say this is 1 for the example’s sake.

UPDATE users set role id = 1 where id = 2;
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config.php is not writeable

Warning: app/Config/config.php is not writeable. This means that any setting changes
made here will NOT be saved.

According to the install guide, make sure to:

chown -R apache:apache /var/www/MISP
find /var/www/MISP -type d -exec chmod g=rx {} \;
chmod -R g+r,o= /var/www/MISP

If it still doesn’t work, make sure SELinxu is not enabled or modify the rule set:

chcon -t httpd sys rw content t /var/www/MISP/app/files

chcon -t httpd sys rw content t /var/www/MISP/app/files/terms

chcon -t httpd sys rw content t /var/www/MISP/app/files/scripts/tmp
chcon -t httpd sys rw content t /var/www/MISP/app/Plugin/CakeResque/tmp
chcon -R -t httpd sys rw content t /var/www/MISP/app/tmp

chcon -R -t httpd sys rw content t /var/www/MISP/app/webroot/img/orgs
chcon -R -t httpd sys rw content t /var/www/MISP/app/webroot/img/custom

How to debug misp-dashboard

This is the full chain from MISP to the live dashboard and some tips to find out which link is faulty.
1. MISP Ensure that ZMQ is installed and enabled with the correct settings

2. MISP ZMQ You can use MISP/tools/misp-zmq/sub.py which will subscribe to the ZMQ and print the
data

3. ZMQ_subscriber You can change the logging level from logging.INFO to logging. DEBUG and look in
the logs for the string Pushed: * Or add a print statement in the put_in_redis_list function

4. ZMQ_dispatcher Look in the logs for the string Handling *

5. Server (Flask) and Browser (live Dashboard) Open the Web developer Network tab in your browser
and look for the url /_logs with Content-Type: text/event-stream;

How to update object templates?

git submodule update in your MISP directory (or via the diagnostic page) and just click “Update Objects”
in List Object Templates.

What to do if my REST client is throwing SSL errors when trying
to query my MISP instance?

The REST client will use the framework’s certificate store to validate the contacted host. If your root CA /
self-signed certificate is not known by the certificate store, the request will fail. You can skip the SSL
validation altogether using the “Skip SSL validation” checkbox.

What to do if my REST client cannot reach the host, despite me
being able to issue requests using Curl / Postman / etc.?

The REST client issues instructions to your MISP server to contact a remote host (most commonly itself).
Always consider how your MISP server can address itself when using the REST client, by default it will
prepend the requested relative path in the URL field with the instance’s baseurl.

If your MISP cannot reach itself via the baseurl the request will fail. You can use the “Use full path -
disclose my API key” checkbox along with the full URL in the URL field to instruct MISP to use another
path than what it would construct using the baseurl.
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How would one set up a sharing group with a remote org, where
we only share a mutual community instance (i.e. we both have
sync users on that instance). On our local instance, they exist as
a remote org (from events that have synced from their instance
via our shared community instance).

It is not possible to do that. Keep in mind that if you are both on a mutual community instance, someone
is in charge of that instance that will have database and admin level access. They would be able to inspect
the data you exchange on their community instance with one another, so MISP will block any attempt to
share with them.

If you really want to go through the community instance to exchange with them, you explicitly have to
include the host organisation of the community instance (they would get access if they wanted to anyway,
this way we can ensure that you are clear about that):

» You are org a on instance A.

« Your partner that you want to share with is org b on instance B.

+ You have no way of directly reaching org b, but you both have access to instance C, which is run by org
¢ (the sharing instance)

« In order to reach org b, you have two options for sharing groups, depending on whether you want to
be able to push to them or want to rely on them pulling data from the community instance:

SG Option 1 (push all the way to B)
orgs: a, b, c
instances, A, B, C

SG Option 2 (b has to pull from C):
orgs: a, b, c
instances: A, C

Is it possible to propose objects to an event?

This is not possible yet. What you can do at the moment: Create a new event and extend it with the other
(foreign) event.

How to use the enforceWarninglist parameter in REST search?

If you would like to export IoCs, for example into a suricata rule and exclude all values matching your
warning lists, you can use the following:

{
"returnFormat": "suricata",
"published": 0,
"enforceWarninglist": 1

}

Keep in mind that unpublished events need the "published": 0 parameter in order to be exported.

Column not found issue

When a user attempts to add an object to an event and the following error is received (Level 1 debug
enabled):

SQLSTATE[42S22]: Column not found: 1054 Unknown column 'Event.org id' in 'where clause’

One potential resolution is to upgrade MISP to 2.4.107.
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Symptoms
Users with the site-admin role are able to add objects to events without any error. This error was
encountered when a user belonged to every role except site-admin.

WatchList Customization

How to create a customized WatchList.

WatchLists are stored within folder under /var/www/MISP/app/files/warninglists/lists Every folder con-
tains a list.json file. Create a new folder and copy and modify an existing list (or create a new one from
scratch). Ensure the “name” value within the file is unique. Increment the version number when the file
is changed.

Within the MISP GUI, go to WarningLists and “Update WarningLists”.

The new WarningList will now show up. In case of errors, check the permissions on the list.json and
it’s folder.

To modify the list or to add entries to it, go back to the file via the CLI, modify the file and reload it via
the GUI (“Update WarningLists”.

How to add a galaxy to an event via PyMISP

A galaxy can be assigned like a tag. You can use the add tag function and copy the full conntector-tag.
Example misp-galaxy: ransomware="“Locky”, which can be found in /galaxy clusters/view/

How to block attachment (and malware-sample) to be ingested

For that, we’ll use the Import Regex feature in MISP.

1. Got to /regexp/admin_index (In the UI under Input Fulters -> Import Regexp)
2. Create a new import Regex /admin/regexp/add
« Regexp: /™. $/1
— Note: If you want to only allow specific file extensions, you can use a regex a similar regex (in this
case, we only allow .png attachment): /~.*\. (?!png) [*.]+$/1
« Replacement: [Leave the field empty] (Leaving the field empty will prevent that value to be saved)
« Select the checkboxes attachment and malware-sample
3. From that point onward, users will still be able to add attachement but they won’t be accepted by the
system anymore.
« Note: If you allowed specific file extensions, only file ending with the provided extension will be
accepted. Please, bear in mind that it only looks at the filename and skip MIME checks alltogether.

What are the required steps after a MISP installation to have a
properly running instance?

« First login with the installation credentials and change the password immediately (especially if your
instance is publicly accessible)

« Set the base_url to the hostname of your machine (apache virtualhost name)

« Create a new organisation which will be the host organisation running the MISP instance

« Set the new organisation in MISP.host org_id to replace the default one

« Set messages like MISP. footermidleft and alike to a proper message to help your users

+ Create a new user as admin role with the new organisation

« Log with the new user, if successful, remove the default user used during the installation such as
admin@admin.test

« Select and enable required taxonomies for your sharing community

« Select and enable the external feeds (as caching only if you don’t want full events but you can get the
full feeds too)

« Select and enable the warning-list (if you don’t know what to enable, select all)

« Add the remote MISP instances where you have access to (either caching only or full pull if you want
the complete events)
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52.2

52. Developer FAQ

Main Developer Resources

The main developer resources can be found on GitHub in the MISP Wiki.
The following pages are worth inspecting closer in case you want to actively develop for MISP:

« The real FAQ

« Contributor Overview

» Some objectives of MISP

+ Various deployment tools

« MISP Code of Conduct

+ UI coloring scheme

+ Notes on MISP and STIX 2

« Commit Messages Best Practices
« Internationalization (i18n)

Our gitter channel is a welcome place to ask other community developers in case you are stuck.

About the codebase

A few orientation points for new contributors to MISP core (2.5):

« MISP core is a CakePHP 2 application (app/Controller, app/Model, app/View), running on PHP 8.x.
The data model is captured in db_schema. json and the attribute type system in describeTypes. json.

« Background processing runs on SimpleBackgroundJobs (Supervisor + Redis) — the legacy Cak-
eResque worker system has been removed. See the administration chapter.

« Much of MISP’s content (galaxies, objects, taxonomies, warninglists, noticelists, event/object templates)
lives in companion repositories pulled in as submodules under app/files/.

« The REST API is described by an OpenAPI specification served at /api/openapi.
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53. User Stories

User story

Example workflow

As alead threat intelligence analyst, I want to lead
a team focused on hunting down threats so that
I can prevent attacks against ICT infrastructures
and organizations

As a threat analyst, I want to research, analyze
and reverse engineer malware so that I can know
how to counter it

As a lead threat intelligence analyst, I want to
convert threat data into actionable threat intelli-
gence so that I can improve security posture.

As a threat analyst, I want to exchange threat
information with third parties so that we can gain
shared situational awareness

As a threat analyst, I want to monitor threats
and access live data so that I can manage threats
before they cause major damage

As a threat analyst, I want to aggregate and com-
pare indicators from various sources so that I can
connect the dots between various threats

« Monitor what teams are up to in real-time using
the Live Dashboard

« Attach and download files and malware sam-
ples from events. Search for hashes/IPs/domains/
URLs from malware events, or add malware sam-
ples hashes to an event. Analyse observables and
malware collected during an incident (e.g. domain
name, IP addresses etc.) by checking whether
observables are IoCs or false positives using ‘cor-
relation graph’ and ‘expansion modules’.. Enrich
malware events by querying data sources external
to MISP using moduless Perform dynamic mal-
ware analysis correlationse Submit events with
malware samples to analysis tools (e.g VirusTotal,
VMRay) for further analysis, and then extend
MISP with malware analysis results

« Import data from external sourcese Add feedss
Contextualise events and attributes using tags,
taxonomies and galaxies

« Setup different models of distribution on MISP
instance« Sync events and attributes between in-
stancess Use filtering functionalities to meet an
organisation’s sharing policy. Share information,
pentest information, malware samples, vulnera-
bilities internally and externally

« Import lists of indicators and check if the IOCs
are present in feeds.. Monitor statistics and sight-
ings using widgetse Show live data and stats
from one or more MISP instances via the Dash-
board. Process information in real-time when it’s
updated, created, or published by instances by
integrating with ZMQ- Use sightings to notify an
instance about activities related to an indicator

« Join communities and subscribe to the feeds.
Add events and assign events to specific feeds.
Correlate indicators using MISP’s automated cor-
relation engines Use the overlap feed analysis
available in MISP. Link events and attributes
using the correlation graphe Analyse and gain
more information on attributes using modules.
Link events with malware, threat actors etc using
galaxies (e.g ATT&CK)
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User story

Example workflow

As a threat analyst, I want to have a structured
database of threat data that I can use to perform
lookups/queries when investigating new threats

As a threat analyst, I want to contextualize and
enrich raw threat data so that I can produce
actionable intelligence

As athreat analyst, I want to investigate threats so
that I can protect computer systems from attacks

As a SOC team, we want to ingest, analyse, store
and make connections between threat data so as
to discover potential threats

» Store information in a structured format using
STIX. Import unstructured reports using the free-
text import tools Use MISP as a centralized hub for
security and fraud threat intel. Centralize threat
intel by aggregating indicators from OSINT and
commercial feedss Remove false positives and du-
plicatese Score indicators based on Sightings and
other metricse Import/integrate feeds or threat
intelligence from third partiese Generate, select,
exchange, and collect intelligence using feeds.
Select and import eventse Look for correlations
between events using the correlation graphe Build
filtered subsets of the data repository for feed
creation.. Preview and correlate feed data directly
for evaluation

« Understand attacker TTPs by using taxonomies
to link eventse Categorize risks and incidents
using galaxies and taxonomiese Quickly classify
information using tags collectionss Contextualise
sightings with information on the source Enrich
IDSes export with tags to fit your NIDS deploy-
ment. Decay attributes and score indicators using
sightings (reported by IDSes)s Describe and visu-
alise complex scenarios using MISP’s richer data
structures Allow advanced combination of attrib-
utes using MISP objects

» Find relevant data for investigations from
MISP communities. Preview new MISP events
and alerts from multiple sources such as email
reports, CTI providers, and SIEMse Query a MISP
instance for events that include a given IOC.
Browse through other MISP events, attributes, ob-
jects, tags, and galaxiess Create events, add IoCs
(attributes), and contextualise (using tags)e Pivot
an event into its attributes, objects, tags, galaxies,
and/or related Eventse Explore further details
from Galaxies and related Eventse Categorize
available related information within the ATT&CK
framework.« Query tools (e.g Cytomic Orion API)
to check if certain MISP indicators have been
observed, and the import sighting details to add
them to MISP eventse Prioritize threats using
Sightings collected from users, scripts and IDSes.»
Decay/expire indicators using sightings reported
by users, scripts and IDSese Launch lookups from
MISP against SIEMs as part of an investigation.
Correlate network forensic flows from several
tools

« See connections between events using the cor-
relations graphe Import CVEs and vulnerabilities
(e.g from MetaSploit) and contextualise them.
Contextualise CVEs using events gotten from ar-
ticles/reportse Convert CVE information into a
feed. Pull shared CVE feeds. Combine collected
data with your MISP data set for correlation.
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User story

Example workflow

As a junior SOC analyst, I want to enrich alerts
so that I can “punch above my weight” and make
connections that would have otherwise required
more experience

As a SOC analyst, I want to customize risk feeds
to ignore or downgrade alerts that do not match
organization/ industry-specific criteria, so that I
can focus on relevant alerts

As a SOC analyst, I want to share real-time
information pertaining to new or existing cases/
observables to team members so that we can col-
laborate on investigations simultaneously

As a SOC analyst, I want to rule out false positives
so that I can focus on significant threats

As a threat analyst, I want to remove false posi-
tives, filter and prioritize alerts so that I can focus
on what really matters to my organization

Share correlated info to the team using the export
function or API searche View current threats
and activity, historical, geolocalized information
using MISP Dashboard

« Create events, add/import observablese Use Cor-
tex and its analyzers to gain insight. Leverage
tags, sightings, and previously-seen observables
to feed your threat intelligence. Export IOCs to
MISP instances after investigations are completes
Integrate MISP with Maltego to generate visual-
isations of datae Integrate MISP with Elastic to
access threat data without the complexities of
the MISP interface. Push attributes from MISP
to Elastic and have a representation with graphs,
an alternative to using MISP Dashboard.. Create
taxonomies using the taxonomy editor.. Contex-
tualise data using taxonomies, clusters and galax-
ies

« Filter incidents based on taxonomies (e.g the
veris country taxonomy to indicate countries af-
fected by an incident)s Normalise external input
and feeds in MISP (e.g. feed importer).. Compare
feeds before import to find similarities and false
positives.. Evaluate the quality of the information
before importing it (warning-list lookups at feed
evaluation)

« Control threat sharing using ‘distribution
settings’: sharing group, community-only, con-
nected communities, all communities.. Share sen-
sitive and confidential events using the ‘sharing
group’ functionalitye Measure the impact of an
incident using taxonomies based on NISD/OESs
impact criterias Export and share sightings in
ATT&CK sightings format to give insights on
TTPs and frequency of usage

« Weed out false positives using warning listse
Crowd source data validation from communitys
Filter indicators based on specific criterias Receive
information on false positives using collaborative
tools (proposals, sightings)

» Evaluate the quality and freshness of indicators
using decaying modelss Enforce warninglists to
exclude events with certain attributese Enable
warninglists to alert for certain issuese Classify
information (add/remove tags) based on their
score or visibility via sightingse Use tags to
set events or attributes for further processing
by external tools (e.g. VirusTotal auto-expansion
using enrichment modules)s Notify an instance
about activities related to an indicator via Sight-
inge Limit NIDS exports and improve rules using
Sightingse Filter indicators based on specific crite-
rias Filter out relevant data when feeding protec-
tive tools
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User story

Example workflow

As a security analyst, I want to unravel the inner
workings of a malicious file, phishing email or
domain so that I can prevent attacks

As a security analyst, I want to create blacklists/
whitelists (e.g of domains) so that I can protect
customers from malicious activity

As a security analyst, I need a real-time overview
of threat information so that I can quickly glance
at important metrics

As a security analyst, I want to automate repeti-
tive tasks related to data normalization, importa-
tion, aggregation and enrichment so that I can
have more time to put into threat analysis efforts

As a security analyst, I want to collaborate
with other analysts within and out of my
organization’s sector so that we can support one
another

As a security analyst, I want to triage and prior-
itize alerts so as to avoid alert fatigue

As an incident responder, I want to get an up-to-
date picture of the threat landscape so that I can
prepare for threats in advance

As an incident responder, I want to identify and
respond to incidents so that I can reduce the
impact and severity of an attack

As an incident responder, I want to receive early
warnings and alerts about threats/incidents so
that I can retaliate before they cause any harm

+ Integrate MISP with a Security Incident Re-
sponse Platform (e.g TheHive)« Import indicators
from MISP into the SIRP for further analysis

» Import threat data into MISP from synced
servers and label using taxonomiese« Enable warn-
ing lists, and exclude attributes that exist on the
warning listse Create lists with preferred attrib-
utes and export the list in an easy accessible
format as CSV

« Integrate ZMQ to access a dashboard showing
live data and statss Monitor ongoing trends based
on interests using the EventStream widgete Mon-
itor activity in real-time on MISP dashboard by
subscribing to ZMQ feeds. View immediate con-
tributions made by organisations from MISP’s
live dashboarde Find threats within your con-
stituency using MISP Geolocalisation Dashboard.
Get geospatial threat information from specific
regions using the Geolocalisation Dashboard

« Automate tasks using PyMISP. Use PyMISP for
Scripted processing of events and attributes

+ Build or join communities to exchange specific
data structurese Share real-time analysis of an
incident. Propose modifications to someone else’s
analysis using Proposals

« Evaluate the quality and freshness of indicators
using decaying modelse Weed out false positives
using warning listse Enable warning lists to
alert for critical issuese Filter indicators based
on specific criterias Score indicators based on
user sightings, including negative sightings and
expiration sightings.. Classify information (add/
remove tags) based on their score or visibility via
sightings

» Describe the impact of threat using taxonomies
(e.g using the veris timeline taxonomy to indicate
the duration of the incident)« Classify data to gain
insight into the threat landscape.» Classify data so
IDSes can alert on a rulee Integrate ZMQ to have
a dashboard showing live data and statistics.« In-
tegrate ZMQ to process information in real-time
when it’s updated, created, or gathered in MISP.

« Report false or true positives using the sighting
mechanism, based on an incident investigations
Decay indicators to guarantee the quality of the
indicators

« Receive correlated threat intel from sharing
groups and communitiess Monitor MISP feeds for
alertse Preview new events and alerts from multi-
ple sourcess Automate import/export of IoCs to/
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User story

Example workflow

As an incident responder, I want to store infor-
mation identified during an incident investigation
so that I can perform lookups/queries against the
historical database during future incidents

As an incident responder, I want to export and
feed data between security tools so that I can
enhance their functionalities

from protective or detection tools like IDSes and
IPSes« Dispatch notifications when certain events
are created or modified using the alert feature.
Create filter rules based on personalised uses.
Restrict alert messaged by tags, publishing organ-
isation or other metrics

« Use a MISP instance as a database of events
representing incidents. Store incident response
data internally in a structured manner on MISP.
Represent indicators using attributes. Attributes
such as network indicators (e.g. IP address) or
system indicators (e.g. a string in memory)s Com-
bine OSINT and your own intelligence Create
events made up of indicators (attributes) and then
leverage these as a threat data feed. Modify events
representing incidents to enable monitoring over
time. Add object types to describe incidentss
Monitor indicators for relevancy using Sightingse
Ensure information quality and freshness by ex-
piring indicators depending on their personalised
objectivese Pull events from indicator lists to
perform lookups against SIEMse Use indicators
to check logs and verify if you're affected by a
threats Correlate indicators with actual incidents
to get more information. Integrate MISP with
IR tools (e.g TheHive) to (1) analyse observables
during an incident, (2) import and (3) export
events from MISP to TheHive and vice-versae
Perform large-scale bulk data/traffic analysis and
correlation against your MISP database using
SightingsDB

+ Export data from MISP to feed protective/
detective tools and early warning systems. Export
formats support IDSes / IPSes (e.g. Suricata, Bro,
Snort), SIEMs (eg CEF), Host scanners (e.g. Ope-
nlOC, STIX, CSV, yara), analysis tools (e.g. Mal-
tego), DNS policies (e.g. RPZ). Feed MISP using
automatic tools (e.g. Sandbox Analysis, low-value
information needing correlation, Analyst work-
bench). Pull events from feeds or indicator lists
to perform lookups against SIEMse Subscribe to
ZMQ pub-sub to get published events for use in
lookup processese Match attributes against SIEMs
using the lookup expansion module. Import activ-
ities from a SIEM (e.g. Splunk lookup validation
or false-positive feedback), NIDS or honeypot
devicess Post Sightings from IDSes, IPSes, SIEMs
back to MISP. Use sightings to improve NIDS’
rule-setse Generate IDS and NIDS rules automati-
cally or manually using IoCse Feed data to honey-
pots to generate blocklists and DNS RPZ zonese.
Consume correlated results in SIEMs using the
API. Search indicators in real-time into a SIEM
using MISP ZMQ- Submit large sets of IoCs from
MISP into SIEMs using PyMISP« Import indicators
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User story

Example workflow

As a CSIRT, we want to exchange and discuss
information related to incidents and associated
risks so that we can collaboratively respond to
incidents

As a CSIRT, we want to interact with threat data in
various ways during the threat investigation and
incident response process

As a CSIRT, we want to coordinate with team
members and other organisations so that we can
avoid duplication of work

As a CSIRT, we want to share incident informa-
tion and discuss risks with other team members
so that we can collaboratively perform incident
analysis

As a fraud analyst, I want to investigate financial
threats so that I can help financial institutions and
consumers prevent financial fraud

As a fraud analyst, I want to blend updated threat
intel with anti-fraud tools so that I can prevent
fraud in real-time

into MISP from other tools (SIEMs, IDSes) and be
notified when those indicators appear again

+ Build communities to exchange specific data
structuress Discuss non-event related topics in
Forumse Add comments to events (which may
represent an incident). Contact a reporter (e.g. an-
other CSIRT) via email (encrypted, anonymously
or not) to discuss commercially-sensitive infor-
mation related to an incident

« View events, indicators and feedse Search and
filter the data set. Classify, contextualize and cor-
relate datas Download the viewed data in various
formatse Interact with MISP data using other tools
in the MISP ecosystem (e.g. PyMISP, the built-in
REST client, and MISP modules)

« Create and manage sharing groups between
sectorse Join existing communities or sharing
groupse Create and exchange events and indica-
torss Propose changes to existing analysis or re-
portse Enhance an analysis with additional infor-
mation using Extended Eventse Report sightings
as false-positive or true-positive (e.g. a partner/
analyst has seen a similar indicator)s Contribute
to threat intel feeds and analyse overlapping data

« Create, modify, delete and exchange events
and indicatorse Modify distribution settings to ex-
change individual incidents and ensure confiden-
tialitye Use taxonomies and galaxies to classify
data before exchange (e.g Indicate the confiden-
tiality of incidents using the NATO classification,
indicate the risk of an incident using the threat-
level taxonomy)« Edit, visualize, and share reports
using Event Reporte Incorporate reports from
information sources using the Event Report mod-
ule. Share indicators derived during incident
responses Correlate and enrich data derived dur-
ing incidentse Coordinate with affected parties
during incident response using MISP’s collabora-
tive tools (proposals, sightings, emails)

« Join communities and receive shared IOCse Sub-
scribe to feeds and get IOCs in an easily accessible
formate Access lists and public feeds of malicious
domains (e.g phishing sites) and threats. Use indi-
cators to check logs and verify if you're affected
by a threate Gather information related to a phish-
ing site and create events. Integrate MISP with
Maltego to visualise the full ATT&CK framework

« Feed data from MISP to fraud prevention toolse
Report sightings to MISP from fraud prevention
tools
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User story

Example workflow

As a fraud analyst, I want to collaborate with
analysts from other institutions so that we can
gain shared situational awareness

As a customs and border control agent, I want to
facilitate the flow of legal immigration and goods
while preventing the illegal trafficking of people
and contraband so that I can ensure homeland
security

As alaw enforcement officer, I want to investigate
digital crimes and threats so that I can apprehend
criminals

As a law enforcement officer, I want to collect
and verify evidence of digital crimes so that I can
bootstrap my DFIR cases

As a cybersecurity consultant, I want to provide
structured threat intelligence to cross-sector part-
ners with diverse requirements so that I can
secure their infrastructure

« Implement a MISP instance, and join relevant
communitiese Publish fraud perpetrators for oth-
ers to sees Exchange events containing fraud
information (e.g a bank account number). Use
shared fraud data to feed firewalls and blocklistss
Warn of false positives by alerting for invalid
financial indicatorse Give more credibility to indi-
cators by reacting to event attributes (Sightings)s
Get feedback from the community on the quality
of indicators (Sightings)

« Create or join sharing groups and communitiese
Share information (e.g travel documents / biomet-
ric information) between border control agencies
using MISP. Categorize data using predefined
types such PNR (passenger name records)s Share
information / involve experts for the identifica-
tion of smuggled goodse Perform anonymised
lookups against exported data sets information
(e.g. offline border control check)

« Access information sharing communitiese
Get indicators and actionable information from
CSIRTs/CERTs networks or researcherse Ex-
change information with other officers via shar-
ing communitiess Exchange and store incident
information on MISP, enabling the system to act
as a forensic tool over time

« Collect indicators from shared eventse Propose
changes to existing analysis or reportse Enhance
existing events with additional pieces of evidence
using Extended Eventse Exchange analysis and
reports of digital forensic evidence. Correlate
indicators corresponding to forensic pieces of
evidence. Import Mactime timelines to describe
forensic activities on an analysed file system.
Describe forensic analysis cases using objects
templatese Create, modify and visualise the time-
line of eventss Share analysis and reports of digital
forensic evidences Report sightings such as false-
positive or true-positive (e.g. a partner/analyst
has seen a similar indicator)

« Implement an instance and join relevant com-
munitiese Integrate MISP with an organisation’s
existing solutions using the API. Exchange events
containing indicatorss Setup distribution levels
to ensure confidentiality during threat sharing.
Sync between untrusted and trusted networks
using Feed supporte Notify the community about
activities related to an indicator using Sightings.
Score indicators based on user sightings, includ-
ing negative sightings and expiration sightingse
Propose updates to an event owner or indicate
a sightinge Share attacker techniques via integra-
tion with ATT&CKe Set an attribute for detection
tools using the IDS flag
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Example workflow

As a cybersecurity specialist, I want to anony-
mously publish threat intel so that I can protect
the identity of people who don’t want to be asso-
ciated with the information

As a cybersecurity specialist, I want to investigate
threats so that I can remediate and prevent cyber
attacks

As a security analyst, I want to access threat data
so that I can use it to support my research

As a security analyst, I want to access updated
threat data so that I can build protection in real
time

As a risk analyst, I want to identify and predict
risks to my organization so that I can improve the
organization’s security posture and situational
awareness

As a risk analyst, I want to present risk data to
stakeholders in various formats (depending on
their technical ability), so that I can justify the
need for risk-mitigating strategies

As a disinformation researcher, I want to identify
indicators associated with a specific operation or
campaign so that I can help track and mitigate
threats

As a disinformation researcher and journalist,
I want to investigate information campaigns so
that I can report whether there is or isn’t disinfor-
mation or misinformation

« Pseudo-anonymously publish data using Event
Delegation

« Query an instance for events that include a given
IOC. Explore more details from Galaxies and
related eventse Categorize related information
within the MITRE ATT&CK framework

« Contextualise indicators (attributes) using cate-
gories, taxonomies and galaxiese Reinforce an
analysis using correlation features (e.g. do other
analysts have the same hypothesis?)e Confirm a
specific aspect using correlation features (e.g. are
the sinkhole IP addresses used for one cam-
paign?)s Verify if a threat is new or unknown in
your community using correlation features

+ Monitor feeds for recent indicatorse Monitor
activity in real-time on MISP dashboard by sub-
scribing to ZMQ feedse Process information in
real-time when it’s updated, created or gathered
using ZMQ

« Use a MISP instance as a database of events rep-
resenting threatse Classify risks using taxonomies
and galaxiess Generate statistics from your MISP
instance to deduce from incidents the current
operational status, risk posture, and threats to
the cyber environmente Monitor trends and ad-
versary TTPs using MISP-dashboard and built-in
statistics

+ Show trends within the sector/geographical re-
gion using MISP dashboard and built-in statisticse
Turn MISP data into explorable graphs or time-
lines representing their activity or eventse Export
data from MISP in various formats. Share reports
along with actionable data using Events Report

« Monitor MISP feeds for indicatorse Find relation-
ships between indicators using correlation

« Compare external feeds information with al-
ready-available informatione Analyze the connec-
tions between incident objectse Map data with
DISARM (embedded in MISP) to understand
threat actor capabilitiess Generate events that can
be shared directly, via email or MISP. Add object
types (e.g for common social media platforms),
relationship types (to make the graphs that users
can traverse in MISP richer) and taxonomies (e.g
DFRLab’s Dichotomies of Disinformation, and a
NATO-led tactical variant) to describe indicators
and eventse Generate and share information op-
erations data in MISP JSON or STIX format for
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User story

Example workflow

As a disinformation researcher, I want to connect
with other researchers and responders so that
we can collaboratively verify if an article/video/
image contains disinformation and verify that a
source (publisher, domain, etc) doesn’t distribute
disinformation

As a disinformation researcher, I want to collab-
orate with other researchers and responders so
that we can collectively stop disinformation cam-
paigns

As a data scientist, I want to automate tasks
related to data collection, curation, analysis, and
visualization so that I can reduce security ana-
lysts’ workloads

As a data scientist, I want to collect and analyze
data from various sources so that I can prioritize
and predict risk

easy sharing. Classify events with DISARM tech-
niques using the DISARM matrix. Describe attack
patterns using DISARM. Track disinformation
techniques using the DISARM galaxy. Integrate
MISP with TheHive for case tracking. Describe
additional disinformation cases using object tem-
plates

+ Join a disinformation community. Notify the
community about activities related to an indica-
tors Score indicators based on users sightinge
Corroborate a finding using correlation features
(e.g. is this the same campaign?)

« Browse and Join disinformation communities
(e.g CogSec Collab MISP). Contextualise data
using tags, taxonomies and galaxiese Describe in-
formation campaigns indicators and events using
taxonomies (e.g DFRLab Dichotomies of Disinfor-
mation) Find relationships between indicators
using correlations Describe misinformation tac-
tics/techniques using the DISARM framework
(galaxy, formerly AMITT). Include relevant tech-
niques found in a report or sighting in misinfor-
mation event data using the DISARM matrix

« Collect, add, update, search events/attributes/
tags using PyMISP. Study malware samples using
PyMISP. Write scripts to import (from other tools
such as VirusTotal) additional attributes or IOC
data (such as hashes) to build up knowledge
on an evente Automatically handle indicators in
third-party tools using PyMISP. Integrate MISP
with existing infrastructure using PyMISP« Auto-
mate the dissemination of threat intelligence and
threat data using the API. Generate exports to
be ingested into other platforms. Create a range
of filtered subsets of the dataset for various pro-
tective measurese Write scripts to disable the
IDS flag based on the number of false-positive
reported sightings, in order to prevent using false-
positive indicators for detection or correlation
actionse Generate data statistics and send reports
via email, attached as CSV files using the API.
Feed processed data into IDSes and 3rd party vi-
sualization using PyMISP. Build custom widgets
to visualise/track data via the Dashboard. Extend
MISP with Python scripts using MISP modules.
Auto-discover new modules with their features
using the API

« Aggregate indicators and sightings of all attrib-
utes/objects, useful for detecting particular secu-
rity events or threatse Use PyMISP for Scripted
processing of events and attributese Collect data
from open data portals using the API. Publish
open data and create data setss Investigate file
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As a MISP site administrator, I want to automate
repetitive instance housekeeping and enforce pol-
icy so that data quality stays high without manual
effort

As a MISP site administrator, I want to run a trust-
worthy, well-connected instance so that partners
can rely on the data we publish

As an organisation administrator, I want to run
our day-to-day sharing operations so that our
community always has current, well-scoped intel-
ligence

As a threat analyst, I want to record my assess-
ment of shared data without altering it so that my
judgement travels with the intelligence

As a threat analyst, I want to package related
intelligence together so that a whole investigation
or campaign can be shared and synced as one unit

hashes, malicious website URLs, IP Addresses
and domain names using shared indicators. Ag-
gregate data sets for security research and threat
analysise Analyse and select threat feeds for
incorporation into other tools to hunt known
indicatorse Indicate if an attribute should be used
for detection or correlation actions using the IDS
flage Download data in various formats for inges-
tion in other tools, and for training ML models

+ Build Workflows that react to instance events
(publish, attribute add, before save) by running
a chain of logic and action blockse Use blocking
Workflows to stop a publish that is missing a re-
quired TLP/PAP tag, and non-blocking Workflows
to notify, enrich or tag automatically. Share and
reuse automation across instances using Work-
flow Blueprintse Tune indicator lifetime centrally
with Decaying Models and keep noise down with
warninglists and noticelists

« Sign published events with cryptographic keys
so downstream instances can verify their integrity
and origin (Protected Events)» Manage synchro-
nisation with other MISP servers and expose or
consume feeds and TAXII 2.x serverse Broker or-
ganisation, sharing-group and sync trust at scale
with Cerebrates Keep the platform healthy by
watching background workers and jobs, sched-
uled tasks, diagnostics and the audit log

« Manage the organisation’s users, roles and API
keys, and curate the feeds we ingeste Define
reusable distribution scopes with Sharing Group
Blueprints instead of rebuilding sharing groups
by hand. Control what leaves the organisation
with distribution levels, publish/alert filters and
delegation. Monitor sighting and correlation
pipelines and keep dashboards current for the
team

« Attach Analyst Notes (free-text, markdown) to
any event, attribute, object or galaxy clusters Ex-
press confidence with Opinions (0-100) and con-
nect related elements — even across events and
organisations — using typed Relationships. Keep
this analyst layer distinct from the underlying
data (it has its own ownership and distribution,
and syncs across the federation)

+ Group related Events and Galaxy Clusters into a
Collectione Share and synchronise the collection
as a single object so recipients get the full picture,
not scattered fragmentss Curate and version the
collection as the investigation evolves
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54.1.1

54.1.1.1

54.1.1.2

54.1.1.3

54. User Personas

These personas are fictional, but they are based on concrete representations of the people who use MISP.
They help us keep in mind who we are building for, what their needs are, and what MISP should help
them accomplish. These personas are based on OSINT about current MISP users, including Gitter chats,
GitHub issues, LinkedIn, and other cybersecurity sources.

Primary personas

Farrah and Adam represent the users that are the most important to us.

Farrah

The Threat Hunter

Farrah works in threat intelligence for a security service provider in Malaysia that offers a range of
cybersecurity solutions. He leads a threat intelligence team made up of experienced intelligence analysts
who are former military/government employees and contractors.

Farrah uses MISP to analyze malware, gather information about specific adversary groups, and discover
emerging threats. He also uses MISP for data normalization (consolidating data across different source
formats), de-duplication (removal of duplicate information), and enrichment (removal of false positives,
scoring of indicators, and the addition of context).

“To address threats effectively, you must maintain a team focused on monitoring, generating, and triaging
alerts.”

Role
Lead Threat Intelligence Analyst

His primary goals are to:

« Hunt down threats, analyze malware, manage vulnerabilities and prevent attacks against ICT infra-
structures, organizations, or people.

« Improve security posture through the aggregation, correlation, and analysis of threat data from multiple
sources

« Investigate and understand adversarial capabilities, infrastructure & TTPs.

« Turn threat data from various sources into actionable threat intelligence.

He uses MISP to:

« Dispatch notifications containing IoCs to various parties via mail_to_misp.

« Monitor feeds for indicators and correlate attributes and analyze malware (check ransom notes, look
for any indicators, check the origin, etc).

« Store attack info in a structured format and allow for automated use of the database for various purposes
using the APL

« Prioritize indicators using sighting reports and purge false positives using warning lists.

« Classify and contextualize data using taxonomies and galaxies, and keep track of the advancement of
an analysis using tags.

« View and visualize events and activities using MISP-dashboard or Maltego.

« Automatically import, aggregate, compare, contextualize, query, and cross-reference data using PyMISP

« Import, export and enrich data using MISP modules

» Aggregate, curate, and validate indicators from various feeds, then feed the data into detection and
analysis tools like NIDs, IDS, and SIEMs

+ Query vulnerability scan results in MISP, automatically create/classify events on matching results, then
create blocklists by excluding attributes that exist on warning lists.
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Collaborate with others in a sharing community using Proposals (send and receive feedback), Extended

Events (add additional information to other’s analytics), and Event Reports (supply resolution steps and

recommendations).

« Share and receive reports of a specific threat, false positives, or post-mortem analysis of an incident
from sharing groups.

» Automate repetitive enrichment, tagging and notification with Workflows, and reuse that automation

across instances via Blueprints.

His objectives are to:

« Join relevant sharing communities, produce and publish indicators and share information across sectors
to avoid hybrid threats.

« Use IoCs from feeds to identify vulnerabilities, compromised assets, data leaks and to verify the results
of a malware scan.

« Triage threat intel, prioritize vulnerabilities, and customize risk feeds to ignore or downgrade irrelevant
alerts in order to avoid alert fatigue.

« Generate and share alerts to provide critical information to internal teams and external peers.

« Share information about relevant vulnerabilities, coordinate with security vendors to get notifications,

and community sharing of pentest results with other analysts.

Research the evolution of high-risk malware families, validate malware signatures and domain repu-

tations.

« Use indicators to query security logs/systems and databases, identify compromised systems, and add/

modify signatures (used by firewalls, intrusion detection systems, etc), and block or alert on activity

matching the indicators.

Correlate shared indicators from feeds with those captured by other security and network tools to

produce intelligence placed in the context of wider threat landscapes.

« Integrate with existing security solutions so as to centralize security in one place. Leverage integrations
to alert on information leaks (AIL 2), hunt down threats (OpenDXL), share attacker’s techniques
(ATT&CK), query and prioritize indicators (Trellix EDR), speed up investigations (Cytomic Orion), and
enhance the power of threat data (Carbon Black).

Adam

The Remediator

Adam is part of the Computer Security Incident Response Team (CSIRT) at a Belgian cybersecurity
consulting firm. His responsibilities involve incident response, incident coordination, threat intelligence,
and vulnerability management. He monitors potential threats, investigates attacks, and works with other
security personnel to reduce the impact and severity of an attack.

Adam uses MISP to monitor incidents, provide early warnings/alerts about incidents, respond to
incidents and provide incident analysis and situational awareness.

“A breach alone is not a disaster, but mishandling it is. The goal is to handle the situation in a way that
limits damage and reduces recovery and time costs”

Role

Incident Response

His primary goals are to:

« Uncover the effects of attacks, determine how to clean up its impact, and inform a response to an existing
incident to mitigate its extent or impacts.

« Develop and maintain strong processes for the most common incidents and threats, and create action-
able results and remediation plans for internal stakeholders to proactively improve the security posture
and maturity.

« Accelerate incident investigations, management, and prioritization by looking for information on the
who/what/why/when/how of an incident.

« Determine the scope of incidents and limit the potential damage.
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He uses MISP to:

« Store incidents as a database of events, describe incidents through event classification (using taxonomies
and galaxies) and use the API to deduce from all incidents the current operational status, risk posture,
and threats to the cyber environment.

+ Join sharing groups and communities to share incident information with others and discuss information
related to risks associated with incidents via Forums, comments to events, and contact a reporter.

« Analyze observables/malware collected during an incident, determining whether they are IoCs or false
positives using the correlation graph and expansion modules.

« Alert and send emails when events are created in the system or major changes occur in the events,
serving as part of an early warning system.

« Pull events via the API or export IOCs in formats for easy ingestion into other tools (such as SIEMs and

IDS) and carrying out investigations by launching lookups against databases.

Collaborate and get feedback from team members and affected parties during incident response using

Proposals.

Dismiss false positives (using warning lists) and enable alert prioritization.

« Aggregate and compare information from internal and external feeds to identify genuine threats.

Perform large-scale data/traffic analysis and correlation through lookups against SightingDB.

« Share, receive, store and forward incidents and information identified during an incident investigation,

enabling the MISP system to act as a forensic tool over time.

Correlate and reference network forensic flows from different tools or network equipment

« Speed up incident response via integration with TheHive.

Capture the team’s assessment alongside shared data using Analyst Data — Notes, Opinions (confi-

dence) and typed Relationships — and bundle an incident’s events and clusters into a Collection for

handover.

His objectives are to:

+ Share information and get critical alerts and relevant actionable information in the event of a crisis
situation.

« Support forensic analysts and collaborate with law enforcement.

« Improve incident response functionality and increase coverage and detection through integrations with

tools like SIEMs.

Use threat data to validate alarms/events and decide which to escalate to the rest of the incident response

team for remediation.

« Aggregate information from various sources and correlating in order to understand how this data fits

together in the broad threat landscape.

Get insights (e.g using data feeds) into attacks, thereby helping incident response teams understand the

nature, intent, and timing of specific attacks.

Prioritize incidents based on risk and impact to the organization and filter out false alerts.

Secondary personas

Tina, Henry, Jacob, Jay, Sarah, Priya, and Marco represent other users that are also important to us.

Tina

The Fraud Catcher

Tina works as a fraud analyst at a National bank in Canada. She is responsible for investigating any
forgery or theft within customers’ accounts and transactions on behalf of the bank.

Tina uses MISP to find and share financial indicators in order to detect financial frauds.

“Fighting fraud with threat intelligence is all about alerting”

Role
Fraud analyst

Her primary goals are to:

« Identify and trace fraudulent activity.
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« Create models for analyzing and determining financial fraud in order to protect consumers and stake-
holders.

« Assess and analyze the attack surface, conduct threat modeling, and deliver actionable intelligence with
a focus on current and emerging cyber-attacks against financial sector assets.

She uses MISP to:

« Map legacy and internal systems/models using MISP objects.

« Find IoCs, malware, vulnerabilities, financial threat, fraud information and share data between other
banks and financial institutions using sharing groups.

« Create, modify and visualize the timeline of events, use MISP Dashboard to provide real-time informa-
tion showing current threats and activity.

« Minimize false positives during the fraud vetting process using warning lists and sightings.

« Detect fraud using threat intel such as real-time notifications for stolen credit cards and phishing URLs
from MISP feeds.

« Prevent fraud by integrating MISP with a network of crawlers, honeypots, and other techniques that
can cross-reference indicators against feeds, enabling the bank to intercept cards before they are sold
on the black market and therefore reduce this risk of fraud.

« Monitor feeds for specific indicators (e.g. email header content, attachments, embedded URLs) related
to phishing and fraud attacks.

« Block wire transfers to money mule accounts by integrating MISP warning lists and sightings with
blocking systems.

» Aggregate sightings of attributes/objects so as to detect particular security events or threats.

Her objectives are to:

« Investigate financial indicators and handle false positives in order to detect and alert for certain poten-
tially invalid data points.

« Aggregate, correlate, and analyze financial indicators from multiple feeds to discover any fraudulent
activity.

« Blend threat intel from MISP with anti-fraud tools to identify and prevent fraud in real-time.

« Use threat intel to produce awareness reports informing the institution of threats in the financial sector,
and then develop proactive defense strategies against fraud activity.

+ Engage with sharing communities that allow individual enterprises to receive and share data so they
can protect themselves before they are compromised.

Henry

The Enforcer

Henry is a law enforcement officer living in Florida, USA. He works with the Digital Forensics and
Incident Response (DFIR) team. He is responsible for investigating digital security incidents, identifying
digital assets targeted during attacks, and documenting all findings.

He uses MISP to support or bootstrap his DFIR cases.

“Tworry about what I don’t know, not what I know”

Role

Law Enforcement Officer

His primary goals are to:

« Find, gather and analyze digital evidence for criminal investigations.
« Carry out data breach and malware investigations.

He uses MISP to:

« Propose changes to existing analyses or reports.

« Correlate (1-to-1 value matches, fuzzy hashing, CIDR block matching) evidence against external/local
attributes.

« Correlate and reference network forensic flows from different tools or network equipment using the
community-id feature.

« Export data in various formats to feed into and lookup in other security tools.
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« Join sharing groups and collaborate with other investigators.

« Receive, gather, analyze and share intelligence on digital crimes.

« Report digital evidence (in STIX) in a structured way for forensic use.

« Collect evidence for forensic analysis from feeds, using shared indicators to carry out cybercriminal
behavior investigations, attribution, and identifying the link to organized crime activities.

« Exchange, store and forward incidents/information identified during an incident investigation, enabling
the MISP system to act as a forensic tool over time.

His objectives are to:
« Share indicators, analyses, and reports of forensic evidence among other law enforcement officers
within and out of his team.
+ Collaborate with CSIRT/CERTs and security researchers in the investigation of cyberattacks.
« Correlate data identified in a recent incident with data from previous investigations or external feeds.
« Bridge their use-cases with MISP’s information-sharing mechanism.
Jacob
The Veteran
Jacob is a cybersecurity consultant for organizations looking to secure their infrastructure. He has
founded a cybersecurity agency that provides threat intel and security consulting services to small and
medium-sized businesses.
Jacob uses MISP to investigate threats and find IOCs. He works with many clients and typically wants
to integrate MISP into existing client solutions.
“There’s a difference between threat data and threat intelligence”
Role
Cyber Security consultant
His primary goals are to:
« Produce intelligence that will be embedded into organizational workflows and would serve decision-
makers.
« Scope and implement custom security solutions across a variety of client software, architectures, and
tools.
« Detect, contain, and remediate cybersecurity incidents, manually or programmatically.
He uses MISP to:

« Create, collaborate, automate and share threat intel using flexible sharing groups, automatic correlation,
free-text import helper, event distribution, and proposals.

« Allow users to notify a MISP instance about activities (gotten from SIEMs, NIDS, honeypot devices, etc)

related to an indicator using sightings.

Monitor feeds delivered through a REST API and correlate IOCs with firewall and other logs to identify

potential threats in the organization.

Push/pull events between local and client MISP instances in order to exchange intel internally and

externally.

« Import, export, and enrich data using modules, automate such tasks using PyMISP.

+ Create sub-communities and MISP object templates to allow rapid sharing of information using specific
data models with existing communities.

« Validate data and flag false positives using warning lists and sightings.

+ View live data/statistics and process information in real-time through integration with ZMQ to access
MISP-dashboard.

+ Pseudo-anonymously publish data using the MISP delegation system.

« Contextualize shared information within MISP instances and communities (using taxonomies and tags),
and attach more complex structures to data (using MITRE ATT&CK and other galaxies)

« Broker trust with client and partner instances using Cerebrate and reusable Sharing Group Blueprints,
and sign the events he publishes with cryptographic keys so clients can verify their authenticity
(Protected Events).
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His objectives are to:

+ Run a Cyber Threat Intel platform using MISP integrated with existing client solutions (such as Active
Directory, Splunk ES, ThreatConnect, Recorded Future, and Crowdstrike).

« Gather unstructured data from various sources and connect the dots to provide context on IoCs and
TTPs of threat actors.

« Identify incoming threats, triage and prioritize alerts as they emerge.

« Feed SIEMs from MISP and feed MISP from other sources (SIEMs included).

« Share incidents and IOCs for detection (checking if IoCs are present in client infrastructure), blocking
(using attributes to block, sinkhole, or divert the traffic), and intelligence (gathering information about
campaigns and attacks) purposes.

Jay

The Inquisitor

Jay is a risk analyst for a large technology company in the USA. He is responsible for identifying and
predicting risks, as well as forecasting the cost of certain attacks to the organization.

Jay uses MISP data to learn about the broad threat landscape and analyze the likelihood of certain risks,
so as to gain situational awareness.

“The more certain you can be about the probability of a specific exploit impacting your environment, the
easier it is to manage risk”

Role
Risk analyst

His primary goals are to:

« Improve the organization’s security posture, situational awareness, and resilience.

+ Forecast evolving threats before they materialize, provide detailed insights into which vulnerabilities
pose the greatest risk, and plan accordingly to avoid them.

« Assess business and technical risks, identify the right strategies and technologies to mitigate the risks,
communicate the nature of the risks to top management and justify investments in defensive measures.

He uses MISP to:

« Monitor trends and adversary TTPs within the company’s sector/geographical region, share and track
information emerging on a particular topic from the MISP dashboard in order to gain situational
awareness.

+ Monitor IoCs from various technical feeds and add additional context to internal sources of data using
the automatic correlation engine.

« Access risk scores using correlation and sightings.

« Present data using different export formats, event reports, and the MISP dashboard timeline.

His objectives are to:

« Use shared indicators to perform a risk assessment, identify key information/assets and illustrate the
intent/capability of actors to target these assets through impact assessments.

« Score threats according to the organization’s specific needs and prepare processes in advance based on
threat data gathered from feeds

« Present data to stakeholders in various formats — articles, timelines, graphs, raw data — depending on
their technical knowledge.

+ Gain shared situational awareness through information sharing and collaboration with other experts
in the same sector.

Sarah

The Fact Checker

Sarah is a disinformation researcher and journalist working for a large American newspaper. She works
with security researchers around the world to investigate cybercrimes and report disinformation. In the
past, she has written about national security and geopolitics. She is used to making decisions on what
should or shouldn’t be published or shared.
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Sarah uses MISP to collaborate with security researchers and investigate disinformation as it happens.
“Decisions as to what is or isn’t published or shared go far beyond what is technically interesting”

Role

Disinformation researcher and journalist

Her primary goals are to:

« Conduct research and write intelligence reports about up-and-coming emerging threats and recent
breaches.

+ Investigate and report disinformation as it happens.

« Convert technical data into articles and reports that non-technical people can understand.

She uses MISP to:

« Write/read event reports, create misinformation events using relevant techniques found in a report or
sighting.

« Join sharing groups and communities (e.g Cogsec Collab) that connect misinformation researchers and
responders, share incident data with organizations focusing on response and counter-campaigns.

« Integrate with the DISARM Framework (as a galaxy, formerly AM!TT) in order to describe misinfor-
mation tactics/techniques, break an incident into techniques that can be analyzed/countered, and check
for disinformation through mapping.

« Monitor feeds, investigate disinformation using shared indicators in feeds, generate structured intelli-
gence using the automated correlation engine, and decide if there are any falsehoods in data.

« Enrich threat data by adding object types, new relationship types (to make the graphs that users can
traverse in MISP richer), and taxonomies to cover things like types of threat actors.

« Classify events, indicators, and threats using taxonomies (such as the Admiralty Scale taxonomy), which
ranks the reliability of a source and the credibility of the information.

Her objectives are to:

« Distill essential information from a large piece of data, making it clear to the reader what really matters.

« Integrate MISP with TheHive for enhanced disinformation investigation and reporting.

« Verify that an article (or image, video, etc) doesn’t contain disinformation and verify that a source
(publisher, domain, etc) doesn’t distribute disinformation.

« Extend MISP for disinformation, adding object types for incidents and narratives, and using DISARM
(formerly AMITT) for attack patterns.

Priya

The Platform Administrator

Priya is a MISP site administrator at a national CERT. She keeps the instance that her analysts and
partner organisations depend on healthy, current, and trustworthy — provisioning access, wiring up
sharing, and automating the tedious parts so the team can focus on the intelligence itself. She rarely
creates events herself; her product is a reliable platform.

“My users should never have to think about the plumbing — it should just work, and it should be trustworthy
by default.”

Role
MISP Site Administrator

Her primary goals are to:

« Run a secure, available, and up-to-date instance that analysts and partners can rely on.
« Make the right data reach the right people automatically, while keeping sensitive data contained.
« Reduce manual, error-prone housekeeping so the analysts’ time goes into analysis.

She uses MISP to:

« Manage users, organisations, roles and API keys, and audit activity through the logs and user login
profiles.
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- Automate housekeeping and policy enforcement with Workflows (blocking checks such as “refuse to
publish without a TLP tag”, plus non-blocking enrichment, tagging and notifications), and share that
automation as Workflow Blueprints.

« Connect the instance to the wider community: synchronisation servers, feeds, TAXII 2.x servers, and
organisation/sharing-group trust brokered through Cerebrate.

« Guarantee the integrity and origin of what the instance publishes by signing events with cryptographic
keys (Protected Events).

« Tune data quality centrally with Decaying Models, warninglists and noticelists.

« Keep the platform healthy by monitoring background workers and jobs, scheduled tasks, diagnostics,
and the update process.

Her objectives are to:

+ Onboard new users and partner organisations quickly and safely.

« Keep the instance patched and its reference data (galaxies, taxonomies, warninglists, noticelists) current.

+ Encode sharing and quality policy once, as reusable automation, rather than relying on every analyst
to remember it.

+ Give partners cryptographic assurance that intelligence published by the instance is authentic and
unmodified.

Marco

The Operator

Marco is an organisation administrator at a sectoral ISAC. He does not run the MISP server itself, but
he runs his organisation’s day-to-day presence on it: which feeds come in, which partners they exchange
with, and what the organisation publishes to the community. He is the person who keeps the intelligence
flowing and correctly scoped every day.

“Good sharing is boring sharing — the right data, to the right people, on time, every day.”

Role

Organisation Administrator / Operations

His primary goals are to:

« Keep a steady, current flow of relevant intelligence into and out of the organisation.
« Make sure everything the organisation shares is scoped to exactly the right audience.
+ Keep his team’s users productive and their data clean.

He uses MISP to:

« Manage the organisation’s users, roles and API keys, and curate the feeds the organisation ingests and
evaluates before import.

« Control distribution precisely using distribution levels, sharing groups and reusable Sharing Group
Blueprints, and pseudo-anonymise sensitive publications through delegation.

« Bundle related intelligence into Collections so a whole investigation or campaign can be shared and
synchronised as one unit.

« Keep detection value high by managing sightings, decaying models and warninglists, and by publishing
and alerting on a controlled schedule.

« Watch the organisation’s dashboards and background jobs to confirm feeds, correlations and sync are
running as expected.

His objectives are to:

+ Onboard his organisation’s analysts and keep their access and API keys in order.

« Maintain trusted exchange relationships with partner organisations and communities.

« Ensure nothing over- or under-shares by encoding the organisation’s distribution policy into sharing
groups and blueprints.

« Provide clean, well-contextualised, and timely data to the community the organisation belongs to.
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Other personas

Malcolm represents users that we care about but aren’t so important to us.

Malcolm

The Data Expert

Malcolm is a data scientist for a telecom operator in the USA. He assists the Security Operations
Center with tasks related to anomaly detection, exploratory data analysis, data visualization, modeling,
and optimization of security solutions.

Malcolm uses data from MISP alongside natural language processing, predictive modeling, and other
data science techniques to assess, prioritize, and even predict risk. He can process threat data to help with
alert prioritization and data-driven decision making.

“Tt is a mistake to theorize before one has data. Insensibly, one begins to twist facts to suit theories, instead
of theories to suit facts”

Role

Data Scientist

His primary goals are to:

« Develop tools to help businesses detect threats so they can develop solid plans of action and better
protect themselves.

« Make predictions, perform data analysis, and detect patterns in data.

« Support the threat analysis team with the development of new and innovative ways of extracting insight
from large sets of structured and unstructured data.

« Translate complex data into relevant insights and visualize information.

He uses MISP to:

« Collect IoCs and sift through data from feeds to derive useful insights and connect dots between actors
from various sources.

« Join sharing groups to collaborate with threat analysts and reduce analysts’ workload by taking on
many tasks related to data collection and correlation.

« Automatically aggregate, parse, de-duplicate, and manage indicators using the APL

« Visualize events in real-time by setting up MISP-dashboard.

« Export large threat data sets that can be used to train ML models

His objectives are to:

« Combine data from MISP and other security sources to find patterns/relationships in data, develop
models, assess, prioritize, and predict risk using data science and Al techniques.

« Produce informative visualizations and knowledge graphs based on large data sets.

« Eliminate manual tasks by writing scripts that automatically aggregate, parse, de-duplicate, and manage

indicators in MISP.

Classify risks in order to save analysts time sorting through false positives and deciding what to

prioritize.

425



426



[ Appendices

427



428



[ A. Appendices

429



430 A. Appendices

430



B.0.0.1

B.0.0.2

B. Appendix A: External Authentication

The external authentication mechanism described

The external authentication allows a user or an external tool to authenticate with MISP using an arbitrary
value passed along in a custom header. This authentication method overrides the regular authentication
mechanisms and is customisable by a site-admin.

It is possible to create a mixed mode MISP setup where certain users can go through the normal
authentication mechanism and other users are required to use the external authentication method.

Setting up the external authentication mechanism

To change the authentication settings, navigate to Administration - Server settings - Plugin settings
The settings associated with the external authentication can be found by pressing the CustomAuth
button as depicted below:

ZeroMQ
CustomAuth
Priority Setting Value Description
Optional Plugin.CustomAuth_enable true Enahle this funt
authenticate wil
Optional Plugin.CustomAuth_header radac_auth_header Setthe header-
header
Optional Plugin.CustomAuth_required false If this setting is1
Altnertatively yc
users will be res
Optional Plugin.Customauth_only_allow_source Ifyou are using
url as a valid pc
Optional Plugin.CustomAuth_name Radac The name of the
creation page a
Optional Plugin.CustomaAuth_disable_logout true Disable the logi
Optional Plugin.CustomAuth_custom_password_reset httpsJ/imy/custom/pwireset Provide your cu
resettheir pass'
Optional Plugin.CustomAuth_custom_logout hitps:/imy/custom/logout Provide a custo

system you use

Figure B.1: The server settings relevant to the Custom Authentication system.

To change a setting simply double click on the value to edit the field. Use the guidance provided by the
setting tool to configure the external authentication. The accessible settings are as follows:

« enable: Enable or disable external authentication (off by default)
+ header: The header which MISP will use to identify users

« required: Enabling this setting will force all users to use the external authentication. Leave this disabled
allows administrators to assign external authentication or regular authentication users.

« only_allow_source: Setting a url / IP address here will only allow requests that originated from the
given address

. name: The name to be used for the authentication mechanism. This is reflected in the user creation /
edit views, the logs and the error messages on failed logins.

« disable_logout: Disable the default logout button. Using an external authentication mechanism that
authenticates via the header with each requests makes the logout button obsolete.
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« custom_password_reset: If your authentication system has a url that a user can access to reset his/
her password, please specify the full url for it here. This will then be reused in the UL

« custom_password_logout: If your authentication system has a url that a user can access to logout,
please specify the full url for it here. This will then be reused in the UL

B.0.0.3 User management

Using a new setting, user self management can be disabled for all users that are not administrators via the
MISP.disableUserSelfManagement setting, found in the MISP settings tab. Enabling this setting removes
the ability of users to change their user settings and reset their authentication keys. All other functionality
remains unchanged.

Email

External authentication user

[ Set password

Organisation Role
Choose organisation v | Site Admin v
Authkey Mids Sid

DdeSGRSNBYSS9pbGEUpf0d9ic

Sync user for

Mot bound to a server ¥

GPG key

Fetch GPG key

Receive alerts when events are Receive alerts from "contact
published reporter” requests

Disable this user account

Figure B.2: Adding a user with the external authentication enabled.

To create an external authenticated user, simply tick the External authentication user checkbox, after
which an external auth key field will appear. This will be used to identify the users via the passed along
header.
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B.0.0.4 Logging

For a description of the logging facilities provided by this plugin, please refer to the “Logging of failed
authentication attempts” section of the Administration section.
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C. Appendix B: ACL descriptors

C.0.0.1 OQuerying the ACL system

MISP allows site admins to query the ACL system for various types of data. This can be interesting when
tuning for example WAF access to MISP. All applicable queries can be requested via /servers/queryACL

C.0.0.2 Getting a list of URLSs accessible to a role

https://<misp url>/servers/queryACL/printRoleAccess/<role id>

The above URL will return a JSON with all accessible URLs for the given role ID. If no Role ID is provided,
a JSON containing all roles and their access lists will be returned.

Example:
{
"3": {
"name": "User",
"urls": [
"/*/restSearch",
"/attributes/add",

"/attributes/add attachment",
"/attributes/add threatconnect",
"/attributes/addTag",
"/attributes/attributeReplace",
"/attributes/attributeStatistics",
"/attributes/bro",
"/attributes/delete",
"/attributes/deleteSelected",
"/attributes/describeTypes",
"/attributes/download",
"/attributes/downloadAttachment",
"/attributes/downloadSample",
"/attributes/edit",
"/attributes/editField",
"/attributes/editSelected",
"/attributes/exportSearch",
"/attributes/fetchEditForm",
"/attributes/fetchViewValue",
"/attributes/getMassEditForm",
"/attributes/hoverEnrichment",
"/attributes/index",
"/attributes/removeTag",
"/attributes/restore",
"/attributes/restSearch",
"/attributes/returnAttributes",
"/attributes/rpz",
"/attributes/search",
"/attributes/searchAlternate",
"/attributes/toggleCorrelation",
"/attributes/text",
"/attributes/toggleToIDS",
"/attributes/updateAttributeValues",
"/attributes/view",
"/attributes/viewPicture",
"/authKeys/add",
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"/authKeys/delete",

"/authKeys/edit",

"/authKeys/index",

"/authKeys/view",

"/auth keys/add",

"/auth keys/delete",

"/auth keys/edit",

"/auth_keys/index",

"/auth keys/view",

"/dashboards/getForm",

"/dashboards/index",
"/dashboards/updateSettings",
"/dashboards/getEmptyWidget",
"/dashboards/renderWidget",
"/dashboards/listTemplates",
"/dashboards/saveTemplate",
"/dashboards/export",

"/dashboards/import",
"/dashboards/deleteTemplate",
"/decayingModel/export",
"/decayingModel/import",
"/decayingModel/view",
"/decayingModel/index",
"/decayingModel/add",

"/decayingModel/edit",
"/decayingModel/delete",
"/decayingModel/enable",
"/decayingModel/disable",
"/decayingModel/decayingTool",
"/decayingModel/getAllDecayingModels",
"/decayingModel/decayingToolBasescore",
"/decayingModel/decayingToolSimulation",
"/decayingModel/decayingToolRestSearch",
"/decayingModel/decayingToolComputeSimulation",
"/decaying model/export",

"/decaying model/import",

"/decaying model/view",

"/decaying model/index",

"/decaying model/add",

"/decaying model/edit",

"/decaying model/delete",

"/decaying model/enable",

"/decaying model/disable",

"/decaying model/decayingTool",

"/decaying model/getAllDecayingModels",
"/decaying model/decayingToolBasescore",
"/decaying model/decayingToolSimulation",
"/decaying model/decayingToolRestSearch",
"/decaying model/decayingToolComputeSimulation",
"/decayingModelMapping/viewAssociatedTypes",
"/decayingModelMapping/linkAttributeTypeToModel",
"/decaying model mapping/viewAssociatedTypes",
"/decaying model mapping/linkAttributeTypeToModel",
"/eventBlocklists/add",
"/eventBlocklists/delete",
"/eventBlocklists/edit",
"/eventBlocklists/index",
"/eventBlocklists/massDelete",

"/event blocklists/add",

"/event blocklists/delete",
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"/event blocklists/edit",

"/event blocklists/index",

"/event blocklists/massDelete",
"/eventReports/add",
"/eventReports/view",
"/eventReports/viewSummary",
"/eventReports/edit",
"/eventReports/delete",
"/eventReports/reportFromEvent",
"/eventReports/restore”,
"/eventReports/index",
"/eventReports/getProxyMISPElements",
"/eventReports/extractAllFromReport",
"/eventReports/extractFromReport",
"/eventReports/replaceSuggestionInReport",
"/eventReports/importReportFromurl",
"/event reports/add",

"/event reports/view",

"/event reports/viewSummary",

"/event reports/edit",

"/event reports/delete",

"/event reports/reportFromEvent",
"/event reports/restore",

"/event reports/index",

"/event reports/getProxyMISPElements",
"/event reports/extractAllFromReport",
"/event reports/extractFromReport",
"/event reports/replaceSuggestionInReport",
"/event reports/importReportFromurl",
"/events/add",

"/events/addI0oC",

"/events/addTag",
"/events/add misp export",
"/events/automation",
"/events/checkLocks",
"/events/checkPublishedStatus",
"/events/contact",

"/events/csv",

"/events/delegation index",
"/events/delete",
"/events/deleteNode",
"/events/downloadExport",
"/events/downloadOpenIOCEvent",
"/events/edit",
"/events/enrichEvent",
"/events/export",
"/events/exportChoice",
"/events/exportModule",
"/events/filterEventIndex",
"/events/freeTextImport",
"/events/getEditStrategy",
"/events/getEventInfoById",
"/events/getEventGraphReferences",
"/events/getEventGraphTags",
"/events/getEventGraphGeneric",
"/events/getEventTimeline",
"/events/genDistributionGraph",
"/events/getDistributionGraph",
"/events/getReferenceData",
"/events/getReferences",
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"/events/getObjectTemplate",
"/events/handleModuleResults",
"/events/hids",

"/events/index",
"/events/importChoice",
"/events/importModule",
"/events/merge",

"/events/nids",
"/events/proposalEventIndex",
"/events/publishSightings",
"/events/queryEnrichment",
"/events/removePivot",
"/events/removeTag",
"/events/restSearch",
"/events/runTaxonomyExclusivityCheck",
"/events/saveFreeText",
"/events/stix",

"/events/stix2",
"/events/toggleCorrelation",
"/events/unpublish",
"/events/updateGraph",
"/events/upload analysis file",
"/events/upload sample",
"/events/upload stix",
"/events/view",
"/events/viewClusterRelations",
"/events/viewEventAttributes",
"/events/viewGraph",
"/events/viewGalaxyMatrix",
"/events/xml",
"/favouriteTags/toggle",
"/favouriteTags/getToggleField",
"/favourite tags/toggle",
"/favourite tags/getToggleField",
"/feeds/compareFeeds",
"/feeds/feedCoverage",
"/feeds/index",
"/feeds/previewEvent",
"/feeds/previewIndex",
"/feeds/searchCaches",
"/feeds/view",
"/galaxies/attachCluster",
"/galaxies/attachMultipleClusters",
"/galaxies/export",
"/galaxies/forkTree",
"/galaxies/index",
"/galaxies/relationsGraph",
"/galaxies/selectGalaxy",
"/galaxies/selectGalaxyNamespace",
"/galaxies/selectCluster",
"/galaxies/showGalaxies",
"/galaxies/view",
"/galaxies/viewGraph",
"/galaxyClusters/attachToEvent",
"/galaxyClusters/detach",
"/galaxyClusters/index",
"/galaxyClusters/restSearch",
"/galaxyClusters/view",
"/galaxyClusters/viewGalaxyMatrix",
"/galaxyClusters/viewRelations",
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"/galaxyClusters/viewRelationTree",
"/galaxy clusters/attachToEvent",
"/galaxy clusters/detach",

"/galaxy clusters/index",

"/galaxy clusters/restSearch",
"/galaxy clusters/view",

"/galaxy clusters/viewGalaxyMatrix",
"/galaxy clusters/viewRelations",
"/galaxy clusters/viewRelationTree",
"/galaxyClusterRelations/index",
"/galaxyClusterRelations/view",
"/galaxy cluster relations/index",
"/galaxy cluster relations/view",
"/galaxyElements/index",

"/galaxy elements/index",
"/jobs/cache",
"/jobs/getGenerateCorrelationProgress",
"/jobs/getProgress",

"/logs/event index",
"/logs/returnDates",
"/modules/index",
"/modules/queryEnrichment",
"/news/index",

"/noticelists/index",
"/noticelists/view",

"/objects/add",
"/objects/addValueField",
"/objects/delete",

"/objects/edit",

"/objects/get row",
"/objects/editField",
"/objects/fetchEditForm",
"/objects/fetchViewValue",
"/objects/quickAddAttributeForm",
"/objects/quickFetchTemplateWithValidObjectAttributes",
"/objects/restSearch",
"/objects/proposeObjectsFromAttributes",
"/objects/groupAttributesIntoObject",
"/objects/revise object",
"/objects/view",
"/objectReferences/add",
"/objectReferences/delete",
"/objectReferences/view",

"/object references/add",

"/object references/delete",

"/object references/view",
"/objectTemplates/objectChoice",
"/objectTemplates/objectMetaChoice",
"/objectTemplates/view",
"/objectTemplates/viewElements",
"/objectTemplates/index",

"/object templates/objectChoice",
"/object templates/objectMetaChoice",
"/object templates/view",

"/object templates/viewElements",
"/object templates/index",
"/objectTemplateElements/viewElements",
"/object template elements/viewElements",
"/organisations/fetchSGOrgRow",
"/organisations/index",
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"/organisations/view",
"/pages/display",

"/posts/add",

"/posts/delete",

"/posts/edit",

"/regexp/index",
"/restClientHistory/delete",
"/restClientHistory/index",

"/rest client history/delete",
"/rest client history/index",
"/roles/index",

"/roles/view",
"/servers/getApiInfo",
"/servers/getPyMISPVersion",
"/servers/getVersion",
"/servers/idTranslator",
"/servers/postTest",
"/servers/rest",
"/shadowAttributes/accept",
"/shadowAttributes/acceptSelected",
"/shadowAttributes/add",
"/shadowAttributes/add attachment",
"/shadowAttributes/delete",
"/shadowAttributes/discard",
"/shadowAttributes/discardSelected",
"/shadowAttributes/download",
"/shadowAttributes/edit",
"/shadowAttributes/index",
"/shadowAttributes/view",
"/shadowAttributes/viewPicture",
"/shadow attributes/accept",
"/shadow attributes/acceptSelected",
"/shadow attributes/add",

"/shadow attributes/add attachment",
"/shadow attributes/delete",
"/shadow attributes/discard",
"/shadow attributes/discardSelected",
"/shadow attributes/download",
"/shadow attributes/edit",

"/shadow attributes/index",
"/shadow attributes/view",

"/shadow attributes/viewPicture",
"/sharingGroups/index",
"/sharingGroups/view",

"/sharing groups/index",

"/sharing groups/view",
"/sightings/add",
"/sightings/restSearch",
"/sightings/advanced",
"/sightings/delete",
"/sightings/index",
"/sightings/listSightings",
"/sightings/quickDelete",
"/sightings/viewSightings",
"/sightings/bulkSaveSightings",
"/sightings/quickAdd",
"/tagCollections/index",
"/tagCollections/view",

"/tag collections/index",

"/tag collections/view",
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"/tags/attachTagToObject",
"/tags/index",
"/tags/removeTagFromObject",
"/tags/search",
"/tags/selectTag",
"/tags/selectTaxonomy",
"/tags/showEventTag",
"/tags/showAttributeTag",
"/tags/showTagControllerTag",
"/tags/tagStatistics",
"/tags/view",
"/tags/viewGraph",
"/tags/viewTag",
"/taxonomies/index",
"/taxonomies/taxonomyMassConfirmation",
"/taxonomies/taxonomyMassHide",
"/taxonomies/taxonomyMassUnhide",
"/taxonomies/view",
"/taxonomies/unhideTag",
"/taxonomies/hideTag",
"/templateElements/index",
"/template elements/index",
"/templates/deleteTemporaryFile",
"/templates/index",
"/templates/populateEventFromTemplate",
"/templates/submitEventPopulation",
"/templates/templateChoices",
"/templates/uploadFile",
"/templates/view",
"/threads/index",
"/threads/view",
"/threads/viewEvent",
"/users/attributehistogram",
"/users/change pw",
"/users/checkIfLoggedIn”,
"/users/dashboard",
"/users/downloadTerms",
"/users/edit",

"/users/email otp",
"/users/searchGpgKey",
"/users/fetchGpgKey",
"/users/histogram",
"/users/login",
"/users/logout",
"/users/register",
"/users/resetauthkey",
"/users/request_API",
"/users/routeafterlogin",
"/users/statistics",
"/users/tagStatisticsGraph",
"/users/terms",
"/users/updateLoginTime",
"/users/view",
"/users/getGpgPublicKey",
"/userSettings/index",
"/userSettings/view",
"/userSettings/setSetting",
"/userSettings/getSetting",
"/userSettings/delete",
"/userSettings/setHomePage",
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"/user settings/index",
"/user settings/view",
"/user settings/setSetting",
"/user settings/getSetting",
"/user settings/delete",
"/user settings/setHomePage",
"/warninglists/checkValue",
"/warninglists/index",
"/warninglists/view",
"/allowedlists/index",
"/eventGraph/view",
"/eventGraph/add",
"/eventGraph/delete",
"/event graph/view",

"/event graph/add",

"/event graph/delete"

Getting a list of all accessible controllers and actions in MISP
https://<misp url>/servers/queryACL/printAllFunctionNames

This URL will return a JSON with all controller and all mapped functions within them.

Viewing a list of yet unmapped functions

https://<misp url>/servers/queryACL/findMissingFunctionNames

Functions that have not been tied into the new ACL yet show up here. These functions will (until added
to the ACL) only be accessible to site admins.
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D. Appendix C: Official MISP developments

This section lists the projects that can be found on the main MISP GitHub page e know of but not officially
support and rely on their respective maintainers to keep up to date to the MISP 2.5 developments.

Project Description Status
misp-objects Definition, description and rela- Core to MISP, frequently up-
tionship types of MISP objects  dated and tested
Best Practices in ThreatIntel Best practices in threat intelli- Book available here: https://
gence www.misp-project.org/best-
practices-in-threat-intelligence.
html
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https://github.com/MISP/repositories
https://github.com/MISP/misp-objects
https://github.com/MISP/best-practices-in-threat-intelligence
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E. Appendix D: Third-party development

This section lists some projects we know of but not officially support and rely on their respective
maintainers to keep up to date to the MISP 2.5 developments.

Project

Description

Status

MISP-STIX-ESM

Docker MISP

misp42splunk

getmispioc

OTX MISP

BTG

MISP OSINT Collection

IBM XFE module

MISP dockerized

MISP dockerized modules

FireMISP

MISP Chrome Plugin

PySight2MISP

Exports MISP events to STIX
and ingest into McAfee ESM

Automated Docker MISP con-
tainer

A Splunk app to use MISP in
background and combine with
TheHive

getiocmisp is a Splunk custom
search command that helps to
extract I0Cs from a MISP in-
stance.

Imports Alienvault OTX pulses
to a MISP instance

BTG’s purpose is to make fast
and efficient search on I0C

Collection of best practices to
add OSINT into MISP and/or
MISP communities

Various IBM X-Force Exchange
modules

MISP dockerized is a project
designed to provide an easy-
to-use and easy-to-install’out of
the box’ MISP instance that in-
cludes everything you need to
run MISP with minimal host-
side requirements.

MISP-modules for MISP docker-
ized

FireEye Alert json files to MISP
Malware information sharing
plattform (Alpha)

MISP Chrome plugin for adding
and looking up indicators

PySight2MISP is a project that
can be run to be used as glue be-
tween iSight intel API and MISP
API
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Not tested by MISP core team

Not tested by MISP core team

Not tested by MISP core team

Not tested by MISP core team

Not tested by MISP core team

Not tested by MISP core team

Not tested by MISP core team

Not tested by MISP core team

Not tested by MISP core team

Not tested by MISP core team

Not tested by MISP core team

Not tested by MISP core team

Not tested by MISP core team


https://github.com/mohlcyber/MISP-STIX-ESM
https://github.com/harvard-itsecurity/docker-misp
https://github.com/remg427/misp42splunk
https://github.com/xme/splunk/tree/master/getmispioc
https://github.com/gcrahay/otx_misp
https://github.com/conix-security/BTG
https://github.com/adulau/misp-osint-collection
https://github.com/johestephan/XFE
https://github.com/DCSO/MISP-dockerized-misp-modules
https://github.com/DCSO/MISP-dockerized-misp-modules
https://github.com/deralexxx/FireMISP
https://github.com/deralexxx/misp-chrome-plugin
https://github.com/deralexxx/PySight2MISP
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Project Description Status
tie2misp Import DCSO TIE IOCs as MISP  Not tested by MISP core team

security onion MISP

virustream

LAC CSV Import

The Hive

puppet-misp

Ansible MISP

ansible MISP
OpenDXL ATD MISP

IMAP Proxy

AutoMISP

Palo Alto
report_to_misp

Networks
Palo Alto Networks minemeld-
misp

golang-misp

go-misp

MISP MAR

MISP IoC Validator

events

Grab NIDS rules and Bro Intel
generated from a MISP instance
and use them in Security Onion

A script to track malware IOCs
with OSINT on Twitter.

Register MISP events based on
information described in files
such as CSV and TSV.

TheHive: a Scalable, Open
Source and Free Security Inci-
dent Response Platform

This module installs and config-
ures MISP - puppet forge site

Ansible playbook to install Mal-
ware Information Sharing Plat-
form (MISP)

ansible role to setup MISP

Automated threat intelligence
collection with McAfee ATD,
OpenDXL and MISP

Modular IMAP proxy (including
PyCIRCLeanMail and MISP for-
ward modules)

automate your MISP installs -
This shell script is designed to
automatically install MISP and
the misp-modules extension on
either Ubuntu 16.04, or 18.04.

Parse a report and import the
events into MISP

MineMeld nodes for MISP

Golang Library to interact with
your MISP instance

Golang MISP API Client

Integration between MISP plat-
form and McAfee Active Re-
sponse

Validate IOC from MISP ; Export
results and iocs to SIEM and
sensors using syslog and CEF
format
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Not tested by MISP core team

Not tested by MISP core team

Not tested by MISP core team

Strong links between core team
members, tested and known
working

Not tested by MISP core team
unmaintained

Not tested by MISP core team
Not tested by MISP core team

Not tested by MISP core team

Not tested by MISP core team

Not tested by MISP core team
Not tested by MISP core team
Not tested by MISP core team
Not tested by MISP core team

Not tested by MISP core team

Not tested by MISP core team


https://github.com/DCSO/tie2misp
https://github.com/weslambert/securityonion-misp
https://github.com/ntddk/virustream
https://github.com/LAC-Japan/MISP-CSVImport
https://github.com/TheHive-Project/TheHive
https://github.com/voxpupuli/puppet-misp
https://forge.puppet.com/puppet/misp
https://github.com/StamusNetworks/ansible-misp
https://github.com/juju4/ansible-MISP
https://github.com/mohlcyber/OpenDXL-ATD-MISP
https://github.com/CIRCL/IMAP-Proxy
https://github.com/da667/AutoMISP
https://github.com/MISP/MISP
https://github.com/MISP/misp-modules
https://github.com/PaloAltoNetworks/report_to_misp
https://github.com/PaloAltoNetworks/report_to_misp
https://github.com/PaloAltoNetworks/minemeld-misp
https://github.com/PaloAltoNetworks/minemeld-misp
https://github.com/0xrawsec/golang-misp
https://github.com/Zenithar/go-misp
http://zenithar.org/go/misp
https://github.com/mohlcyber/MISP-MAR
https://github.com/tom8941/MISP-IOC-Validator

Project

Description

Status

vt2misp

Threat Pinch Lookup

dovehawk

yara-exporter

volatility-misp

misp2bro

TA-misp

Tinycheck

MISP QRadar

pymisp-suricata_search

MISP-ThreatExchange

aptc

aptmap

mispy

MispSharp

misp_btc

Privacy Aware Sharing of IoCs
in MISP

sam-bot

Polarity.io Connector

Script to fetch data from virus-
total and add it to a specific
event as an object

Documentation and Sharing
Repository for ThreatPinch
Lookup Chrome & Firefox Ex-
tension

Dovehawk is a Bro module that
automatically imports MISP in-
dicators and reports Sightings

Exporting MISP event attributes
to yara rules usable with Thor
apt scanner

Volatility plugin to interface
with MISP

Python script that gets IOC
from MISP and converts it into
BRO intel files.

Splunk integration with MISP

TinyCheck
MISP

integration with

The Project can used to inte-
grate QRadar with MISP Threat
Sharing Platform

Multi-threaded suricata search
module for MISP

Script to interface MISP with
Facebook ThreatExchange

Automated Payload Test Con-
troller

A map displaying threat actors
from the misp-galaxy

Another MISP module for
Python
C# Library for MISP

get BTC addresses from MISP
and fetch BTC transactions

Master Thesis including MISP
data.

Bot to create MISP events from
data in Slack

“Polarity is the memory aug-
mentation platform that makes
your team smarter”
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Not tested by MISP core team

Not tested by MISP core team

Not tested by MISP core team

Not tested by MISP core team

Not tested by MISP core team

Not tested by MISP core team

Not tested by MISP core team

Not tested by MISP core team

Not tested by MISP core team

Not tested by MISP core team

Not tested by MISP core team

Not tested by MISP core team

Not tested by MISP core team

Not tested by MISP core team

Not tested by MISP core team
Tested by MISP core team

Master thesis

Not tested by MISP core team

Not tested by MISP core team


https://github.com/eCrimeLabs/vt2misp
https://github.com/cloudtracer/ThreatPinchLookup
https://chrome.google.com/webstore/detail/threatpinch-lookup/ljdgplocfnmnofbhpkjclbefmjoikgke
https://chrome.google.com/webstore/detail/threatpinch-lookup/ljdgplocfnmnofbhpkjclbefmjoikgke
https://chrome.google.com/webstore/detail/threatpinch-lookup/ljdgplocfnmnofbhpkjclbefmjoikgke
https://github.com/tylabs/dovehawk
https://github.com/CERT-Bund/yara-exporter
https://github.com/CIRCL/volatility-misp
https://github.com/thnyheim/misp2bro
https://github.com/stricaud/TA-misp
https://github.com/KasperskyLab/TinyCheck
https://github.com/karthikkbala/MISP-QRadar-Integration
https://github.com/raw-data/pymisp-suricata_search
https://github.com/EC-DIGIT-CSIRC/MISP-ThreatExchange
https://github.com/jymcheong/aptc
https://jymcheong.github.io/aptc/
https://jymcheong.github.io/aptc/
https://jymcheong.github.io/aptc/
https://github.com/3c7/aptmap
https://aptmap.netlify.com
https://github.com/MISP/misp-galaxy
https://github.com/nbareil/mispy
https://github.com/DBHeise/MispSharp
https://github.com/rommelfs/misp_btc
https://github.com/charly077/MISP-privacy-aware-sharing-master-thesis
https://github.com/charly077/MISP-privacy-aware-sharing-master-thesis
https://github.com/charly077/MISP-privacy-aware-sharing-master-thesis/blob/master/report/report.pdf
https://github.com/IRATEAU/sam-bot
https://github.com/polarityio/misp
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F. Appendix E: Other Threat Intel
Ressources

A brief list of online ressources that around #ThreatIntel
« A curated list of awesome malware analysis tools and resources. Inspired by awesome-python and
awesome-php.

« An authoritative list of awesome devsecops tools with the help from community experiments and
contributions. DEV.SEC.OPS

+ Advance Python IoC extractor
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https://github.com/rshipp/awesome-malware-analysis/blob/master/README.md
https://github.com/vinta/awesome-python
https://github.com/ziadoz/awesome-php
https://github.com/devsecops/awesome-devsecops/blob/master/README.md
https://github.com/devsecops/awesome-devsecops/blob/master/README.md
http://devsecops.org
https://github.com/InQuest/python-iocextract
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G. Appendix F: LDAP Authentication

MISP can authenticate users against an LDAP server through the shipped LdapAuth plugin (app/Plugin/
LdapAuth). When enabled, a user logs in on the normal MISP login form with their LDAP credentials; if
the account does not yet exist in MISP it is created on first login. The authoritative option reference is the
plugin’s own README; the summary below covers the essentials.

G.0.0.1 Prerequisites
Install the PHP LDAP extension:

# RHEL / Cent0OS / Fedora
sudo dnf install php-ldap
# Debian / Ubuntu

sudo apt install php-ldap

G.0.0.2 Configuration

LDAP is configured entirely in app/Config/config.php, in two parts. Both are required — the second is
the step most commonly missed, and without it LDAP is simply never used.

1. Add the LdapAuth settings block with your server details and a reader account used to search the
directory:

'LdapAuth' => [

'ldapServer' => 'ldap://ldap.example.com',
'ldapDn' => 'dc=example,dc=com',
'ldapReaderUser' => 'cn=reader,dc=example,dc=com',
'ldapReaderPassword' => 'password',

'ldapSearchFilter!' => '(objectClass=inetOrgPerson)"',
'ldapSearchAttribute'=> 'mail',

'ldapEmailField" = ['mail'],

'ldapDefaultOrg'’ =1,

'ldapDefaultRoleId' => 3,

"updateUser' => true,

1
2. Enable the plugin by adding it to the Security.auth array — this is what actually turns LDAP on:

'Security' => [
// ... your existing Security settings ...
"auth' => [
0 => 'LdapAuth.Ldap',
1,
1,

| Tmportant

Configuring the LdapAuth block alone does not enable LDAP. You must also add 'LdapAuth.Ldap"
to Security.auth. If you skip this step, LDAP login silently does nothing.

G.0.0.3 Key settings

The plugin exposes many options; the most important are:
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https://github.com/MISP/MISP/blob/2.5/app/Plugin/LdapAuth/README.md

452 G. Appendix F: LDAP Authentication

Setting Purpose Default

ldapServer LDAP server URI (ldap:// —
host:port or ldaps://..)

ldapDn Search-base DN containing —
your users

ldapReaderUser /  Bind account used to search the —

ldapReaderPassword directory

ldapSearchFilter Filter used to locate the user —
entry

ldapSearchAttribute Attribute matched against the mail
login identifier

ldapEmailField Attribute(s) holding the user’s ['mail']
e-mail

ldapDefaultOrg Organisation ID assigned to —
newly created LDAP users

ldapDefaultRoleld Default role ID, or a 3
group—role mapping (see be-
low)

updateUser Refresh a user’s e-mail and role true

from LDAP on each login

mixedAuth Allow both LDAP and local true
(MISP password) authentication

starttls Use StartTLS for a secure con- false
nection

ldapNetworkTimeout Connection timeout in seconds -1

(-1 = none)

ldapProtocol LDAP protocol version 3

G.0.0.4 Mapping LDAP groups to MISP roles

ldapDefaultRoleId can be a single role ID, or an array mapping an LDAP group to a MISP role ID, so
group membership drives the assigned role:

'ldapDefaultRoleld' => [

'misp_admin' = 1,
'misp_orgadmin' => 2,
'misp user' = 3,
'misp _publisher' => 4,
'misp_syncuser' => 5,
‘'misp readonly' => 6,

] ’

For Microsoft Active Directory, set ldapUseMember0f => true to resolve group membership from the
user’s memberOf attribute; when you do, the keys in the mapping above must be the full group DN (for
example CN=MISP Admins,0U=Groups,DC=example,DC=com) rather than the short group name.

G.0.0.5 TLS/LDAPS

For encrypted connections use an ldaps:// URI or enable starttls. A set of ldapTls* options
(ldapTlsRequireCert, ldapTlsCustomCaCert, ldapTlsCrlCheck, ldapTlsProtocolMin) map to the cor-
responding PHP LDAP_OPT X TLS * constants for cases where you need a custom CA or to relax certificate
checking during testing — see the plugin README for the full list.
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Diagnostics

The plugin ships a standalone test script that reads your LdapAuth configuration and walks through a
bind and a user search, which is the fastest way to debug a connection:

php app/Plugin/LdapAuth/Controller/Component/Auth/TestLdapAuth.php

You can also inspect app/tmp/logs/error.log for the raw error responses from the LDAP server. A good
troubleshooting order is: set debug => true, start with starttls => false, and if you hit LDAP user
search failed: Operations error, set ldapAllowReferrals => 0.

Migrating existing users to LDAP

LDAP and MISP users are paired by e-mail address. When you enable LDAP and an LDAP user logs in,
an existing MISP user with the same e-mail address is found and linked to the LDAP identity, so existing
accounts are preserved.

Caveats

« A user disabled in LDAP (or removed from the required group) is not disabled in MISP automatically —
the block takes effect the next time they try to log in.

« With mixedAuth enabled (the default) both LDAP and local MISP authentication are accepted; set it to
false to force LDAP only.

+ The Security.require_password_confirmation setting does not apply to LDAP authentication.

Other external authentication plugins

LdapAuth is one of several external authentication plugins shipped with MISP. Each is enabled the same
way — configured in app/Config/config.php and added to Security.auth — and each has its own
README under app/Plugin/:

« OidcAuth — OpenID Connect (e.g. Keycloak, generic OIDC identity providers).

+ AadAuth — Microsoft Entra ID / Azure Active Directory.

+ ShibbAuth — Apache Shibboleth / SAML via an Apache module.

« CertAuth — client-certificate (X.509) authentication.

« LinOTPAuth — LinOTP one-time-password authentication (do not combine with MISP’s built-in
TOTP).

Choose at most one primary identity source for a given deployment, and consult the relevant plugin
README for its exact option list.
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H. Appendix G: SimpleBackground]Jobs
Migration guide

Since MISP 2.5, background jobs are handled by SimpleBackgroundJobs, a simpler system that no
longer relies on the unmaintained CakeResque library. SimpleBackgroundJobs is now the default (and
only) background-job backend — CakeResque has been removed.

The backend requires Supervisor and some extra PHP packages. On a fresh 2.5 install these are set up
for you by the installer scripts (the required packages are already declared in MISP’s composer. json); the
steps below are mainly relevant when migrating an older instance.

This guide is intended for Ubuntu/Debian systems

Install requirements

Run on your MISP instance the following commands.
1. Install Supervisord: sudo apt install supervisor -y

2. Install required PHP packages: " cd /var/www/MISP/app sudo -u www-data php composer.phar
require —with-all-dependencies supervisorphp/supervisor:"4.0
guzzlehttp/guzzle
php-http/message
Istrojny/fxmlrpc

3. Add the following settings at the bottom of the Supervisord conf file, usually located in:

/etc/supervisor/supervisord.conf [inet http server] port=127.0.0.1:9001
username=supervisor password=PWD CHANGE ME

4. Use the following configuration as a template for the services, usually located in:

/etc/supervisor/conf.d/misp-workers.conf [group:misp-workers] programs=de-
fault,email,cache,prio,update

[program:default]  directory=/var/www/MISP  command=/var/www/MISP/app/Console/cake
start_worker default process_name=%(program_name)s_%(process_num)02d numprocs=5 au-
tostart=true autorestart=true redirect_stderr=false stderr_logfile=/var/www/MISP/app/tmp/logs/
misp-workers-errors.log stdout_logfile=/var/www/MISP/app/tmp/logs/misp-workers.log directory=/
var/www/MISP user=www-data

[program:prio] directory=/var/www/MISP command=/var/www/MISP/app/Console/cake
start_worker prio process_name=%(program_name)s_%(process_num)02d numprocs=5 autostart=true
autorestart=true redirect_stderr=false stderr_logfile=/var/www/MISP/app/tmp/logs/misp-workers-
errorslog  stdout_logfile=/var/www/MISP/app/tmp/logs/misp-workers.log  directory=/var/www/
MISP user=www-data

[program:email] directory=/var/www/MISP command=/var/www/MISP/app/Console/cake
start_ worker email process_name=%(program_name)s_%(process_num)02d numprocs=5 au-
tostart=true autorestart=true redirect_stderr=false stderr_logfile=/var/www/MISP/app/tmp/logs/
misp-workers-errors.log stdout_logfile=/var/www/MISP/app/tmp/logs/misp-workers.log directory=/
var/www/MISP user=www-data

[program:update]  directory=/var/www/MISP  command=/var/www/MISP/app/Console/cake
start_worker update process_name=%(program_name)s_%(process_num)02d numprocs=1 au-
tostart=true autorestart=true redirect_stderr=false stderr_logfile=/var/www/MISP/app/tmp/logs/
misp-workers-errors.log stdout_logfile=/var/www/MISP/app/tmp/logs/misp-workers.log directory=/
var/www/MISP user=www-data
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[program:cache] directory=/var/www/MISP ~ command=/var/www/MISP/app/Console/cake
start_worker cache process_name=%(program_name)s_%(process_num)02d numprocs=5 au-
tostart=true autorestart=true redirect_stderr=false stderr_logfile=/var/www/MISP/app/tmp/logs/
misp-workers-errors.log stdout_logfile=/var/www/MISP/app/tmp/logs/misp-workers.log user=www-
data **"

Restart Supervisord to load the changes: sudo service supervisor restart

. Check Supervisord workers are running: $ sudo supervisorctl status misp-workers:cache 00

RUNNING pid 1673228, uptime 1:37:54 misp-workers:cache 01 RUNNING pid
1673225, uptime 1:37:54 misp-workers:cache 02 RUNNING pid 1673375, uptime
1:37:53 misp-workers:cache 03 RUNNING pid 1673398, uptime 1:37:52 misp-
workers:cache 04 RUNNING pid 1673303, uptime 1:37:53 misp-workers:default 00
RUNNING pid 1673222, uptime 1:37:54 misp-workers:default 01 RUNNING pid
1673385, uptime 1:37:52 misp-workers:default 02 RUNNING pid 1673391, uptime
1:37:52 misp-workers:default 03 RUNNING pid 1673223, uptime 1:37:54 misp-
workers:default 04 RUNNING pid 1673393, uptime 1:37:52 misp-workers:email 00
RUNNING pid 1673394, uptime 1:37:52 misp-workers:email 01 RUNNING pid
1673312, uptime 1:37:53 misp-workers:email 02 RUNNING pid 1673224, uptime
1:37:54 misp-workers:email 03 RUNNING  pid 1673227, uptime 1:37:54 misp-
workers:email 04 RUNNING pid 1673333, uptime 1:37:53 misp-workers:prio 00
RUNNING pid 1673279, uptime 1:37:54 misp-workers:prio 01 RUNNING pid
1673304, uptime 1:37:53 misp-workers:prio 02 RUNNING  pid 1673305, uptime
1:37:53 misp-workers:prio 03 RUNNING pid 1673232, uptime 1:37:54 misp-
workers:prio 04 RUNNING pid 1673319, uptime 1:37:53 misp-workers:update 00

RUNNING  pid 1673327, uptime 1:37:53

MISP Config

1.

Go to your MISP instances Server Settings & Maintenance page, and then to the new SimpleBack-
groundJobs tab.

. Update the SimpleBackgroundJobs.supervisor password with the password you set in the Install

requirements section 3.

. Verify Redis and other settings are correct and then set SimpleBackgroundJobs.enabled to true.

. Use MISP normally and visit Administration -> Jobs (/jobs/index on your instance) to check Jobs

are running correctly. If there are any issues check the logs:

« /var/www/MISP/app/tmp/logs/misp-workers-errors.log
« /var/www/MISP/app/tmp/logs/misp-workers.log

. Once the new workers are functioning as expected, you can remove the previous workers service: bash

$ sudo systemctl stop --now misp-workers $ sudo systemctl disable --now misp-workers

Notes

Scheduled tasks (TasksController) are not supported with the new backend, however this feature is going
to be deprecated, it is recommended to use cron jobs instead.
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I.1

1.2

I3

I.4

I.5

I.6

I. Glossary

This glossary is intended as a quick reference for clarifying threat-sharing and threat-intelligence termi-
nology. Be careful when adding terms to the glossary. Adding a generic term such as MISP will prevent
more specific terms such as MISP noticelist from being added. As a general rule, please use the singular
form for each term. If you use any CC BY-SA licensed content, or any other material that is subject to
licensing, make sure to add the appropriate attribution at the end of the entry.

API

MISP makes extensive use of its RESTful API (Application programming interface) both internally and
provides an external API for automation, synchronisation or any other tasks requiring a machine to
machine interface. In general terms, it is a set of clearly defined methods of communication between
various software components. A good API makes it easier to develop a computer program by providing
all the building blocks, which are then put together by the programmer. An API may be for a web-based
system, operating system, database system, computer hardware or software library. The de-facto standard
for talking to MISP via an API is PyMISP. Partial source “API” - CCBYSA.

RESTful

Representational state transfer (REST) or RESTful web services are a way of providing interoperability
between computer systems on the Internet. REST-compliant Web services allow requesting systems to
access and manipulate textual representations of Web resources using a uniform and predefined set of
stateless operations. Other forms of Web services exist which expose their own arbitrary sets of operations
such as WSDL and SOAP. Source “REST” - CCBYSA.

Sharing groups

Sharing groups in MISP are a more granular way to create re-usable distribution lists for events/attributes
that allow users to include organisations from their own instance (local organisations) as well as organi-
sations from directly, or indirectly connected instances (external organisations). More about creating and
managing sharing groups

Site admin

As an admin (not to be confused with Org Admin), you can set up new accounts for users, edit user
profiles, delete them, or just have a look at all the viewers’ profiles. Site admins have access to every
administrator feature for all the data located on the system including global features such as the creation

and modification of user roles and instance links. You will also see all other organizations connected to
or set up in the instance. The site admin can be considered as a super-user of a MISP instance.

Indicators

Indicators contain a pattern that can be used to detect suspicious or malicious cyber activity.

I0C

Indicator of compromise (IOC or IoC) is an artefact observed on a network or in an operating system or
information channel that could reference an intrusion or a reference to a technique used by an attacker.
IoCs are a subset of indicators.
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NIDS

Network Intrusion Detection System eg. Snort, Suricata

MISP

MISP is a recursive acronym for the MISP Intelligence Sharing Platform. The project was originally
named the Malware Information Sharing Platform, but as its scope grew well beyond malware to cover
every kind of threat intelligence, the name was redefined recursively — in the tradition of GNU (“GNU’s
Not Unix”). It is commonly known simply as MISP.

MISP Attribute

Attributes in MISP can be network indicators (e.g. IP address), system indicators (e.g. a string in memory)
or even bank account details. o A type (e.g. MD5, url) is how an attribute is described. « An attribute is
always in a category (e.g. Payload delivery) which puts it in a context. « A category is what describes an
attribute. o An IDS flag on an attribute allows to determine if an attribute can be automated (such as being
exported as an IDS ruleset or used for detection). If the IDS flag is not present, the attribute can be useful
for contextualisation only.

Observable

Some other SIEMs or formats (STIX) use the term observable. This is the same as an attribute in MISP-
speak. Usually an observable is a MISP attribute without the IDS flag set.

MISP Event

MISP events are encapsulations for contextually related information represented as attribute and object.

MISP Extended Events

MISP can extend an event (since version 2.4.90). This allows users to build full blown events that extend
an existing event, giving way to a combined event view that includes a sum total of the event along with
all extending events. More

MISP feeds

MISP includes a set of public OSINT feeds in its default configuration. The feeds can be used as a source
of correlations for all of your events and attributes without the need to import them directly into your
system. The MISP feed system allows for fast correlation but also a for quick comparisons of the feeds
against one another. To get started with MISP we advise to enable the CIRCL OSINT feed within your
MISP instance. This feed is generated with the PyMISP feed-generator. More

MISP format

MISP formats are described in specification document based on the current implementation of MISP core
and PyMISP. These specifications are available for other developers willing to develop their own tools or
software supporting the MISP format.

MISP Galaxy Cluster

MISP galaxy is a simple method to express a large object called cluster that can be attached to MISP events
or attributes. A cluster can be composed of one or more elements. Elements are expressed as key-values.
There are default vocabularies available in MISP galaxy but those can be overwritten, replaced or updated
as you wish. Existing clusters and vocabularies can be used as-is or as a template. MISP distribution can
be applied to each cluster to permit a limited or broader distribution scheme. The following document
is generated from the machine-readable JSON describing the MISP galaxy. There is a Python module
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available to work with Galaxy Cluster in a Pythonic way called PyMISPGalaxies. MISP galaxy GitHub
Repo More

MISP modules

MISP modules are autonomous modules that can be used for expansion and other services in MISP. The
modules are written in Python 3 following a simple API interface. The objective is to ease the extensions
of MISP functionalities without modifying core components. The API is available via a simple REST API
which is independent from MISP installation or configuration. MISP modules GitHub Repo

MISP Instance

A MISP instance is an installation of the MISP software and the connected database. All the data visible to
the users is stored locally in the database and data that is shareable (based on the distribution settings) can
be synchronised with other instances via the Sync actions. The instance that you are reading this manual
on will be referred to as “this instance” or “your instance”. The instances that your instance synchronises
with will be referred to as “remote instances”.

MISP Objects

MISP objects are used in MISP (starting from version 2.4.80) system and can be used by other information
sharing tool. MISP objects are in addition to MISP attributes to allow advanced combinations of attributes.
The creation of these objects and their associated attributes are based on real cyber security use-cases
and existing practices in information sharing. The objects are just shared like any other attributes in
MISP even if the other MISP instances don’t have the template of the object. The following document is
generated from the machine-readable JSON describing the MISP objects. MISP objects GitHub Repo More

MISP GnuPG Key

or GnuPG instance key is the GnuPG (Gnu Privacy Guard) key used by the MISP instance and which is
only used to sign notification. The GnuPG key used in the MISP instance must not be used anywhere else
and should not be valuable.

MISP Sightings

Basically, sighting is a system allowing people to react on attributes on an event. It was originally designed
to provide an easy method for user to tell when they see a given attribute, giving it more credibility.

MISP Taxonomies

Taxonomy is the practice and science of classification. The word is also used as a count noun: a taxonomy,
or taxonomic scheme, is a particular classification. The word finds its roots in the Greek language té£1g,
taxis (meaning ‘order’, ‘arrangement’) and vopog, nomos (‘law’ or ‘science’). Taxonomies that can be used
in MISP (2.5) and other information sharing tools, expressed in Machine Tags (Triple Tags). A machine
tag is composed of a namespace (MUST), a predicate (MUST) and an (OPTIONAL) value. Machine tags
are often called triple tag due to their format. For more details on taxonomies and classification see
the taxonomies catalogue. Partial source “Taxonomy_(general)” - CCBYSA. There is a Python module
available to work with Taxonomies in a Pythonic way called PyTaxonomies. MISP taxonomies GitHub
Repo

Local tags

You can create tags locally if you are a member of the given MISP instance’s host organisation, enabling
“in-place” tagging for synchronisation and export filtering. MISP events are not modified while using
the local tags and are in turn always stripped before being synchronised with other MISP instances and
sharing communities. Local tags allow users to avoid violating the ownership model of MISP, but still
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be able to tag any event or attribute for further dissemination and data contextualisation. Local tagging
works for tags, tag collections, galaxies and matrix-like galaxies such as ATT&CK.

MISP warninglists

MISP warninglists are lists of well-known indicators that can be associated to potential false positives,
errors or mistakes. There is a Python module available to work with warninglists in a Pythonic way called
PyMISPWarningLists. MISP warninglists GitHub Repo

MISP noticelist

Notice lists to inform MISP users of the legal, privacy, policy or even technical implications of using
specific attributes, categories or objects. MISP noticelist GitHub Repo

Org Admin

Organisation admins (Org Admin) are restricted to executing site-admin actions exclusively within their
own organisation’s users only. They can administer users, events and logs of their own respective organ-
isations.

OSINT

Open-source intelligence (OSINT) is data collected from publicly available sources to be used in an
intelligence context.[1] In the intelligence community, the term “open” refers to overt, publicly available
sources (as opposed to covert or clandestine sources). It is not related to open-source software or public
intelligence. OSINT under one name or another has been around for hundreds of years. With the advent
of instant communications and rapid information transfer, a great deal of actionable and predictive
intelligence can now be obtained from public, unclassified sources. Source “Open-source intelligence”
- CCBYSA.

Pivot path

The (branching) path taken by a user from event to event while following correlation links. This is
represented by the branching graph in the event view.

Pivoting

The act of navigating from event to event through correlation links.

Proposals

Each event can only be directly edited by users of the original creator organisation (and site admins).
However, if another organisation would like to amend an event with extra information on an event, or if
they’d like to correct a mistake in an attribute, they can create a Proposal. These proposals could then be
accepted by the original creator organisation. These proposals can be pulled to another server, allowing
users on connected instances to propose changes which then could be accepted by the original creators
on another instance (and subsequently pushed back).

Publishing

When an event is first created by a user, it is visible to everyone on the instance based on the access
rights (“Your organisation only” events will not be visible to users of other organisations), but they will
not be synchronised and they won’t be exportable. For this, a user with publishing permission of the
organisation that created the event has to publish the event. The system will then inform all the users of
the instance that are subscribing to e-mail notifications and who have access to view the published event
via an e-mail.
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Pull

Pulling is the process of using the configured sync user on a remote instance to REST GET all of the
accessible data (based on the distribution rights) to your instance and store it.

Push

Pushing is the process of using a configured instance link to send an event or all accessible events (limited
by the distribution rights) through the REST interface to a remote instance.

Roles

Roles are the central place where you can define ACL roles for your local users on your instance. You can
add new Roles depending on your use case. The following permissions can be given depending on which
overall Permission the role inherits.

« Permission -> Read Only, Manage Own Events, Manage Organisation Events, Manage and Publish
Organisation Events

« Site Admin, Org Admin

« Sync Actions (and Internal / Authoritative Sync Actions)

« Audit Actions, Auth key access, Regex Actions

+ Tagger, Tag Editor, Template Editor, Sharing Group Editor, Delegations Access

« Sighting Creator, Object Template Editor, Galaxy Editor, Decaying Model Editor

« ZMQ publisher, Kafka publisher, Warninglist Editor, View Feed Correlations

« Analyst Data Creator, Skip OTP Regs, Server Signing

See the Roles section for the full list of permissions with descriptions.

Scheduled Tasks

Certain common tasks can be scheduled for a later execution or for regular recurring executions. These
tasks currently include caching all of the export formats, pulling from all eligible instances and pushing
to all eligible instances.

Standard MISP Install

Any MISP instance install that is strongly aligned with our official install guides. This is mostly to make
sure you have a similar folder structure, /var/www/MISP for an Ubuntu Server Install. It will also be easier
to debug any Web Server issues or other system related problems.

Sync User

A user of a role that grants sync permissions, these users (and their authentication keys) are used to serve
as the points of connection between instances. Events pushed to an instance are pushed to a sync user,
who then creates the events on the remote instance. Events pulled are added by the sync user that is used
to connect the remote instance to your instance. As an administrator, keep in mind that a sync user needs
auth key and publish permissions, has to have undergone the mandatory password change and has to
have accepted the Terms of Use in order for the sync to work. Please make sure that all of these steps are
taken before attempting to push or pull.

Synchronisation

What we call synchronisation is an exchange of data between two (or more) MISP instances through our
pull and push mechanisms.
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Tagging
Users with tagging rights can assigned various dynamically created tags to events, allowing an arbitrary

link between events to be created. It is possible to filter events based on these tags and they can also be
used to filter events for the automation.

Templating

Users with templating rights can create easy to fill forms that help with the event creation process.

Analyst Data

Collaborative annotations attached to almost any MISP element (events, attributes, objects, galaxy
clusters, event reports). There are three kinds: Notes (free-text commentary), Opinions (a confidence/
agreement score with an optional comment) and Relationships (typed links between elements). Analyst
data is shared and synchronised alongside the data it annotates.

Event Report

A rich-text (Markdown) report attached to an event, used to narrate the intelligence around the indicators.
Event reports support indicator extraction, import from a URL, and PDF export.

Decaying Model

A configurable model that scores how relevant an indicator remains over time, so stale indicators can be
automatically aged out instead of being trusted indefinitely.

Workflow

An event-driven automation graph that runs when something happens in MISP (for example when an
event is published), used to block, enrich or otherwise act on data. Workflows are built from triggers and
modules and can be shared as blueprints.

Cerebrate

A companion platform for managing organisations and sharing communities; a MISP instance can
synchronise organisation and sharing-group definitions from a connected Cerebrate node.

Collection

A named bundle of MISP elements (such as events and galaxy clusters) that can be managed and synchro-
nised as a unit.

Community

A community is composed of the local organisations on a MISP server and the remote organisations
connected by the sync users.
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